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1 Content Processor (CP8, CP9)
1 Network Processor (NP6, NPGlite)
d Security Processor (SP)
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1 Flow-based inspection (IPS, application control etc.) pattern matching
acceleration
1 High performance VPN bulk data engine

2
2
2
2

1 Key Exchange Processor that supports high performance IKE and
RSA computation

HpEpEp N

s SOENETSY Bo3MoxHocTu Content processor

IPsec and SSL/TLS protocol processor
DES/3DES/AES

MD5/SHA-1/SHA256

HMAC

Public key exponentiation engine with hardware CRT support
Primary checking for RSA key generation

Handshake accelerator with automatic key material generation
Sub public key engine (PKCE) to support up to 4096 bit
operation directly
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W CP2 B CPS

20

[ pOWM3BOAMTENBHOCTL [6/C

MNpou3soauTenbHoCcTh VPN MpouseoauTensHocThb IPS

CP8 CP9

VPN NSA "SuiteB” support -
IPS Full-match Offload -

True Random Number
Generator

S X X

DLP fingerprint -
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IPv4 and IPv6 traffic offloading
IPsec VPN encryption/decryption
Multicast traffic offloading

Link aggregation (LAG) offloading
Anomaly-based intrusion prevention
Traffic shaping and priority queuing
Inter-VDOM link traffic

BosmoxHocTn Network processofs
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Bl NP6lite I NP6

30

20

MpousBoauTenbHOCTh [6/C

10

MNpou3BoauTENbHOCTDE VPN MNpousBoauTEnbHOCTE MC3

NP6lite NP6

CAPWAP - v
Syn proxying - v
DNS session helper - v
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Packet

Network Interface ]

!

TCP/IP Stack J

DoS ACL ]

!

DoS Policy

IP Integrity Header
Checking

!

IPsec VPN
Decryption

l

Packet Flow ingress and egress

Admission
Control
Quarantine
FortiHeartBeat

!

User Authentication
(Captive Portal)

Fortigate 6e3 NP npoueccopa

!

Kernel
1. Forwarding

2. Source NAT (SNAT)

IPsec VPN
Encryption

!

Kernel
1. Destination NAT
2. Routing

3. Stateful inspection/Policy Lookup/Session

management
4. Session Helpers
5. User Authentication
6. Device Identification

7.SSL VPN

8. Local Management Traffic

l

UTM/NGFW
Flow-based inspection

Proxy-based inspection

!

Botnet Check

|

Traffic Shaping

:

WAN Optimization

I

TCP/IP Stack

Network Interface

Packet
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Packet B

Packet Flow Overview: NP6 processors
First packet of a new session

Network Interface

TCP/IP Stack

DoS ACL

DoS Policy

Admission
Control

Quarantine

FortiHeartBeat

A

User Authentication
(Captive Portal)

A

[

IP Integrity Header
Checking

y

IPsec VPN
Decryption

L

Kernel
1. Destination NAT
2. Routing

3. Stateful inspection/Policy Lookup/Session
management

4. Session Helpers
5. User Authentication
6. Device Identification

7.SSL VPN

8. Local Management Traffic

UTM/NGFW

Flow-based inspection

Proxy-based inspection

Fortigate ¢ NP nepBbIn nakeT

-

Kernel

1. Forwarding

2. Source NAT (SNAT)

IPsec VPN
Encryption

Botnet Check

Traffic Shaping

WAN Optimization

y

TCP/IP Stack

y

Network Interface

=m0
Packet B
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— _E All the other packets in
— offloaded sessions

Packet E

Network Interface
TCP/IP Stack
i
NP6 DoS ACL —l
+ Traffic Shaping
DoS Policy ‘
IP Integrity WAN Optimization
Header Checking *
IPsec VPN TCP/IP Stack
Decryption ‘
IPsec VPN Network Interface
Encryption l

Packet E
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Network Interface

v

TCP/IP Stack

==
-
NP6

IP Integrity Header
Checking

!

IPsec VPN

SENETSY Fortigate ¢ NP “pa3rpy3ka” NTu

NTurbo session

IPS Engine

Flow-based
UTM/NGFW

Decryption

IPsec VPN

pha

Encryption

Single-pass rule S=
matching CRe i

Traffic Shaping

v

WAN Optimization

v

TCP/IP Stack

v

Network Interface

!

pr—
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Packet E
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¥

Flow Mode

E UTM/NFGW

IPS Engine

Strip data link protocols (MPLS, VLANS, etc.
to reveal IPv4, IPv6, IGMP, etc

Process L2 and identify next level
procools: TCP, UDP, SCTP, etc.

L4 (Transport)

Decoder TCP, UDP, SCTP session management

L7 (Application) Decoder

Transport Decoder Web Filtering

HTTP  FTP IMAP (HTTP, HTTP/2, SPDY)

| POP3 IMP2P HTTP/2

Decrypted BT Skype SPDY
content

Content Decoder

MIME GZIP SWF
CWF ZWF PDF
HTML UTF Js

!

Single-Pass Rule Matching

Intrusion Protection Signatures

Application Control

Cloud Access Security Inspection

Local URL Filtering

Action (block, allow, SSL Encoding (if
monitor) needed)
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UTM/NGFW
Proxy Mode
— -E Flow-based Intrusion Protection, Application Control,
Packet o e e s
Proxy-based AntiVirus, Web Filtering, DLP, Anti-Spam,
VolIP Inspection, and ICAP
‘

_ Single-Pass Intrusion Protection,
IPS Engine Application Control, CASI
SSL Inspection

Proxy
Yes No
Antivirus
Web Filter
DLP
Decrypt SSL Anti-spam
VoIP inspection
ICAP
A 4
IPS Engine — _E
Packet E
v Proxy
Antivirus
Web Filtering
DLP
Anti-spam

VolP inspection
ICAP

!

SSL Encrypt
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