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MopenunpoBaHue BeKTopa aTaku
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Cpeacrtea 3awmnThl Tononorusa cetu NT-akTuBbI YA3BUMOCTU NCTOUYHNKN yrpo3
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CHnoXXHOCTH

* Hawa uenb — 3awmntntb N T-akTuBbl, HO:

» NT-nHdpacTpykTypa AnHaMnU4eCckn MeHAeTCca U Mbl
He 3HaeM KakK BbIrmMaguT Hawa ceTb NPsiMo cenyac

» 3a4acTylo Mbl HAacTpanBaeM 3aLUNTHbIE MEXaHU3MbI
ceTn 0e3 y4yeTa ya3BMMOCTEN Ha XocTax

» Mbl HE 3HAEM O HOBBbIX YA3BUMOCTAX B nepmnog 4o U
MeXagy CKaHNPOBaAHUAMMU

» Mbl YUnNTbiBa€M TOJ1IbKO KPUTUNYHbIE YA3BNMOCTHU

» Mbl He Bcerga 3HaeM Kakume ya3BnuMOCTU
OOCTUXXMMbI B HaLLen ceTu
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NMNoaxoa Skybox Security

43§

3HaHMe HacTpoek 3HaHue
cetm YA3BUMOCTEN

YcTpaHeHue

YcTpaHeHue

PacuetT MHAMKaATOPOB Yrpo3 u
nporHo3MpoBaHue Hambosiee BEpOATHbIX BEKTOPOB aTak
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Upena Skybox Security

A REPOSITORIES
N

MHBEHTapu3aumu u
PasnnyHble
naTy-MeHeKMEHTa

CKaHepbl
CobcTBEHHbIE

ySI3BUMOCTEV
6a3bl

obopyaoBaHue n

CobCTBEHHbIe
cpeacTBa 3aluThl

YSI3BMMOCTU
BupTyanbHasa u

%
obnayHas
nHdpacTpyKTypa

O6bekTbl KN

Intelligence Feeds

Skybox
Research Lab
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[locTpoeHne mooenu cetu

Bo3MOXHble cLeHapum
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[locTpoeHue ceteBOU Moaenu

= Network Assurance — BUAMMOCTb CETU

ABTOMaTMyeckaa npoBepkKa ABTOMaTM4yeckada npoBepkKa
NHTepakTMBHaa KapTa CceTu COOTBETCTBUA CTaHAapTaM COOTBETCTBUA MOJIUTUKAM
KOH(UIypmnpoBaHUA CerMeHTMpOBaHUS

Kak 23710 PaboTaer

C6op n HopMmanusaums MoaenupoBaHue [eTanbHbI aHanNu3
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Opyx6a c Fortinet

= TexHOonorm4eckoe CoTpyaHNYEeCTBO C
2010 roga

= Skybox 0bs3yeTcs nogaepxneaTthb
HoBble Bepcumn Fortinet

* Bsanmoagencrteme Ha ypoBHe
pa3paboTyYMKOB

Fi:RTINET
Fabric-Ready

Skybox Security
and Fortinet Integration

Supported Products and Features

FortlGate: Support for versions FGTE0B-3.8
and greatar

FortlGate Supported Features:

Online:
S5H/Telnet:
SOAP:
Import:
Directory:
Basic:

0S5 info:
Intarfaces:
Routing:

Dynamic routing:

Access:
NAT:
LB:
VRF:
PER:
Layer 2:
VPN:
Users:

Virtual contexts:

IPS policy signatures:
Change tracking events:

Traffic logs:

FortiManager:

Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported
Fully supported

Support for versions 5.0.6-
build0310 140205 (GA)
through 5.4.2

FortiManager Supported Features:

Information extraction via XML API (SOAP)

and SSH

Since 2010 Skybox and Fortinet have had a well-es-
tablished relationship and continue to upgrade and
improve connectivity as each company's product line
evolve. Fortinet and Skybox are actively involved in
reciprocal Technical Alliance Programs.

F:=RTINET

Roadmap Discussions and Information
Exchange Between Fortinet and Skybox

Besides being close neighbors in the Silicon Vallay,
Skybox and Fortinet have had a strong technology
relationship since 2010 and are active participants

in each other’s Technical Alliance Programs. There is
continuous mutual support for procluct lings from both

companias.

* Skybox is committed to providing support for
all future versions. Fortinet is one of the top five
leading firewall platforms

* Fortinet shares information via our mutual
Technical Alliance relationship

+  We have full access to the Fortinet Development
Metwork (FNDM)

* Woe also have direct access to Fortinet develop-
ment key engineering personnel, in case escalation
is requirad

* Skybox assesses platform enhancement on an
ongoing basis
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[MpoBepKa KOHUrypaumm

Compliance
Configuration Policies view:  All Configuration Checks + | v
Found 399 configuration checks
Check Check Details

= 2.6 Fortinet FW Standard Policy (23)

= 39 rpy>xaem KOHCbI/I rypauumm Bcex
CETEBbIX YCTPOUCTB

2.6.20 Confirm System Logging Section
Critical

CT po M M Ka pTy CeT M 2.6.23 Confirm Fortianalyzer Section ~config log fortianalyzer setting

Critical

* AHann3npyem KOppPeKTHOCTb I | 2o et o

High

\ Y4
| |
KO H M r a M M H a T HA Configuration
n - 2.6.14 HA Password Encrypted set password ENC \S+

High

)) COOTBeTCTB M e J-I yL'I LLI M M rl pa KTM Ka M Sf;?a”: HA Configuration

» CooTBeTCcTBUE COOCTBEHHbIM
nonnTNUKaM KOHOUrypupoBaHus

“~config log syslogd setting

System Management

2.6.19 Ensure CM FMG Setting set fmg "\d{1,33\.\d{1,3}\\d{ 1,31\ \d{1,3}"

High

System Logging

2.6.21 Ensure Logging Enabled set status enable

High

Metwork . System Logging

visibility 2-5:2 Ensure Logging Host set server "\d{1,3}\.\d{1,31\.\d{1,3}\.\d{1,3}"
Hig
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[lpoBepKa gocTtyna Ha nety

Analysis Results
Show:[ﬂccessible Destinations |']gG|'0up By: | & Network |w EAuthentication: M. = 8] @ 2] |1 - h="

> 5]- developmentNindows WS [192.17017.0/ 24] [256 IPs; 1 TCP pori]
A 5]_ developmentUnixWs [192.170.18.0/ 24] [256 IPs; 1 TCP por]
v E_.El 189217018.0-192170.18.255 [256 IPs; 1 TCP port]

L L-_J_ developmentServers [192.170.18.0/24] [256 IPs; 1 TCP por]
» B dmz[192.170.33.0/24] [256 IPs: 6 TCP/UDP ports]

Routes View Current Map Rout
1[<[<] [ > 1 @3 (organizati.. |w) ( Show Route Map | E
. 7
] show Routing Rules \w/
Access Route 172.16.14.2 NS¥-2d
Fram “* Internet (cloud) To = Los Angeles A
(cloud) ®
developmentUnixWS (192.170.18.0/24) 102170 11 43 1 28 | N SX
gatewayWestB
U S 172.18.14.0 /24
Inboy 172
Step Acce |
Rule S
@ Source: Q 182.170.1 40 nog_FWV @7 o m_
200.16001.0 / 24 182.170.19.176 NSx-e 1T2.18.10.0 {25 102 NsXe
¥ |nternet (cloud) Partnert "-.\
Source IP range(s) 16.0.0.0-16.0.0.0, @ ‘ A
16.0.0.2-16.255.255.255 1921700132 428
Sending To IP range(s): 200.160.1.3 Partner! .. DERT VG gateway WestA
192.170.18.0-192.170.18.255 T 1
! ) . 182.170/19.0 / 24
Sending to senice(s): 21/TCP s Q developmentServers
1. ¥main_FW (16.0.0.1) 8 200.180.3.{ - 2001620, 10020124 =5
(AL Fartner WFN )«aﬂ;,e'rz 182.170.8.3 Operatio...
- Al / Paris |
2. Bplain Router (192.169.1.2) - ~ = ~ cS ™ E ~ c5
) 137 170 | 9 1B8.1.0 /28 192.170.8.0 4 24 192.170.1.0 1 2 02.170.1.18 4 28
3. |Bintemal Router (192.170.8.2) P g ':;::"ﬂ:;:: 102.1708.1 Mein Rou...  Backbone 18217082 Intemal.. gotowaySouths 182.170.1.1 dev Filgsteway Southd 92.170.18.1 Dev. 13
4. [Edey FW (192.170.1.1) 4 A N
L | .
LA &
- All 182.170)1 86 1 28 N 182.170.17.0 1 24
gateway EastB @ N development Windows WS

[TpoBepsaem
Hanuyue gocrtyna
B 2 KIlMKa
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[lpoBepKa gocTtyna Ha nety

Analysis Results
Show:lBIocked Destinations |'}§G|‘oup By: B network |» E @ % |1 hd ':.
v developmentWindows WS [192.170.17.0/24] [256 IPs; Any protocol]

v E_.E 19247047.0-192170.17.255 [256 IPs; Any protocol]
w Any Internet Protocol

Routes View Current Map

Ak}

[ASSIRS @ z 724 lé]ﬂl [Organizati... |'] l Show Route Map J

A
Detail Level: | Display all blocking rules |'J DK

Access Route L 172.16.14.2 NSK-edge...
os Angeles v
From “* Internet (cloud) To a 9 |

L
developmentWindowsWS (192.170.17.0/24) 192.17001.48 7 28 l N SX

(maximal number of routes (4) is reached) U S gateway et 172.16.14.0/ 24 rI po Be pﬂ e M

h | OTCYTCTBUE
Ri Q 182.170.1.48 noc_FW s E
@ Source: znn.r]:gLﬂrz-t 182.170.18.176 NSX-e 172.16.10.0 f@ha 10.2 o ﬂ'OCTyna B 2 KnMKa

| termet (cloud) ‘

Source IP range(s) New York 19:;.{1?n ﬁi;’:’f
200.160.3.1-200.160.3.1 200.160.1.3 Pattner! .. getEus .
Sending To [P range(s): s wzmxg.n 124
192.170.17.0-192.170.17.255 & < development Servers
Sending to senice(s); 0-255/ICMP, 200.180 3.1 - 200.1830 10 2.0 4 24
0-255/1GMP, 0/CGP, 0/IPIP, 0/ST, Il Patnert VPN panner 2 162.170.8.3 Operatio...
1-20/TCP, 22-36/TCP, 38-T&/TCP, po00 i / Paris
B0-65535/TCP, ... / |
1. #Mmain_FW (16.0.0.1) 1 " @ v 5y - @ - - - g
(A 2.0.0.1 FZ0.0; 162.168.1.0 /28’ ' 102.170.8.0 /24 182.170.1.0 / 28 02.170.1.16 / 28 192.170.18.0 / 24
:_[ NS gateway EastA 182.170.8.1 Main Rou Backbone 192.170.8.2 Intemal.. gateway South gatewaySouthB 192.170.19.1 WS
™,
@ AN
2. Bwain Router (192.169.1.2) 1o2.170]1.06 1 28 N
3. Mintemal Router (192.170.8.2) gateuy EsstB ? .
4. :'ﬁde'u' EW (192 170.1 1) E | 192.170.8.4 Core Rou... \\
A @ [ 1] @ ==
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KoHTponb NONUTUK ceTeBOro gocryna

S )
NHTepHeT
&
80 nopT @
/_ ertier &
MuHCkK @
@ D) &
& S & @0 S &,
l% @ MockBa @
® Cpepna pa3paboTku
HEPIHEpE \ @ MopTtl 80, 8080, 443, 22
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byxrantepus
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CootBeTCcTBUE NOSIUTUKAM CeTeBOro gocryna

Compliance B 2 Q =

@ skyboxview ~

All Compliance Perspective & Configuration Compliance & Rulebase Compliance & Access Policy + = Edit Widgets
@ Access Policy compliance Matrix Access Policy compliance Matrix
\/ Destination Destination
Overview PCI Cardholder PCI DMZ PCI Internet PCI Partners | PCI Untrusted App D8 DMz External Internal Partner
Source Data... Wireless Source
PCI Cardholder : : : A - .
Data. 290, _I_JD ;
— = 3% i w0 £ 97%
=,
\/ PCI DMZ -
Rule Review = aon © 83% 55% DB
- & 1 i 5 I = 0%
PCI Internet = = =N =3 1 u -
= 0% = 25% 2 0% = 0%
= 2% o o ° : [_’__Wéw = 100% 5 99% 95% 3
- - - - : 1 > 24
Compliance PCI Partners = 0% = 31% External ; - m:
= 20% a1 & 9 § = 76% = 75% = 100%
A 2 i A
ke 77% £ 33 £ 39 20
PCI Untrusted
Wireless = 33% nt | : - : - = - —
é = 31% i g =i = 82% = 85% = 01% = 71%
- E e & 75 £ 10 & 26 @6
Optimization :
and Cleanup Top Zone-To-Zone Sections by Severity - —
Partner - o1% = 100% - 09% S 75%
20 s 95% A 21 A 0 a2 A2
- I Critical
I High
.
@ e B Medium
" Low

Change
Tracking

# of violations
S -

Network - " -
Visibility F < F &
o ) &
§ o o o
- - & °
o & & & &
& & F Q* g
& < & & &
5 : 5 &
& & S < )
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PaboTa c ya3BMMOCTAMMU

Bo3MOXHble cLeHapum
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MpyHUMn paboTbl

BbissBNeHUE ya3BMMOCTEN B
nepuvoa 0 N Mexay
CKaHMPOBAHUSAMMU

PacuyeT BEKTOpOB aTak B
KOHTEKCTe ceTu

PacyeT NpnopuTeToB U
pearmpoBaHue

1

BoigaBneHue AHanNus

Kak 210 PaboTaeT

[MpuopuTesaumnda

PearnpoBaHue
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BbisBneHue yasBumMmocTteun

= Kak 310 paboTaer:
» 3arpy3ka OTY4ETOB CKaHepoB

» 3arpyska oT4eTOB CUCTEM
nHBeHTapusaunn SCCM, WSUS u ap.

» ExXegHeBHOE «MNaCCUBHOE»
CKaHupoBaHue

= Pegynbrar:

» AKTyanbHbIA CMNCOK BCEX U3BECTHbIX & S S
ya3BMMocTen (obHoBNsiemasi basa
Skybox n3 25+ NCTo4HMKOB) Days

» aKTyalbHbIN CMIUCOK YA3BMMOCTEN ANngd
NT-akTnBOB

Last Reported Vulnerability Occurrence by Source &)

=
L=}

=
Ch
| - i

urrences

ini
=]
"

l MaxPatrol: 13 261 (90% § MaxPatrg

. . e T Usel
l Vulnarability Daetactor: 1,463 (9% ’
I . Vidinerallity Detector

kJd
tn
|

5 Yulnerability Occ

[+~

.
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Busyanunsauua BeKTopa aTaku

Intemet H acker X
Internet =

Internet Hacker [=1%] v :
Internet

W ek

[

dmz

dmz web server 10
IS (80/TCP):
Mz14-072]
Wicrosoft MET
Framewiork ..

DR

Europe hdEd

Eras
Lorr,

financall BaWab
finance web 6: EE

WebSphere Application Server ]
I {80/TCP):
O New York et IBM WiehSphere 5.3 HTTP Server far

E‘E /05 Unspecified Remote Cade
Execution

gt finan ceDBAWab

finance db & EH

Back End Finance Application > > Oracle (1621/TCP): =]

[cpuoct2012-1514853,
Servers cpuoct2012-1515893]

Cracle Database .

On

dmz

Regional servers

L b 4

Euras
Lorctr,

Back End Payment System Front End Web Servers frn st -

finance db &

Oracle (1521/TCP): []
[cpuapr2013-18589555]
Cracle Database Server

on Window s Rermate
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UHauKaTopbl Yrpo3 U npuopuTe3aumns ya3aBMMOCTEN

= YyuTbIBalOTCH:

)) K MTML-I HOCTb g Indirect [cpuapr2013-1... Skyhox SBY-3.. CVE-2.. finance_db_1[192170.27.22] Wi 15821 Qracl... Found = Mo Expl...
=
p @ Indirect [cpuoct2012-1... Skyhox SBV-3... CVE-2... finance_db_2[192170.27.23] Wi... 15821, Qracl... Found = Exploit ...
@ Indirect [cpuoct2012-1.. Skyhox SBY-3.. CVE-2.. finance_db_3[192170.27 24] Wi 1821 Oracl... Found = Eyploit
)) |u()CT M)I(M MOCTb (H an M L-I M e @ Indirect [cpuoct2012-1... Skyhox SBY-3... CVE-2... finance_db_7 [192.170.27.28] Wi...15821... Qracl... Found = Exploit ...
@ Indirect [cpuapr2013-1... Skyhox SBVY-3.. CVE-2.. finance_db_8[192170.27.249] Wi 16821 Qracl... Found = o Expl...
@ Indirect [cpuoct2012-1... Skyhox SBVY-3... CVE-2.. finance_db_9 [192.170.27.30] Wi...1521... Qracl... Found =mExploit..
D'OCTyrI a) @ Indirect [cpuapr2013-1... Skybox SBEV-3... CVE-2... finance_db_7 [192.170.27.28] Wi...15821... Cracl... Found = Mo Expl...
@ Indirect [cpuoct2012-1.. Skyhox SBVY-3.. CVE-2.. finance_db_8[192170.27.249] Wi 1821 Oracl.. Found = Eyploit
» YpOBeHb @ narect [puoctabi . Shhor SBS. V. e b5 (14217027 20 v
p 141 Vulnerability Occurrences

3JT0YyMbILLUITIEeHHUKaA
)) Ll'e H HOCTb a KTM Ba Solution Type: @ Products () Packages () Generic | i in order to remediate the vulnerahility, install one of the listed solutions

[ General [ %‘:% Malware & Exploits [ CWSS [ E] Asset | ﬁ Senice [ E Tickets [ &3 Risk Profile m

"
)) H an M L‘I M e rOTO BO ro SBV-36637 Upgrade:10.2.0.4.14 Upgrade Upgrade QOracle, Oracle Database to version 10.2.0.4.14:For Cracle Database ... |L
SBV-36637 Upgrade:111.0717 Upgrade Upgrade Oracle, Oracle Database toversion 11.1.0.717:For Cracle Database .
[ SBV-36637 Upgrade:11.2.0.2.8 Upgrade Upgrade Oracle, Oracle Database to version 11.2.0.2. 8:For Oracle Database 1.
3 KCI-IJ-I O MTa SBV-36637 Upgrade:14275629 Upgrade Upgrade Oracle, Oracle Database to version 14275629:For Oracle Database 1...
SBV-36637 Upgrade: 14275630 Upgrade Upgrade Oracle, Oracle Database to version 14275630:For Oracle Datahase 1.
Mitigate by IPS:0245123  [Mitigate by IPS ~ [The vulnerahility can be mitigated by activating FortiGate IPS signature 33432;

» CTaTUCTUKa aTak C
NCMNoJSIb30BaHUEM
KOHKPETHON YA3BMMOCTH

SEARTINET s



BaXxHOCTb npuoputesauumn

ONMPEAENNEHUE BCEX KOPPENIALNA C CVSS

U3BECTHbIX YSI3BUMOCTEM

BCEIMO KPUTNYHbBIX: 3578
CVSS scoring
MoTeHuManbHan yrpo3a

BCEIo: 70K
Skybox Vulnerability Database

MoTeHumanbHasA yrposa

OOCTYINHDbIE B CETU

OMPEAENEHME CYLLECTBYHOLLUUX VSI3BUMOCTHN

VA3BUMOCTEN

AOCTYIHO B CETU: 141

BCEro HAMOEHO: 7122
AHanus BEKTOPOB aTakK

CkaHepbl 3alWMLLEHHOCTH,

Skybox Vulnerability Detector BeposTHasa yrposa

MoTeHuMmanbHanA yrposa

BbIAENEHUE YA3BUMOCTEMN C

HAJINYUE SKCNJIOUTOB MAKCMMAJIbHBIM PUCKOM

BCEIrO OMPEAEJIEHO: 1105 BCElo: 13
Skybox Research Lab real-time threat Skybox Vulnerability
intelligence Control Prioritization Center

MoTeHunanbHas yrposa BeposiTHas yrposa
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Fortinet Security Fabric + Skybox Security
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@ SKYBOX

SECURITY

W +7(800)511 08 28

g Sales.Russia@skyboxsecurity.com



