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YT0o 1 3a4eM HyXXHO genaTtb? Cyber Threat Intelligence
2017 Crime Types Continued

By Victim Loss

FBIIC2 - 2017 Internet Crime Report
Top 20 Foreign Countries by Victim

Excluding the United States’

Crime Type Loss

BEC/EAC $676,151,185

Crime Type Loss
Misrepresentation $14,580,907

Confidence Fraud/Romance $211,382,989 Harassment/Threats $12,569,185
= of Violence
; ) ¥ ok Non-Payment/Non-Delivery $141,110,441 Government S12,467,380
= B @ .y S Impersonation
o : L. Q@ Investment $96,844,144  Civil Matter $5,766,550
. T - A Personal Data Breach $77,134,865 IPR/Copyright and $5,536,912
RIS e . Counterfeit
L2a0 o , & Identity Theft $66,815,298 Malware/Scareware/ $5,003,434
e o .‘“‘_"., R Virus
' ! ‘ Corporate Data Breach $60,942,306 Ransomware $2,344,365
2 Advanced Fee $57,861,324 Denial of Service/TDoS  $1,466,195
Y o AT Credit Card Fraud $57,207,248 Charity $1,405,460
® ~ el Real Estate/Rental $56,231,333 Health Care Related $925,849
o pPray Overpayment $53,450,830 Re-Shipping $809,746
LN > ‘ Employment $38,883,616 Gambling $598,853
£ e = Phishing/Vishing/Smishing/ 529,703,421 Crimes Against $46,411
. ‘ Pharming Children
Other $23,853,704 Hacktivist $20,147
Lottery/Sweepstakes $16,835,001 Terrorism $18,926
1. Canada 3,164 | 6.Russian Federation 594 | 11. France 368 16. Netherlands 266 Extortion $15,302,792 No Lead Value S0
2. India 2,819  7.Brazil 558 12.China 366 17. Malaysia 265 Tech Support 514,810,080
3. United Kingdom 1,383 8. Germany 466  13.South Africa 349 18. United Arab Emirates 259
4, Aust'ralia 989 9. Philippines 453 14, ItaIY 291 19. Spain ) 248
5. Mexico 632  10.Japan 413  15. Pakistan 276 20. Argentina 238 - -
Social Media $56,478,483 *These descriptors relate to the medium or
Virtual Currency 4,139 LUUE USEU LU 1AL LE LT LEIIG, diiu a1e uscu Virtual Currency $58,391,810 tool used to facilitate the crime, and are used

by the IC3 for tracking purposes only. They
are available only after another crime type

has been selected.

https://pdf.ic3.gov/2017_ic3report.pdf

by the IC3 for tracking purposes only. They
are available only after another crime type

has been selected.

In 2017, IC3 received a total of 301,580 complaints with reported losses exceeding $1.4 Billion
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Hy>XHO 3alUMTUTb 3NEKTPOHHYIO NOYTY OT HOBbIX Yrpo3
«Ho y Hac e yXe eCTb aHTUCNaM? »

S
" Cnam Xopowee [lnoxoe -~ "T=-__ Xopowee [noxoe
HTepHeT =T e N Knunenr
- AHTHCNam - ,
=T - e-mail

e  (Qunbrp cnama (penyrayma)
¢  Ounbtp BpeaoHocHoro M0 (curHatypel)

Hacnex cobpaHHOU apmuu, BOOpyXeHHON BUTaMU U KONbAMU, HE MOMOXeT
nHdopmMauma o NpUoNNKeHNN DANNIMCTUYECKOUN paKeTbl, AaXe eCNn N3BeCTHa
eé ToYHasa Mmoaenb U KTO ee 3anyCcTun.

https://blogs.gartner.com/anton-chuvakin/2015/08/13/threat-intelligence-and-operational-agility/
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To ecTb aHTUCNAaM He paboTaeTt? YTOo XKe genartb”?

i « C BNoXeHuUamu i
[MpoaBMHYTbIE Yrpo3bl NIErKO 06X04AT CUrHaTypHbIE MeTOoAbl, i« Co ccbinkamm :
1 ]
1 ]

TPpagunumnoHHO MNCMOoJIb3yeMblE€ B LLJTHO3aX C-)J'IGKTpOHHOI7I NOYThbI

Gartner - Market Guide for Secure Email Gateways %

Cnam Xopowee Tnoxoe

LLino3 3awmTbl 3NEKTPOHHON NOYTbI

3awmTa oT NPOABUHYTHLIX Yrpo3
CeTeBasi necoyHuLa/pa3opyXeHne N peKOHCTPYKLMS KOHTEHTa
[MepenucbiBaHne URL 1 npoBepka B MOMEHT KiuKa
MHCcnekunsa KoHTeHTa, eTekTMpoBaHue cnyduHra u aHomanum

AHTUCNam

UepHbI CNUCOK NO TUnam
dhannos

MTA/aHTn-cnam/curHaTypHbIn aHTUBUPYC

CeteBasd
necoyHuua
NHcnekuunsa

KOHTEHTa

(€T g 011=]d AAPXUTEKTYpa COBPEMEHHOTO LLI03a 3MEKTPOHHOI NOYTEl, @
8l nossonsoLas NPOTUBOCTOSATH NPOABUHYTHIM Yrpo3am

Xopoliee Ucxopawee
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Fortinet Advanced Threat Protection —
3almTa oT NPOABUHYTbLIX Yrpo3

» PenyTaunoHHbIN aHTUBYRY
N KOHTPOJSTb N3N u )

penyTauum NP
o YRy)a 2
» [poBepka dannoB 1 cEbIMoK
B NecoYyHuLe —
npeaoTBpaLleH
BIMO
» PasopyxeHue u 'au.;“_;_f:if:s::

PEKOHCTPYKLMS KOHTEHTA

Capabilities

penyTaunn n B [MecCoYHuUu

» 3awmTa oT noamne .'i*-
otnpasuTenei (Impostors:
Protection)

» M 3mo 0aMeKQ.HE 8L ays
BNTOKNPOBKA
COBPEMEHHbBIX 1 PAHEE
HE BCTPEYABLLUMXCAH
YIrPO3 B PEXXMME

IDC MarketScape Worldwide Email Security

Symantec
Trend Mi i U4
i ks Security Value Map
Fortinet| Forcepoint Y
T ) ) Beach Prevention Systems (BPS)

Proofpoint - - (‘J Cisco e

Barracuda. : [
A R i CurnfrePOWER 8350 o .{;mmmlm 90
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OB
l (
= s DECEMBER 2017
- m a I PRODUCTS TESTED

VERI FI E D' [ ¢ Check Point Software Technologies 15600 Next Generation Threat Prevention & SandBlast™ (NGTX) Appliance
R77.30
Cisco FirePOWER 8350 v6.1.0.1 with Cisco AMP v5.1.12.10483

v5.4.0 and FortiClient ATP Agent v5.6.1.1112)
e Juniper Networks SRX1500 v15.1X49-D90.7 with Sky ATP
o Palo Alto Networks PA-5220 PAN-OS 8.0.3-h4 with Traps v4.1.0.28239

’ . l ! ' ‘ ' .
L‘J 'abs | « Fortinet Advanced Threat Protection (FortiSandbox Cloud with FortiGate 600D v5.6.1, FortiMail Virtual Appliance

virusbtn.com

PEAINLHOIO BPEMEHM
F:RTINET k )




OnutenbHaa mexayHapoaHasa KamnaHusa - GandCrab

A High Risk Downloader

Indicators

* [loaTomy HEOOXOAMMO NPOBOANTL aHANU3 NOAO3PUTENBHbLIX BIOXEHU B NECOYHULIE
« => BhigBneHnue BIN1O no noBegeHuto, npegoTepaLlleHue goctaBku nucem ¢ BINO

—m

— | 1
MD5:e2aldoc 6308234533275 10204 76c .
Procesz 35S YSTEME.OOT Y syzam3 2\ svchost exe

B Behavior Chronology Chart

120
The script created high risk file
The document tried to launch a shell program e o
The script tried to access malicious URL(S) *
Suspicious URL “
Executable potentially attempted to download an executable via HTTP “
The file tries to start a process with suspicious extension =
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JlokanbHaa KaMnaHUs — aTaka Ha CepPBUCHbIE LLeHTPbI Mo
PeMOHTY MOOUNbHLIX TenedgoHoB B Poccuun (07.06.2018)

Message ‘

Log Details: 0200002620

Name cdr Date
. . . . . Time
Type Disclaimer insertion message EditVa
o Classifier Attachment Filter
Description:
Disposition Modify Subject;Insert Disclaimer;Content Disarm and Reconstruction
Content: B I L8] Latow 15w A - = = = - 9 C - From user@example.net
Header From user@example.net
“*BHUMaHne™* BnoxeHus cogepxann noao3puTenbHbIM KOHTEHT W Obinn T - fortisdint
[s} .@fortiad.info
obe3BpeeHbl.
Subject
Length 3083909
Session ID wBK7799w002619-w8K7799x002619
Client IP 10.1.2.254
Direction in
Policy IDs 0:1:1
Domain SYSTEM
Destination IP 10.1.2.3
Source External

Reset to Default

= Kak 3awmtntecs — Content Disarm and Reconstruction
= YpaneHue akcnnouTta U3 BNoXeHns, MrHoOBeHHast ocTaBka NucbMa agpecary
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Opyrue Bo3amoxHoctn — URL Click Protect m Impostor Proteciton

L S @
Impostor Protection e \/

Warning: Suspected Impersonation

= Mail From: Ken.Xie@frotinet.
AHanu3 nogMeHbl oTnpaBuTens MailFrom: Ken.Xie@irotine com .

» ABTOMaruveckas ngeHtudukayma

Binh Tran <btran@fortinet.com> 326

)) SaLIJ' MTa OT B E C Wilson Zhang <wzhang@fortinet.com> 314

Impersonation AntiSpam Profile
KOPPEKTHbIX Map oTobpaxaemoro
Profile name: M_test Domain: —System-—
UMEHN 1 agpeca oTnpaBuUTenNs. N
e Entry Default action: | --None-- | |+ New.. | [ Edit.
» [leTekTupoBaHue crnyduHra | G| B oo S
- ] 11 Records per page: | 50~ Total: 2 Qo FortiGuzrd Action:| ~Defauit-- hd
BH yTpe H H M X OTI-I paB MTen e M BO Display Name Pattern Pattern Type Email Address : (SE;Y‘M )
check Action:| --Default-- -
~ KenXie Wildcard lode@fortinet.com (B DMARC check Action:| —Default- -
BXOIHH LU,eM novyTe " Ken"Xie Wildesrd "@fortinet.com € Behavior analysis Action:| ~-Default-- -
~ @ Header anal lysis Action: '—Deju\tw -
I-I peﬂyn pe)l(lqu Me non y I aTen e“ 2 © Impersonation analysis AETER| --Default— -
Impersonation profile: IM_test - ‘ + New.. | B Edit..
@ Heuristic Action:| --Default-- -
|| I_I p e y Ll-l eC a m Cance @O SURBL [Configuration..] Action:| —-Default-— -
M M T B Top Recipients & = onfiguration..] Action:| --Default-- -
d [Confi tion...] Action:| --Default--
Domain: | --All-- w | Period: | Today w | Category: | By Message Count v Q, | Email address... ::d 'C::ﬁ gj:[il::m o - T
» [lo3Bonger 3aWmuTUTbL OT aTak, C—
Action:| -Default-- -
-~ Spam Removal <removespam@fortinet.c... 3008 - __
OCHOBaHHbIX Ha couunaribHOU eyt . — -
Yan Lin <yanlin@fortinet.com> 1200 Action:| --Default-- -
Zhaoqing Qiang <zqgiang@fortinet.com> 498 | lettes Action:| —-Default-— -
M H)I(eH e p M M ( H an p M M e p H OT M M eH M Ben Zhou <benzhou@fortinet.com> 698 | Action:| —Default— hd
FortiGuard Web Filtering Service <fgweb... 420 |
pyl(()B()ﬂ MTen ﬂ KOM n aH M M n p Mxoﬂ MT Adam Shewchuk <ashewchuk@fortinet.c... 402 s
6a jordanleee@fortinet.com 3%6 | m Cal
npocb O nepeBOﬂe ﬂeHer) Lei Wang <leiwang@fortinet.com> 353 |-
||
|
0 350 700
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3aknrovyeHue

ATaku ¢ NPUMEHEHUEM INEKTPOHHOW NOYThl 3OPEKTUBHBI U HAHOCAT 3HAYUTESNbHLIN YLLEPO

yCTapeBLIJI/Ie dHTNCMNaM pelleHnd He CnpaBJiAlTCA U CO30aloT JTOXKHOE HyBCTBO 3alLLMLLEHHOCTU

Fortinet ATP Framework — koMbrnHauusa COBPEMEHHbLIX U aKTUBHO pa3BMBaEMbIX CPeACTB 3alnThbl
= Fortinet cooTBeTCTBYET aKkTyasribHbIM pekomeHaaunsam Gartner (Market Guide for SEG)

- npOTVIBOCTOf-lTb npoABUHYTbIM Yyrpo3amMm BO3MOXHO — C NPpOoABUHYTbIM CpeaACTBOM 3adlUUTDbI
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