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BHepnpeHve n passutne JKcnnyarauns n onTuMmsauns ObyyeHune
* [puHaTre pewwenni no » [lpoBepka coxpaHeHNA YypOBH4A * TpeHnpoBKa nepcoHana B
KOHKYPUPYHOLLIMM NPOAYKTaM U NpPON3BOANTENBHOCTN NOcne nabopaTopHbIX YCNOBUSIX
TEXHOJIOTUAM NO pedyJibratam N3MEHEHNSA KOHUrypauun m » [lpoBepka KBanmdunkaumm n
pearnbHbIX TECTOB 3(PPEKTUBHOCTH NporpaMmMHbIX OOHOBEHNN CKOPOCTU peakunn Ha UHUNOEHT
- Onpepgenexve pasvepa « TMposepka QOE HOBbIX CEpBMCOB
MHBECTULUN OJ1A paCLlUNpeHnd N X BIIMAHUSA HA
MHPACTPYKTYPbI CYLLIECTBYIOLLME MPUNOXEHNS
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PelwwleHue

Heo6xoonm MHCTPYMEHT Ans npoBeAeHns TeCTUpoBaHuUs!

= C roToBbIMW MeTOAMKAMM U WabnoHamMu, 4Tobbl ObICTPO Ha4YaTb TECTHI
= C aKTyanbHOM 1 pa3Hoobpa3Hon 6a30M AaHHbIX aTak U NMPUIIoXeHUn

* [eHepauus peanbHoro Tpaduka B nabopartopumu, Kak B XKUBOU CETU

* MowHbIN, 4TOObLI MOr neperpy3nte DUT 1 HanUTK TOYKY HacbIWEHUS

= HactpanBaembin, YTOObI MPOBECTUN TECTbI BCEX aCNEKTOB U NOHATb
3aBMCUMOCTU N ONTUMU3ALINU

= C noggepkkon aBTomMaTmnsaymm
* BbIfT NpN3HaH Ha MUPOBOM PbIHKE N MMEN ONbITHYIO KOMaHAY NnoaaepKKu
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IXIA + Keysight

bonee 75 net nugoepcrtea n HHOBaL UK

@ 1939-1998 Hewlett-Packard
1999-2013  Agilent Technologies
Ky oIaHT 2014 Keysight Technologies
IXIQ | 4kersion 2017 IXIA BxoguT B coctas Keysight
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pynnbl pelueHnmn

425

TEST SECURITY VISIBILITY
BbiGop nocTaBsLLUMKa [lpoBepka adpPEKTUBHOCTH 100% BMANMOCTb CETEBbIX NMPOLIECCOB
PeanbHas npon3BoanTenbHOCTb OnTnmmnsauunsa paboTbl OTcyTCcTBMUE BINAHUSA HA CETb
OnTnMmnsaumsa KoHdurypaumm CHWXeHne ypoBHS yrpo3 OnTuMmn3aumsa MHBeCTULUMNIn
BHeopeHmne HOBbIX TEXHOMNOMNM ObecneyeHne HagexXHoOCTH OTKa30yCTONYMBOCTb N HAOEXHOCTb
Ob6y4yeHune 1 npoBepka nepcoHana Kontpons HW + VM + Cloud

F:RTINET



TecTnpoBaHue L4-7 + Security

L4-7
NPUNOXeHUs

Heckonbko Tout/c
yCTponcTBa (Laccum)

MoLuHble SSL u Ipsec
cUMynaunm

MNogoepxka
1/10/25/40/100G

PelwweHne ana co3ganus
Tpaduka B nabopatopumn
aHarnorn4yHoro >KMBom
cetu

CeTeBas

0e30nacHoOCTb

Bonbliaga ononmoTteka
aKTyanbHbIX aTak,
BUpycoB 1 malware

100+ TexHuk
NPOHMKHOBEHUS

MuKCbl NTEerMTUMHOIO U
BpPeJOHOCHOro Tpaduka

PerynspHble
OOHOBNEHMS

Cumynsumnsa pearnbHOro
Tpadmka cepBuCcoB
voice, video, data,
storage

PacueTt meTpuk QoE
per-user, per-application
B peanbHOM BPEMEHMU

Mosepx VPN, broadband
access n 4G/5G

[MpoBeneHue
TEeCTUpoOBaHUSA B
BUPTYanbHbIX cpeaax

boicTpoe
pasBopavnBaHue
MOBEPX YaCTHOIo U
ny6nn4Horo obnaka

JlnHenHoe
MacwTtabupoBaHue
MOLLHOCTMU
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AnnapaTtHada nnartdopma

MopaynbHaga nnatgopma

* [lepBoe U camoe MoLHoe
pelleHne Ha pbiHKe

=12 unun 2 cnota
* MHorononb3oBaTenbcKas cpeaa
= HW SSL n IPSec

~ ™. Line-rate L4-7 npunoxenus +
DDOS Ha ojHom moayrne

=2.4 TouT/c Ha waccu
= [TopTbl 1/10/25/40/50/100G

XGS2-HSL, 2 slots

==RTINET.



PerfectStorm ONE

[TopTaTuBHbIN appliance onsa TecTupoBaHUs KOMMIEKCOB CETEBON 3alLUTbI

10) RS232 . LAN B2

usB
-

325z 28l

IXlAa

PerfectStorm ONE

ils 2 8l

2-ports of 40GE with the QSFP+ interface
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OO0bBLeKTbl TECTUPOBAHUA

= UTM = Lawful Interception * URL Filter

- IDS/IPS Systems (L) - Content Filter

- Deep Packet Inspection " Data Retention Systems , » i virus /Anti-Malware
(DPI) " Anti-DDoS . Network Encryption

= Firewall « SSL Accelerator Device

= Web Application Firewall - Traffic Shaper * ... N apyrue
(WAF) - SMTP Relay

= | oad Balancer (SLB)
= WAN Accelerator
= Network Probe

* Anti-SPAM
* Proxy/Cache
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MowHocTb CloudStorm vs PerfectStorm
BreakingPoint 8.40

Metrics PerfectStorm CloudStorm Performance
(per load module) (per load module) Boost

HTTP Bidirectional Throughput 200G 2 5 X
HTTP CPS 1.5M 3.5M 2.3 X
HTTP CC 60M 120M 2 X
SSL Throughput

(AES256-GCM with 2k key) 20G 65G 3.2 X
SSL CPS

(AES256-GCM with 2k key) 125K 320K 2.5 X
Enterprise Application Mix 76G 196G 25X
IPsec Throughput 25G 65G 2.6 X
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MacwTtabupoBaHue nnatdopmbli
Pacwunpsante cuctemy no Mmepe pocrta notpebHocTen

= Mogenb Pay-As-You-Grow

= Onuwun fan-out AN BbICOKOCKOPOCTHbIX
nopTOB
* [loneBble anrpenabl
» Non-Fusion - Fusion (ixLoad + BP)
» KOJ1-BO akTUBUPOBAHHbLIX NMOPTOB
» Tun noptoB: 1G -2 10G




BupTyanbHble TeCTOBbI€ MOPThI

PeweHune Breakingpoint VE
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Ocob6eHHOCTU U NpeumMyLlecTBa

* beicTpoe npoeeaeHne POC 3akasuduky,
OokasaTb NpPenMyLLEecTBO Hag KOHKYpeHTamu

= Brog)xeTHoe pelleHne anga Tecta CUCTEM C
HebOoNbLUOW NMPON3BOAUTENBHOCTbLIO

* [Mogxoaunt gna tectos HW/VM/cloud peLieHun
* MOLHOCTb NIMHENHO MacLUTabupyeTcs

* [logaoepxmBaetcsa DPDK

* bbICTPO pa3BopaymMBaETCs N NepeMelLlaeTcs

= [loanuncka u NnepmMmaHeHTHOE JIMUeH3NnpoBaHNE
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PassopaqMBaHMe BUPTYAJIbHbIX MOPTOB

BPS
vController

BPS vBlade

HyperVisor

vController
« lo 12 vBlades n go 96 vPorts
* vBlades moryt HaxoanTbCA Ha pasHbIX XOCTax
« 8vCPUs, 8 GB RAM, 110 GB HDD

vBlades
* OT 2 oo 8 TeCTOBbIX NOPTOB
* imeeT 1 nHTepdenc ynpasneHuns

* PekomeHgoBaHo 4vCPUs, 8 GB RAM, 14 GB HDD
1vCPU /2 GB RAM (performance & scalability = low)
2vCPU /4 GB RAM (performance & scalability = medium)
4 vCPU / 8 GB RAM (performance & scalability = high)

PasBopaunBaHue
* [lpnmeHsieTca macTtep ans ObICTporo passopadnBaHnA
» bbICTpble anrpenabl NPOLWMBOK U 6a3 aTtak/NpunoxXeHum
« Static IP nnn DHCP mexay vController n vBlade
« REST API aBTOMaTn3auua TeCToB U OpKecTpauud

==RTINET.



1O Breakingpoint

Cos3pgaHue, ynpaBneHue, 3anyck TeCTOBbIX CLieHapUeEB
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Tononornm TeCtTUpoBaHUA

[1O Breakingpoint Bocrnpon3BoanT pearnbHble CETEBbIE YCOBUA,
BKIo4asa macwtabd n cogepxaHue tTpaduka ass KOMMIEKCHOW NMPOBEPKU
YCTPOWUCTB 1 CEPBUCOB CETEBOMN 3aLLUTHI

Client Side Simulation Device or Network Under Test Server Side Simulation Client-Side Simulation Only Server or Service Under Test

et BB [ S R EOEY Ixia BreakingPoint
P[RR B E R R Test Equipment
1 | |

; _ Ixia BreakingPoint
Test Equipment

F:RTINET



Peannctn4yHbin Tpaduk

= 430+ NpUNoOXeHnn
= 3800+ rotoBbIX Npodomnnen NPUNoXKeHNn

= [lInHamun4yeckoe n peanmctmyHoe
CoOepXaHne B KaXxaou ceccum

= Co3gaHue npodounen Harpyskm UMeHHO
BalLLEN ceTn

= OYyeHb BblCOKast NPOM3BOANTESNIbHOCTb

= [TlocTOSHHbIE OOHOBNEHUS
System Under Test
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ba3a atak u I XIA ATI

AHanus u pe . s
LleHTp nccnegoBaHuun

OnpepeneH

IX aTaKk

malware

AHanus
BIG DATA

IP n URL
SPAM
OTKpbITble AaHHbIE
[laHHble 0 BTOPXKEHNSAX

Pecypchl IXIA

CobcTBeHHas ceTb
HONEYPOT u
NOUCKOBbIX areHToB

OOMeH AaHHbIMM C
naboparopusamu-
napTHepammu

* bonee 900 nHxeHepos

* Bzanmopencrteue c
paspaboTymkammn cUCTeMm

b n 3akaszvnkamu
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Buabl cumynaumm
= JlerntumHbin Tpadouk

i} Bit Blaster

<= Routing Robot

Session Sender

il
€=

.11 Recreate

g Application Simulator

.EE Client Simulation

* BpeooHocHbIV Tpadouk

E Security

== Stack Scrambler (Fuzzer)

[eHepaTop dperimos Ethernet Layer 2
[eHepaTop naketoB |IPv4/6 Layer 3
[eHepaTop Tpaduka TCP/UDP Layer 4
BocnpounseeaeHne PCAP Layer 4
CuMynATop KnneHT-cepsep (2-arm) Layer 7
Cumynatop knueHTa (1-arm) Layer 7

40000+ ATak

100+ cnocoboB obxoga

da3zzep TCP/UDP

da3z3ep ypOBHSA NPUNOXKHUN
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Cumynsauma npunoxeHun (1/2)

Chat | Instant Messaging Email | Webmail
AIM6 DIAMETER IBM DB2 @mail.ru
AOL Instant Messenger RADIUS Accounting Informix Ve —
Google Talk RADIUS Access Microsoft SQL € ma'l
Cadu-Gady . Gosgle Smal
ICQ F K=lcl Oracle GMX Webmail
IRC o PostgreSQL MSN Hotmail
Jabber SQLMON Microsoft Exchange (MAPI
HTTP
MSN NNTP Sybase Exchange)
MSNP — TDS IMAP
MSN Switchboard yne TNS IMAPv4 Advanced
OSCAR — Distributed Computing Orange Webmail
OSCAR File Transfer suedban Citrix
QQ IM/Live Web Application SEEEEE Outlook Web Access
' ' POP3
W!ndows Live Messenger Amazon VMware VMotion . . .
Winny Bing Search Rediffmail Webmail
Yahoo! Messenger eBay SMTP
, : Google Search DCE/RPC Endpoint Mapper _
| Data Transfer / File Sharing . !
a Jransier/File Sharing Google MAP DCE/RPC Exchange Directory {2h100 Mafl -
PayPal SALESFORCE
NETBIOS DGM .
NETBIOS NS Okazl SAP i
Reddit WebApp FIXT
NETBIOS SSN Secure Data Transfer C
Yahoo Search ITCH
NFS ETTES OUCH
WebEx
RPC NFS S SSH
Wikipedia Search
g
SMB/CIFS World of Warcraft
SMBv2 .
Xbox Live
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Cumynauusa npunoxeHum (2/2)

ActiveSync Facebook RDP Pandora

Apple iCloud Service Flickr REXEC Netflix

Apple iTunes Stgre Lln.kedln RFB'
BIack_Berry Services Tvylt-ter . Rlogin IEC104 / Modbus

BBC iPlayer Wikipedia RSH

Facebook for I0S Devices
Fring _ Telnet Ares

EETe e BICC

BGP —

Google Android Market DNS H.225.0

HTTP Mobile RAW H.225 RAS

KakaoTalk :EEI';'(T H.245

SIAP H.248

Tango IPMIv1.5 SMPP HTTP Live Streaming (HLS Apple)
TuMe ISCS| MM1 MMS MM1

TVUplayer Eggg TS 3GPP RTCE

Viber _ TR-069 NetFlix

YouTube Mobile Microsoft Update RTP (bi/uni directional)

WhatsApp NetFlow Peer-to-Peer RTCP

AU AppleJuice RTSP
' PCP (Port Control Protocol) BitTorrent Peer / Tracker SCCP (Cisco Skinny)

Portmapper SR Slingbox

IR RIP Gnutella 0.6 (Firewalled and UDP) ~ SIP

Dgytlme RIP(C [Bilel Lot Gnutella Leaf / Ultrapeer Skype

Discard RemoteUsers PPLive/QQLive Skype UDP Helper

Echo SNMP vi1/v2 PPTP STUN v1/v2

OWAMP Control / Test Sun RPC SoapCast / SoulSeek Tango

QOTD Syslog uTorrent TVants

TWAMP Control / Test Time WinNY YouTube
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KnroyeBble ocobeHHocTU Breakingpoint
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CrtpykTtypa NMpodunga Tpadcdhuka

Application Profile

Browse Application Profiles

Collection of SuperFlows SuperFIow (GMaiI)
Select Application Profile
SuperFlow E—
Collection of Individual Flows
# Protocol Client Server
FIOW 1 ) DNS Client DNS Server
C " t fA t 2 ] Google Mail Client Google Mail Server
oliection o1 Actions
H 1 1 3 Google Mail Client le Accounts Server
Application Profile =) Gooy ; Qo0 o

Mame 4 ) Google Mail Client Gmail Attachment Server
BreakingPoint Bandwidth_HTTP Name Weight  Sessions % Bandwidth % Flows  # Bytes -
BreakingPoint Business User BreakingPoint HTTP Video 410 2 40.196 0.859 585745
BreakingPoint Cisco EMIX BreakingPoint HTTP Audio 50 2 4.902 0.105 585750 -
BreakingPoint Cloud Storage Protocols BreakingPoint HTTP Text 60 2 5.882 1.401 52573 Actions
BreakingPoint DDoS DNS Reflact - Attack BreakingPoint SIP/RTP Direct Voice Call (TCP Transport) 10 3 0.980 0.052 237315 #  Action # Flow Source
EfEakil'bgPﬂil'it DDoS DNS Reflect - Zombie BrealdngPoInt SIP/RTP Direct Voice Call 10 3 0.980 0.052 236601 1 ' Resolve 1 DNS client
Bl'EakergPﬂlnt DNS Cache Poisoning BreakingPoint SMTP Email 100 2 9.804 6.100 20130 2 ' Accept TLS 2 Google Mail server
BreakingPrint DSL User BreakingPoint AOL Instant Messenger 30 1 2.941 2.785 13226 304 statTis 2 Google Mail o
BreakingPoint Empty BreakingPoint DCERPC 20 1 1.961 38.612 636 4 4 Sign into Gmail 2 Gooale Mail client
BreakingPoint Enterprise BreakingPoint SMB NULL Session 20 2 1.961 9.788 2509 5 # Response to Gmail Signin 2 Google Mail server

BreakingPoint SMB Client File Download 50 2 4.902 2.353 26094
BreakingPoint Enterprise Datacenter 6 # Resolve 1 DNS client

BreakingPoint NFS 30 3 2.941 10.359 3556
BreakingPoint EthernetIP ’ 7 § Accept TLS 3 Google Mail server

BreakingPoint PostgreSQL 40 2 3.922 13.530 3630 8 ctart 1S 5 Sooale Mai ark

. . . . 1 ar 00gie Mal clien
BreakingPoint Eurcpean Wireless Carrier Daytime 2010 BreakingPoint RTSP 30 3 2.041 4.207 8756 " 4 e i e e
B : : : - mail Service Login Auth... Google Mai clien

BreakingPoint Eurcpean Wireless Carrier Daytime with iPhone 2010 BreakingPoint SSH 10 1 0.980 2.183 5625 f ogv : '
BreakingPoint Eurcpean Wireless Carrier Weekday 2010 BreakingPoint FTP 50 5 4.902 5.027 12213 S Esrves to G Sef\fIC.. . Soope Mafl s€wer
BreakingPoint Europsan Wireless Carrier Wesknight 2010 BreakingPoint Google Mail-English 100 4 0.804 2.588 47450 R L A S R B cent
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CopepxaHue nmeet 3HayeHue!

[Mpumep#1l. PeanbHbIn NpoKkcu
CuHTEeTHMYECKMN TpauK faeT HEBEPHYIO
OLEHKY NMpon3BOAUTESTIbHOCTU

Max Bandwidth (Mbps)
Realistic Data
Fake Data m
260 360 460 5(50 660 760
CPU Load (%)

Realistic Data
Fake Data

50 60 70 80 90 100

HTTP transactions / sec

Realistic Data
Fake Data
80000 85000 90000 95000 100000

Mpumep#2: NGN daepson ¢ IPS
CtatnyHoe cogepaHue onpeneneHHoro Buaa MoxeT
ObITb MHTEPNPETMPOBAHO KakK OnacHoe

Max Bandwidth (Mbps)

Fake (0123..)

Fake (0000..)

200 300 400 500 600 700
CPU Load (%)

Fake (1234..)
Fake (0000..)

50 60 70 80 90 100

HTTP payload with all ‘0000s’ vs 012345..9’
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PeanbHoe copepxaHue (1/2)

[ Follow TCP Stream

CopepxaHne ceccum BrnnSIET Ha
NPOnU3BOAUTENBHOCTb CUCTEM

* [eHepauUnsa OCMbICITIEHHOIO
TekcTa (uenu MapkoBa)

» [logaepxka crioeapeu,
nogcTaHOBKA 3HAYEHUN B
cueHapuu

» [lnHammnyeckaa reHepauus
doannos

* MHorosasblikoBas nogaepxka
(ecTb pycckun)

Message Data

Language

Stream Content Custom Dictionary markov-ab-j-sc-combined. txt
250-ENHANCEDSTATUSCODES rt Custom Diction
250-BINARYMIME import Custom Dictionary
250-CHUNKING

250-VRFY Message Wordcount Min

250-TLS

250-STARTTLS

250-X-EXPS GSSAPI NTLM LOGIN
250-X-EXPS=LOGIN

250-AUTH GSSAPI NTLM LOGIN
250-AUTH=LOGIN
250-X-LINK2STATE

250-XEXCH50

Message Wordcount Max

Keyword List bomb, subway

Keywords in Subject

Attachment Filename

250 OK

MAIL FROM: <sender@example.com> Stalic Atiachment 01SlaveToTheBlues.mp3
250 2.1.0 <sender@example.com>....Sender OK import Static Attachment
RCPT TO: <recipient@example.com> ————
250 2.1.5 <recipient@example.com> Random Attachment?

DATA

354 start mail input; end with <CRLF>.<CRLF>
To: <recipient@example.com>

Received: qmail 1486 by uid 2514; wed oct 06 14:25:39
Message-ID: <x1uT;59wwu85prh@examp1e.com>

X-Mailer: Microsoft outlook Express 6.00.2800.1158
Date: Thu mar 24 10:33:27 -0500 2011

subject: , was in many ways one of the scaliest

From: <sender@example.com>

m

arms! He unclosed his eyes and saw again the water below]subwayj He reflected awhile,
ruobbing his nose and cheeks would be on1¥ touched by the frosts rtor the fire mastered it, and
all was cold and dark. Try as he would, he could keep his naked feet warm by the fire, snapping
and crackling and promising life with every dancing flame. This process continued, spreading out
and involving the whole tree. He gave a huge howl of joy, and knocked the dog down with a heavy
coffee-pot 1aid him upon the floor. It meant 1life, and it had inherited the knowledge. each time
he had pulled a twig he had communicated a slight agitation to the tree--an imperceptible
agitation, so far as he was concerned, but an agitation sufficient to bring about the disaster.
The exposed fingers were quickly ?oing numb again. They hid pools of water under the snow and
cuddle its warmth away from the place where he had been a lTong time under water; he was now
merely the fierz heart, without material substance, he swung through unthinkable arcs of
oscillation, like a diagram in a lesson in perspective. It is now dry and would burn like tow.

.250 2.6.0 <FESFSEF> Queued mail for delivery
QUIT
221 2.0.0 Service closing transmission channel

|
@ Entire conversation (2148 bytes)

E], ASCII ¢ EBCDIC ¢ HexDump () CArrays @ Raw

==RTINET.



PeanbHoe copepxaHue (2/2)

I noticed it first that night he came to see me, with a whai-d'-you-call-it of
diamonds in it. Stout work! I'm going to chuck a future like this for anything
under five hundred o' goblins a year--what?*‘I know it came somewhere between
the first of January and the thirty-first of December. It was one of the artists. As
a lad who has always rolled tolerably free in the right stuff, I've had lots of
experience of the second class. Fortunately, he seemed to be brooding about
something--and I'm with him--is a corker. Then we parted with what I believe
are called mutual expressions of goodwill, the Birdsburg chappie extending a
cordial invitation to us all to pop out some day and take a look at the new water-
supply system. Precisely, sir.”I should be wanting to go back to England, and 1
didn't wonder at his wanting to be pretty busy.Yes, sir. Reggie, he said. You were

in the dining-room, the biggest feat since Daniel and the lions' den, without a
quiver.“Jeeves, this is getting a bit too thick if he was paid to do it by the
nation.”And what with brooding on this prospect, and sitting up in bed and spilt
the tea.

ut I couldn't get rid of the feeling that, sooner or later, I should inform her ladyship that his lordship would be her
Iyship's son. Hold the line.*The days down on Long Island have forty-eight hours in them; you can't get out of
it--really finished?"Which was an instance of the irony of fate, Bertie, I want you to suggest some way by which Mr.Do you
wish me to accompany you, sir. We had a great time.I say, I take it that Mr. I jumped backward with a loud yell of
janguish, and tumbled out into the hall just as Jeeves came out of his lair.Why interfere with life's morning? If I had half
[Jeeves's brain, I should be grateful if you would explain. I didn't do anything of the kind.

HTML+Mapkos+Random CSS

ﬁ “® . What do you call a grizzly bear
e with no teeth?

Q- A gummy bear
B3 oy
Hmmm, no idea?
Hahahaha
Thanks, that should do it.
ﬁa no problem
7 R

ﬁg just found out my friend got a
2 baby

f}% maybe i should hang out on FB
L more often

Mapkos + Yar
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OnHaMun4yHbIe cH MYyJIALNU

# | Action Value
Applications (npoTokonbl) 1 actions s b chnteamec
(oencteua) MoryT 6bITb NOcNegoBaTesibHO )

CBA3adHbl N HACTPOEHbLI AJ1A CUMYITALIUA QJGES:C“:” Flag tCD“t‘““E

= Vait for Success rue
ANHaAMNYHYHOTO OKPYXEHUA 4 Match 220.%\r\n

©# Match < Enter a Match String =

Conditional Requests (3anpocbl ¢ ycrioBnem) ‘ teh Stng >
dict

Dictionary commands (rnonga u3 cnoBapga/danna) e

Add Split Dictionaries - :
Fl -
Add Markov Dictionary 2“4 Add Dictionary

Raw commands (npon3BosibHble KOMaHAab!) O 5 Dctonary e Fow

‘g Dictionary Delimiter Ty_. Mew Line

= Dictionary ID 0
(=) Dictionary Custom Deli.
(=) Dictionary File username_list. bt
14 7 4 Raw Message Lok it 1 DNS
15 4 4 Raw Message G 2 Facebook
[&] Transaction Flag Continue /\9
[E] Use Lossy Flag False 4(@'
(5] string /\@
[E) Disable Newline false /\6‘
5] Filename flamepost /\9 &
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eHepauua DDoS

Environment Map

» [lopoepxka stateless, Lab Topoloy :
stateful TCP/UDP u aTtak “lﬂ.@wr'
DDo0S ypoBHA NpunoxxeHnu -

= Co3sgaHue Mukca P
NErmTUMHOro Tpaduka u Destinaton Port

IP Address: Mask: IP Address: Mask:

81.128.0.1 24 81.128.0.2 24
Tpam I/I Ka D D OS Gateway: Gateway:
81.128.0.2 81.128.0.1

This network simulat f client
» [oTOBbIE LWIAONOHLI aTak U e § e i
communicate to each other the hosts can go

through a network inline device like 2 router or a
transparent device that serves as the device

* [logaepxKa reonokaymm e 1

| Network details:

Timeline

Two physical test interfaces are used to host the
. simulated clients and the servers respectively,
which will be logically sitting behind virtual

= MowHOCTb

Background Traffic *
Attack Traffic *

Co3gaHue cBoux atak

Test Status Export Import Reset Defaults
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LLla6noHbl DDOS aTak

Layer 3 1P/ ICMP

v'DDoS IP Frag Attack

v'DDoS ICMP Request Flood Attack
v'DDoS ICMP Response Flood Attack

Layer 4 UDP

v'LOIC UDP53 DoS Attack
v'DDoS UDP Fragmentation
v'DDo0S Non-Spoofed UDP Flood
v'DDoS UDP Flood

Layer 4 TCP

v'DDoS SYN Flood

v'DDoS PSH-ACK Attack
v'DDo0S Fake Session Attack
v'DDOS SYN-ACK Flood Attack
v'DDoS Rcv Wnd Size 0

Layer 7 Apps

v'DD0S DNS Reflect - Attack
v'DD0S DNS Reflect - Zombie
v'LOIC HTTP DoS Attack
v'DDoS SIP Invite Flood
v'DDoS Redirect

v'DDoS DNS Flood

v'DDoS Excessive GET POST
v'DDoS Slow POST

v'DDoS Recursive GET

Unique

v'DDoS SlowLoris

v'DDoS Smurf Attack

v'DD0oS TDL4 CC HTTP Flood
v'"MultiVERB DDoS

v'RUDY DDoS

v'LOIC TCP8080 DoS Attack
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Cumynsauumsa botnet cetem

. Cumynsuyms
Zombie
Computer
Slmulatlon
C&C
a::::: Server Secur L Security Target Server
\ Simulation Simulation 4 Device - Dol Simuigtes
PearnbHast Tononorus ( - i = i
| ‘t‘f‘%ﬁ""‘ q_n::‘J:a 'q
I Secunty ‘ . .

v  TDL4 Device | ‘
v' Duqu
v’ ZeroAccess
v Evil
v' PushDO
v TDW
v Zeus o _ Ixia BreakingPoint
v' Kactomnzauymusa B Application Editor Test Equipment
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HekoppeKkTHbIN TpaduK
BCTpOeHHbIN pa33ep NPOTOKOSI0B

= [IpoBepPSAET YCTONYMBOCTbL CTEKA NPOTOKOSIa HEKOPPEKTHLIMWN OAaHHbLIMU
= [eHepupyeT OLLINDKKM B AaHHbIX 3a CYET MOAUMUKALMIA 3aronoBKOB B NakeTax

Original: GET/HTTP/1.1 MK

TEG :,r HTTP.I'F’I 1 Maximum number of simultaneous corrupti... 1
Bad Ethermet Type 0

{{{{; HTTP;1 1 Bad IP Version

GET T7HTTP/1.1 Bad IPv4 TTL or Bad IPv6 Hop Limit

GET f %n%n%n%n Bad IPv4 Header Length

Bad IP Differentiated Services Field (TOS)

GET .If 1. T/PTTH Bad IPw4 or IPvE Total Length

GET/HTTP%n%n%n%n1.1 B

Bad IPv4 Fragment Offset

Fuzzing a single HTTP Get request flow could 1P Protace!

surpass 100,000 requests at runtime. o vt Checkeum
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Imynauma Tpadmka MoounbHOro oneparopa

° 3’000’000 GTP Client Side Simulation
TyHHenen/ UE

e 1o 26lnrabut Tpaduka
no/sib3oBaTeNeN

* 1o 4000 eNodeB

* Cumynayma Ha
nHtepdemncax S1-U /
S1-MME /SW11/S5/
S8 / SGi

Internet Side Simulation

Ixia BreakingPoint
Test Equipment
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[oTOBBLIE MeTOAUKNU
BbICTpbIV CTapT, COKpalWleHNne BpEMEHN HA pa3pabdboTKy MeToa0TOrMN

BreakingPoint Systems - 10.1.2.102

NGIPS, NGFW, SSL/TLS, SD-WAN © Posiency Sensell B d -
» UDP Raw Performance and Latency -
» Maximum TCP Capacity + CPS
» Maximum HTTP Capacity

DUT Address:192.168.50.1 DUT Address:192.168.51.1
Network:192.168.50.0124 Notwork:192.168.51.024
Gateway:192.168.51.2

« “<4<€qad
» x PEEr >
al

» Real-World Traffic Mix Performance _——
» Protocol Fuzzing and Mutation -
» Denial of Service, Evasion and : FIREWALL

A device which connects multipie layer 3 networks and applies & securily policy 1o rafic passing twough. The
device wii be fested based on ifs perfarmance passing specifically aowed traffic and ifs ab ity 1o withstand
packet and profocol comuption. Two inferfaces on me firewall will b used in this st Wi no NAT

Exploits
» Stability and Security - Attack

Leakage N/@
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OnTuMunsauusa gocrtyna K Tpadpuky
[TnaTtdpopma Network Visibility
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CyTb OnTuMmnsauum

Kon-Bo NOpToOB U NULEH3UU, 3arpy>XeHHOCTb, OTKAa30yCTOUYNBOCTb
Buaumoctb 100% Tpadonka, oTCyTCTBUE NOTEPDL

SECURITY APPLICATION PERFORMANCE ANALYTICS /| MANAGEMENT
@IVIPERVA F:i:RTINET. AI0 riverbed m:;r’ =iSevOne splunk > solarwinds ¥ vmware Microsoft Azure
#LlogRhythm savvius [N . . N QA *
VIAVI o - === . ,
paloal.tﬂ ||||||||| CDrVIl pllxer ééé"?—i LIUEMU'D” puppet s

web services”
~~~~~~ cisco <O FireEye “@ExtraHop ORACLE docker

3aka3zuunk A TAPs  TAPs O6nako
L & =
TAP
e (—D =
® I/ =
mnvarnb|

F::RTINET. 35



OnTumMmusauusa gocrtyna K Tpaduky

Out-of-Band In-Line

MaccBHbLIA MOHUTOPUHT YcTpoucTBa CeTeBOM 3alUThbI

Network SR
Cpzalini: e i { Inline Security
seees Bhdl BB Tool Farm

—| Application Out of Band W Network Packet

4| Operations Sandboxing i 'M\ Py N—— Brokers (HA)

iy
v m [

™3 &a_'ﬁ—ll N
Bypass Switch OO ({4 a0y 10

Server

Network
Packet
Brokers

SN
ENEEEEEEEEEEN
EEEEEEEEEEEEE
pr———————

EEEEEEEEEEEEE
[ a4 g ]
- ~J . .
E’H E‘H 1 1 : - Aggregation =i Secu”_ty
+ Filtering '@i ﬁﬂfﬁ Admin
* Load Balancing
I ) i ) ] = SSL Decryption
CLITH I e W Taps * NetFlow v — e ([
Hood B Bd P Servers \@'ﬁ \ Farerles = 4 T (TS e
T LT W L] y i 111 11
Bypass Switch I

THE DATA CENTER SWRED SWteh

— Monitored Tool Links via Heartbeat Packets

Server
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Oemo n pononHnTenbHas UHopmMaLus

IXla

A Keysight Business

CTpouTte, pasBuBauTe M yKkpennsaurte
3awmnTty Bawunx ceten ¢ Hamu!

1. Bce pewieHns 4OCTYNHbI ANa AeMOHCTpauumn
2. Jltobon bromxeT — noanmcka, pa3BuTUe CUCTEM dTanamu
3. Knem Bac Ha cTteHae ¢ geMoHcTpaunen ©
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1O Breakingpoint

TunoBble cueHapumn ncrnosib3oBaHMA
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#1: BblOOp nocTtaBLiMKa

4 n3BecTHbIX nocTaBLmka IPS

10 GigE Internet
Client Side IPS/IDS Server Side

10 GigE §1oeige yg

100,000 Clients 100,000 Servers
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#1: NnaH TecTupoBaHus

* [lponsBoanTeENbHOCTbL HA NErTMTUMHOM Tpaduke
« L3 Maximum Packet Forwarding for Different Packet Size
L4 Maximum TCP/SEC, TCP OPEN and TCP Bandwidth
« L7 Maximum HTTP/SEC and Mix of Application Protocols

 OPPEKTUBHOCTb HA HEMETMTUMHOM Tpaduke
e KoMMNNeKCHbIN TECT HA NETMTUMHOM N HENETMTUMHOM TPpadOUKax
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#1: L3 UDP Stateless

PesynbTaTthl TecTa

64 Bytes 1.7 Gbps 2.8 Ghps 0.45 Gbps 1.1 Gbps
512 Bytes 4.8 Gbps 9.3 Ghps 3.3 Ghps 4.2 Gbps
1518 Bytes 16 Gbps 9 Gbps 10 Gbps 5.3 Gbps
4096 Bytes NA 19.8 Gbps NA NA

Latency [uSec] 34 uSec 31 uSec 250 uSec 150 uSec

JNlyywne pesyneratel - Bengop 2 v Benpop 1
Xygolwmne pesynsrtathl — Bengop 3 n BeHgop 4
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#1: LA TCP & L7 HTTP

PesynbTaTthl TECTa

TCP RATE 40,000 750,000 90,000 250,000
TCP OPEN 2,000,000 5,000,000 3,983,786 6,000,000
TCP BANDWIDTH 6.5 Gbps 10 Gbps 5.5 Gbps 6 Gbps
HTTP RATE 25,000 140,135 18,000 75,000
HTTP OPEN 800,000 3,000,000 1,790,000 4,200,000
HTTP BANDWIDTH 3.1 Gbps 10 Gbps 5.1 Ghps 6.35 Gbps

JNlyqwne pesyneratol - BeHgop 2 v BeHpop 4
Xyaolne pesyneratbl — Bengop 1 n Bengop 3
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#1: Mukc npoTtokonoB L7/

PesynbTaTthl TecTa

SESSION RATE 7376 53594 24924 30,000
SESSIONS OPEN 16469 21251 18877 108,000
BANDWIDTH 0.58 Gbps 3.8 Gbps 1.3 Gbps 2.6 Gbps

JNTlyqwne pesyneratel - BeHgop 2 v BeHpop 4
Xygolwine pesynsrtatbl — Bengop 1 n BeHgop 3
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#1: TONbKO aTakwu

PesynbTaTthl TecTa

444 ATTACKS SEED 1
444 ATTACKS SEED 1000 99 228 68 311

INyywne pesyneratel — BeHgop 1 n BeHpop 3
Xyalwue pesynsratel — BeHgop 2 n BeHpop 4
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#1: MuUKc neruTMMHOro Tpadomka u atak
PesynbraThbl TECTa

SESSION RATE 4,300 50,000 16,500 30,000
SESSIONS OPEN 110,000 40,000 108,000 88,000
BANDWIDTH 0.35 Gbps 4.1 Gbps 1.3 Gbps 2.6 Gbps
444 SEND ATTACKS 20 208 42 192
PRICE © © © ©

BeHaop 2 nyywuni no npou3BOANTENBHOCTU, HO XyaLui no 6e3onacHocTm
BeHnpop 1 nyywuni no 6e3o0nacHOCTH, HO XyALLUUA NO NPOU3BOAUTENBHOCTU
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#2: TecTupoBaHMUe cCUCTEeM OOHapPYXXeHUs1 yTeyek

* [eHepauna MOLLIHOro NOoToKa
pearnibHoro Tpaduka c
noamMeLlnBaHNEM KIHOYEBbIX

CJ10B

= Kaxxgble X cekyHa vnn 'Y

NOTOKOB

» [leTanbHble OTYETHI MO

KaXXOMY COObITHIO

Lawful Intercept ...

@ Browse Tests ?

Environment

Device Under Test
Network Neighborhood
Background Traffic
Flows Per Second
Concurrent Flows

Data Rate

Import Test

BreakingPoint Default
‘ BreakingPoint Switching

BreakingPoint Enterprise

Browse
(Erowse )
Browse

1,000
10,000

200
megabills per second

Export Test

Target1 [V Active

Super Flow | BreakingPoint Googlei (®) Every

Type | Credit Card Number v |

Reset to defaults

- )

Target2 [ ] Active

Target3 [] Active

super Flow

=l {00 | |00 5
Hours Minutes Seconds
() Every

flows

Test Duration m 5 m > m Save As

Credit Card Number

Type American Express -

American Express

Quantity
Discover

Mastercard

Wisa
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IMYNsumus NoNb30BaTENEH

Myner
COPM

E-mail

| HI1 - 3anpoc
HI2Z & HI3 /. HI2 - lNepexsar
HI3 - KonTtenr

Oneparop cBA3M
Arperarop

Tpacdhdbmuka

a7



#4. KUBEPIOJIUIOH, TpeHnpoBKa 1 npoBepkKa

Data Retention Data Retention

Green Team !
Simulation

A Network Application Infrastructure
i ' Infrastructure Simulation

|

|

Red Team !
Simulation

OREY.  crue; AR

Ixia BreakingPoint
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#5. BUPTYyanbHbIN MapLUpyTU3aToOp

e |PERF nokasbiBaer

Iperf command: binfiperf.exe <« 10.10.5.111 £ 141 -p 5001 -fk -t 10
@, Run Perf
I-I pe KpaCH bl e Choose iPerf Mode: @ Chent Server address 10.10.5.111 Port
Parallel Streams 1LK5

pesynbsTaThl — = . DT

* Tpw patore 8 i

pearnbHON ceTn
OTKIo4aeTcs yepes 2
MUHYTDbI | —————

“ Time (sec)

#156: [470959.00KBits/s]

Output
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#5: NnaH TecTupoBaHus

1. [Npon3BoOuUTENBHOCTb HAa pas3HbIX NpoduUnNax Tpadgpuka L7
« HTTP
* Enterprise MIX

2. [lpoBepka mexaHn3amoB 0b6paboTkn ceccum
« CKopocTb 06paboTkm ceccun
 KonnyectBo 0QHOBPEMEHHLIX CECCUN

TecT ycneweH, ecnu Tpauk XoauT 5 MUHYT
[TpoBepsiem ¢ nomoulbto IXIA BreakingPoint Virtual Edition
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#5: HTTP Tpadwmk nokasan npekpacHbIN pe3yrnbraT

[TponssoguTenbHocTb Ao 1 'out/c
Megabits/s

1,000 . :
ss0{ /Y \\j\./ﬂ/\/‘\\/\v/ ”\/ﬁ\ﬂ N .VN./\/JVM\/\V”\/V\,/"V/ VY \/\”’”ﬁ./ VAW
900 -
850
800 -
750
700
650 -
600 -
550 -
500 -
450
400
350
300 1
2501
200 1
150 1
100 |

Megabits/s

S G A e W WL e S T S T\ S VS Wi N Ny

T T T e

25 50 75 100 125 150 175 200 225 250 275 300 32¢
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#5: Ha Enterprise MIX ycTpoucTBO OTKasano
20 cekyHO paboTbl NpuBENN K NOTHOMY OTKa3y YCTPOMNCTBA

Megabits/s
-
seog
60 - /_/ |'.

55 - 7 |

Megabits/s
&

40 45 50 55
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#5. Mwem npUYnHy — CKOpPOCTb 00padboTKn ceccum
2500 ceccuin B cekyHOy — YCTPOUCTBO YyMUpPaAET Yepe3 27 CekyHa

TCP Sessions/s
2500 ————————————
2,250 1
2,000 | |
1,750 - ’
1,500 ,

1,250 ’

TCP Sessions/s

1,000 - ’ ‘
750 1 ,' |
500 -

250 4 |
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#5. Mwem npUYnHy — CKOpPOCTb 00padboTKn ceccum
825 ceccuin B cekyHOy — yCcTpoucTteo ymupaet yepes3 80 cekyHA

TCP Sessions/s

B - e —————— ==
750.0{ | |
675.01 | ‘l
600.0 } |
525.01 | |

450,01 | |

TCP Sessions/s

375.0 1 ‘ l
300.0 }
225.01 l
150.0 \
75.0 - \
0.0 , , | ; | . . |

0 10 20 30 40 50 60 70 80 90 100 110
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#5. Mwem npUYnHy — CKOpPOCTb 00padboTKn ceccum
400 ceccuun B cekyHOy — YCTPOUCTBO NPOXOAUT TECT

TCP Sessions/s

400 - [ — — . Stk s

350% ] \
||

300 | " \

250” |

2oo§l |

TCP Sessions/s

o |

100 - |

50 1 \
0l : . . ! _ _ : . |

0 25 50 75 100 125 150 175 200 225 250 275 300
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#5: Awem NnprnYmnHy

[Mpepen 63500 ogHOBpPEMEHHbIX CceCCcum

TCP Sessions
l

110,000
100,000
90,000 1'
80,000 1
70,000
60,000

50,000

TCP Sessions

40,000
30,000 -
20,000
10,000

0 25 50 75 100 125 150 175 200 225
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#5: Nwem npnymnHy - obLiee YMCNo ceccum Npu oTKkase
Bo Bcex He nponaeHHbIX TecTax bb1y1o 63500 OTKPLITBIX + 3aKPbITbIX CECCUN

TCP Sessions
90,000 -
82,500 4
75,000
67,500 4
60,000
52,500
45,000
37,500 4

TCP Sessions

30,000 1
22,500 -
15,000 -

7,500 -

2500 ceccun B cekyHAay

45

50

55

60

65

TCP Sessions

70,000
65,000
60,000
55,000
50,000
45,000
40,000
35,000
30,000
25,000
20,000
15,000
10,000 -
5,000 |
0 | —

TCP Sessions

80 20 100 110

825 ceccumn B cekyHay
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#5: BbiBOAbI

* HecMOTpA Ha BbICOKYHO MPOMNYCKHY CNOCOOHOCTbL, YCTPOMNCTBO
HE MOXET CrnpaBUTbLCA C HEDOOMbLLON peanbHON Harpy3Kou

* HecMOTp4A Ha TO, YTO 3TO ObIN PoyTep ( No 3asBneHunto
BeHOopa), OH paboTtan Ha ypoBHe 4

* (OCHOBHOM BbIBOJ TECTA — YCTPOMNCTBO HE MOTOBO K
NCMoJSib30BaHUIO B paboyen ceTtu

* [lpnymHon okasarncsa 6ar o4MCTKU CECCUN BHYTPU YCTPOUCTBA.
Ero 0o cux nop He yctpaHwunu ...
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