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O yem nonger peys...

v TpeboBaHusa n npobrnembl coBpemMeHHbix BJIBC

v POYMUHT: CITOXXHOCTU U peLueHne

v’ Asngetca nu Wi-Fi ceTb 3awmweHHon?
o [lpnmepkl atak Ha 6ecnpPoOBOAHY0 MHAPPACTPYKTYPY
o Y4a3BuMOCTU npoTtokona WPA2

v' OyHkuum FortiGate B BJ1IBC

v' MopenbHbIn psaa: KOHTPOepbl N HOBbIE TOYKM AOCTYyNa

v' Cuctema reo-nokauum n aHanutukun FortiPresence
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HoBasa 3noxa: MoOunbLHOCTL

6.5M

Wi-Fi ycTponcTs
Npon3BOAATCA
KaXkabl OEeHb

[logKnto4YEeHHbIX
ycTpoucTs Kk 2020

24.3

Exabytes
B Mec K 2019

1‘ nonb3oBaTtenemn

cornacHsbl, 4YTO

ObuwenoctynHbln Wi-Fi

He 3awuweH

[MpooonxatoT
NCrosib3oBaTb
ero

[Tonb3oBaTtenien 3aaBnsoT YTO
nroxo padotatowmn Wi-Fi mewiaet
B paboTe

Kaxabiv
CMapTdOH B
cpegHem
notpeodnser

UcTtounuk: VNI Mobile, Dell’Oro Group, Wireless LAN Report Five Year Forecast 2014-2018, Gartner, Gartner Strategy Analytics, Morgan Stanley Research
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TpeboBaHuA K coBpemeHHbIM BJ1IBC



TpeboBaHuSA K peLleHuUIo

= [lokpbITHe Location

= [1ponsBognTENBLHOCTL ObHapyxeHne Rogue AP

= MacwTabupoBaHue Service Assurance

= OdbpeKkTnBHOE ynpaBneHnsi pagno-4acTHbIM YnpaBneHue OoCTynoM: ngeHtugukauma
CNEKTPOM aboHeHTOB

= be3onacHOCTb 1 KOHTPOJSTb CETEBOrO Tpauka
= [ocTeBOU OOCTYN

= POyMUHr
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B yem OCHOBHbIe CNOXHOCTHU MNpPW
cTpouTenbcTBe coBpeMeHHbIx BJIBC?
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OObIYHbLIN OohUc

= 200 pabo4vnx mect

* B cpegHem no 2 Wi-Fi ycTponctea y Kaxxgoro

* Utoro: 400 Wi-Fi yctponcts

= CKOInbKO noTpedyetcs Tovek?
= 10 (40-50 knueHToB Ha T[])
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OObIYHOE NnaHnpoBaHUue

= CocegHue TOYKM OOCTyna Ha
pasHbIX KaHanax

* [logoBHOE OKpYKXEHME MOXKET
NPUBECTU K YpE3MEPHOMY
POYMUHIY

» Mano OOCTyrnHbIX KaHanoB u
CJTO’KHO MX NepeuncronbL30BaTk
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OObI4YHOE NnaHnpoBaHUue

» KapTuHka — 310 Teopusa (Tou4Ka
He orpaHM4YMBaEeTCd paguycom 5
METPOB

» PeanbHas 30Ha MHTepdEepeHumn
OQHOWN TOYKMU
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Opyron nogxoA..

» [lepBbI HADOP TOYEK
peanunayet Vcells B 2.4 GHz
(40MHz) & 5GHz (80 MHz)

= BTopown Habop paert ewe 2
Vcells B gnanasoHe 5 GHz

» Hukakoro poymunHra Hert (%4
He TpebyeTcs)
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Asnsaerca nun Wi-FiI ceTb 3alumuieHHoON?
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Ataka DHCP Starvation

2969 2016-03-17 18:43:47.368759 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@

2970 2016-03-17 18:43:47.368810 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID ©x@

| ] A p p 2971 2016-03-17 18:43:47.369043 0.0.0.90 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@
Ta Ka Harl aBneHa Ha Ce BMC | 2972 2016-903-17 18:43:47.369098 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

2973 2016-03-17 18:43:47.371818 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

D H CP 2974 2016-03-17 18:43:47.371878 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@

2975 2016-03-17 18:43:47.371930 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID ©x@

2976 2016-03-17 18:43:47.372914 0.2.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

2977 2016-03-17 18:43:47.374808 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@

| ] — D' y 2978 2016-03-17 18:43:47.374867 ©0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@
Lllenb 3aHﬂTb Bce OCT I-IHbIe 2979 2016-03-17 18:43:47.376192 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

2980 2016-03-17 18:43:47.377195 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

aﬂpeca 2981 2016-03-17 18:43:47.378426 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@
2982 2016-03-17 18:43:47.379148 0.0.0.0 255,255.255.255 DHCP 286 DHCP Discover - Transaction ID ©x@

2983 2016-03-17 18:43:47.380720 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

2984 2016-03-17 18:43:47.381031 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

u I_I po N CXO‘D' NT N OD' MeHa 2985 2016-03-17 18:43:47.382820

» Frame 2972: 286 bytes on wire (2288 bits), 286 bytes captured (2288 bits)
v Ethernet II, Src: IntelCor_15:02:7a (94:65:9c:15:02:7a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Bootp Client MAC address Ha » Destination: Broadcast (ff:ff:ff:ff:ff:ff)

v Source: IntelCor_15:02:7a (94:65:9¢:15:02:7a)

~ Address: IntelCor_15:02:7a (94:65:9c:15:02:7a) ]
npOM3Bon bH bIM ence sols cove ssse vese seve = LG bit: Globally unique address (factory default)
soss 5050 soes sues sevs sane = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
» Internet Protocol Version 4, Src: 0.0.0.9, Dst: 255.255.255.255

u Co3ﬂaeTCﬂ 60” bLlJoe » User Datagram Protocol, Src Port: 68 (68), Dst Port: 67 (67)

v Bootstrap Protocol (Discover)

Message type: Boot Request (1)

konnyectso DHCP 3anpocoB varaare. type: Etnernet (902

Hardware address length: 6
Hops: @
Transaction ID: @x20000000

" JIErMTUMHBIE KIMMEHTbI HEe MOTYT Seconds elapsed: 0

» Bootp flags: @x800@, Broadcast flag (Broadcast)

Client IP add : 9.0.0.0
nOﬂ'Kn I'OL‘I MTbCH B CeTM (nonyq MTb vozﬁn(clxe:t)ri:saddress: 0.0.0.0

Next server IP address: 0.0.0.0
agpec) b
Client hardware address padding: 38646635383900000000

Server host name not given
Boot file name not given

0040 00 00 00 90 00 00 36 39 39 63 38 63 38 64 66 35 ......69 9c8c8df5
0052 38 39 00 00 00 00 00 00 00 00 00 00 00 00 00 @0 89...... .c.iseiien
G060 90 00 00 00 00 00 00 0 00 00 00 00 00 00 00 80  .......0 sesseees
@070 ©0 20 00 00 20 00 00 00 0O 00 00 00 00 00 00 00 ......ek cesenann
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ATtaku Ha npotokon WPA?2

» KRACK (Key Reinstallation Attack)

» Man-in-the-Middle - peuHcTannsauus knyen WgpoBaHmd
» BO3MOXHbI BapnaHTbl HE TOSIbKO C NPOCSyLUMBAHNEM, HO U C NMOAMEHON OaHHbIX

» Fortinet npeanaraeT 3alMTy Ha CTOPOHE MHAPACTPYKTYPbI (MPU NOAKMIOMEHNN YA3BUMbIX KIMMEHTOB TOYKa
[0CTyMNa 1 KOHTPONep OOHapPYXUT 1 NpeaoTBpaTUT aTaky

= PMKID attack on WPA/WPA2

» ATtakyrowmn ncnonbsyet PMKID oT Toykn goctyna, nosnyvyaet xaw Pre-shared kntova n metogom nonbopa
(brute-forcing) BbISAICHAET Naposib

» [logBepXXeHbl PUCKY TOMBbKO CEeTU B KOTOPbIX BKNoYeH 802.11r n ncnonbdyetca WPA2-PSK
» WPA2 Enterprise ceTu He nogBepXeHbl JaHHbIM aTakam
» Ecnn HeBo3MOXHO oTkasaTbca oT WPA2-PSK — yctaHaBnunBauTte anvHHble naponu (20 random cumBosioB)

F:RTINET



Mnatdopmbl BJIBC ot Fortinet



[MOKMKM Nnoaxon B BbIOOpPE apXUTEKTYpPb

1 BblaeneHHbIV KOHTponnep 2 BcTtpoeHHbIn B FortiGate

Fortinet Controller Wireless Fortinet Integrated Wireless
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Paznunuua mexpgy Multi vs Single channel

= KnueHTbl camu peLuatoT, Korga CoBepLUnNTb = KoHTponnep ynpasnaeT npuemMom 1 nepenayemn

nepeknovyeHmne
P = CeTb KOHTpONUpyeT (=onpeaensietT) MOMeHT

= KnuneHTbl KOHKYPUPYIOT 3a AOCTYN K cpeae POYMUHra Ans Kaxaoro knueHTa (6e3 ero yyactums)

= CeTb onpeaensieT OCTyn K cpeae
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FortiGate kak koHTponnep BJIBC

FortiGate — knr4YeBOU 3NeMeHT

Central Location

SECURED BY
FORTIGUARD.

- Access
Securit
y Control
, - ll-_----
@ Remote Branch Office | ==
BcTpoeHHas 6e30nacHOCTb EpnnHoe ynpaBneHue MacwTtabupoBaHue
* LUn3 6esonacHocT n Wi-Fi « KommyTtatopamu, To4Kamm * bonbLon BbIOOP YCTPONCTB NnoA
KOHTpOSnep B 04HOM O0oCTyna, Wwno3amm nobble 3agaun
YCTPONCTBE BGesonacHocTH
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Hactpounka nonutukm ana SSID

=== FortiWiFi60E FortiWIiFi-60E

253 FortIWIFI60E FortiWIFI-60E interim [\~ P >_ [ ] admin-

S=- & Deshboerd > | & | Qsearch NoAccessDevice  DeviceCount~ @ now~ & |Eh
i FortiView v
@ Dashboard > Edit Policy Physical Topology gy [] sortBy: | Packets (Sent/Received) ~
Logical Topology ’ 1) i 6 = m
u FortiView > Traffic From LAN/DMZ . » FortWiFi60€ nws«« n FG600PEQ16002¢01
Sources — o o3
4 Network 5 | Name (i) Management-WLAN osatons S::z)
Applications ey b
Incoming Interface | = Management (Management) X ] Clod Asplations - - = | = . ‘
'ﬁ System > [ + ‘ — = &5 & ’ ‘
Policy & Objects v . g Threats ooty
'!] Y . Outgoing Interface [4] see The Light (wan1) x Wil
ik - —— o ‘
Local In Policy Source & all X e Q
IPv4 Dos Policy * S =
Addresses Destination & an x S Q Q
VPN
I S ry D b + Endpoint Vulnerability
nternet Service Database Schedule B always - :I.i::.p
Services Service ALL x Interfaces
FortiSandbox 5
Schedules + e [€] rortianaiyzer
) o3+ Network > E FortiSandbox Cloud
Virtual IPs Action U Yeleaal @ DENY ™ LEARN O IPsec
IP Pools
e T Firewall / Network Options

Traffic Shaping Policy

@ Security Profiles >
0O VPN >
& User & Device >
= WiFi & Switch Controller >
[l Log & Report >
€ Monitor >
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NAT ©

IP Pool Configuration  BECKSITEGTI-A 1 (=020 6 28 Use Dynamic IP Pool

Security Profiles

AntiVirus © A default M
Web Filter | © \E default v| &
DN Filter © | 3 default v &
Application Control@” I3 default v| 4
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KoHTponnepbl Fortinet

lESXi, Hyper-V, KVMI

FWC-3000D
e 5:;:?:;;,.;:;:1 TTTTH | i 3000 To4ek JocTtyna
T e i 30K knuneHTOB
FWC-1000D
_ s 1000 Toyek goctyna
lESXi, Hyper-V, KVMI 10K KNneHToB
e FWC-500D
l l - G 500 Toyek gocTyna
ESXi, Hyper-V, KVM 10 GbE
s FWC-200D 6,250 KNMeHToB
= o s 200 To4ek gocTtyna
2,500 KnneHTOB
FWC-50D

50 Toyek gocTyna

1,250 knneHTOB v He Hy>XHbI NMLIEH3UN Ha TOYKM Anst HOBbIX FWC
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Touku goctyna 802.11ac wave?2

2X2:2 3x3:3
Blﬁt'oe?th‘ Bluetooth
V w \y g
Bluetooth
FAP-U221EV FAP-U321EV
FAP-U24JEV
FAP-U223EV FAP-U323EV

Wall Jack

4x4:4

Bluetooth

'_f

FAP-U421EV
FAP-U423EV

UIIBa s ¥ 9. 3l 01r 8 i

S e

Outdoor

FAP-U422EV
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FortiPresence




FortiPresence: oCHOBHbIE 3agauum

OnpepeneHune
AHanuUTUKa v aHanus MeCTOMOMOXEeHUS
.-\ ©©

= [loacyeT noceTuteneun

. Orlpep,eneHl/le MECTOMNOJI0XKEHNA B pE€alJibHOM

BPEMEHM
= HoBble 1N BepHyBLLNECS
= BO3MOXHOCTb MPOCMAaTPUBaTh UCTOPUIO
* IHTEHCUMBHOCTb MOCELLIEHNSA OObEKTOB ¢
nepemeLLeHui

= PeknamMHble KoMMaHuM Anisi NPoaBWKEHUS]
OusHeca

= EXXeOHeBHbIE UNKY eXXxeHeaernbHble OTYETHI

= Hanbornee nonynspHble nyTy crnegoBaHus
= 30HbI HANBOsbLLIEN 3arpy3Ku
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FortiPresence: BepTukanu

i T R

Po3Hu4yHasa Toproens As3ponopTbl U BOK3anbl MeAauvuuHCcKue yupexaeHus

NMapku otobixa
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FortiPresence: BO3MOXHOCTU U PYHKLUUN

¢ FEIRTINET.
Forthvmsnce Lite < 100

ol w B P rOATINET. o onl@ ® B

@  Curent View

Q@ Location

"  Locae Vror |
WEL on T os L) 10Min:5050c - BO% 09 AM Q) 627 n m m
Q rraa | ») 3144 § ma
0 § mae { ®
Reporty - e\ Y
STAT AN
L Adenin \ ‘
A N {
oy
A
\ . .
= )
(B
L
A la
- < :’

FEIRTINET. @ ® B
FortiPvesenss e - L0

View Portal
@  Current View

Jashboad

LERTINET

T
1 1 0 1 .

6362 0O 6362 0

100%
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[aBauTe NOCMOTPUM HalLly CTaTUCTUKY...
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Fortinet Security Day 2018

18 Touek goctyna AP832i (802.11ac MIMO 3x3:3ss)
KoHTponnep C-500D
KommyTtaTtopFSW-424D-FPoE

FortiGate 300D UTM

Cucrtema ynpasnenua FWM-VM
Cucrtema cbopa noroe FAZ-VM
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Fortinet Security Day 2018

= F2ERTINET.  FortiWLC 8.4-2build-1 | FortiWLC-500D 141402 Fwcsoopei0107110 fip Q. [ el
(&) Monitor Access Points (18 entries) @
»  System Config APID APName = MAC Address Uptime Operational Availability Runtime Image | Connectivity APIP Address AP Model | APGroup | Feature Operating
State Status Version Layer forL3 Mame Group Mode
> Security Name
> Wireless
> Wired &£ 17 1-AP1 00:0cet:1f:db:80 | 00d:04h:27m:23s | Enabled Online 8.4-2build-1 L3 10.10.100.41 AP83Zi - - MNaormal
re
& 18 1-AP2 00:0c:e6: 1f:da:8c 00d:03h:55m:47s | Enabled Online 8.4-2build-1 L3 10.10.100.44 APB32i - - MNormal
> Policies
& 19 1-AP3 00:0cieb: 1f:d9:5¢c 00d:03h:52m:44s | Enabled Online 8.4-2build-1 L3 10.10.100.45 APB32i - - MNormal
v Devices
& 20 1-AP4 00:0cie6:1f:d9:18 00d:04h:42m:02s | Enabled Online 8.4-2build-1 L3 10.10.100.14 APB32i - - MNormal
System Settings
& 21 1-APS 00:0ce6: 1f:db:82 00d:04h:00m:3%9s | Enabled Online 8.4-2build-1 L3 10.10.100.42 APB32i - - MNormal
Controller
& 22 1-AP& 00:0ceb:11:d%:10 | 00d:03h:19m:31s | Enabled Online 8.4-2build-1 L3 10.10.100.21 AP83Zi - - MNarmal
_ & 23 1-AP7 00:0ce6:31:5198 | 00d:04h:34m:45s | Enabled Online 8.4-2build-1 L3 10.10.100.19 APB32i - - MNormal
AP Replacement
&£ 24 1-APB 00:0ce6:31:5f6c 00d:03h:04m:12s | Enabled Online 8.4-2build-1 L3 10.10.100.29 AP83Zi - - Mormal
AP Packet Capture ) ) ;
& 25 1-AP9 00:0ce6:31:51.64 | 00d:03h:29m:06s | Enabled Online 8.4-2build-1 L3 10.10.100.24 APB32i - - MNormal
AP Redirect
& 26 2-AP1 00:0ce6:31:5674 | 00d:04h:22m:28s | Enabled Online 8.4-2build-1 L3 10.10.100.18 AP83Zi - - MNaormal
Antennas . . .
& 27 2-pAP2 00:0ce6:31:517c 00d:03h:37m:21s | Enabled Online 8.4-2build-1 L3 10.10.100.36 APB32i - - MNormal
Device Fingerprint & 28 2-AP3 0D0:0ce6:31:5668 | 00d:03h:52m:32s | Enabled Online 8.4-2build-1 L3 1010.100.12 | AP83ZI | - - Normal
Location Services & 29 2-AP4 00:0c:e6:20:02:16 | 00d:04h:41m:51s | Enabled Online 8.4-2build-1 L3 101010015 | AP832i | - - Normal
Beacon Services & 30 2-AP5 00:0ce6:20:02:26 | 00d:04h:00m:d44s | Enabled Online 8.4-2build-1 L3 10.10.100.11 APB32i - - MNormal
> Access Control PR 2-APs 00:0ce6:20:02:0e | 00d:03h:25m:37s | Enabled Online 8.4-2build-1 L3 10.10.100.10 AP83Zi - - MNarmal
@ Maintenance & 32 2-AP7 00:0ce6:20:02:38 | 00d:04h:18m:13s | Enabled Online 8.4-2build-1 L3 10.10.100.16 AP832i - - Normal
=5 Wizards
alaRMs o ©o Do ROGUE X o accesspoiNts B Bo sTaTioNs B 195 To s To & UPTIME @ ood:04n:55m:40s sysTEM @ 1%

RTINET



Fortinet Security Day 2018

= FZERTINET  FortiWLC 8.4-2build-1| FortiwLC-500D 141245 Fwcsoobe10.107.110 ffp Q. [ admin v
S System Dashboard [GraphHelp] @ Auto Refresh: 50secs | &
v Dashboard m Service Control Application
M TREMDING DRAG AMD SELECT AN AREA ON CHART TO ZOOM-IN. DOUBLE CLICK TQ ZOOM-QUT, ¥
Radio THROUGHPUT STATION
Station &0
Voice 40 E 100
]
WIPS q 20 $
: 3
> [Fault Dashboard 0 0
10:00 11:00 12:00 13:00 14:00 10:00 11:00 12:00 13:00 14:00
? Spectrum Manager
> Diagnostics DISTRIBUTION v
ALARMS BY SEVERITY (0} STATIONS BY S5ID (195) STATIONS BY RF BAND (195) STATIONS BY OSTYPE (195)

> Global Statistics

2> Devices
> Statistics
?  QoS5/Voice -
>  Topology
% Configuration I ESS1 I ESS2 unknown [ 11a T SamsungGalaxyS8 I Applei0S10.011.x
0 11bgn M 11an 0 GoogleAndroidMarshmallow 7 GoogleAndroidJellyBean
I 11ac Others

IZI Maintenance
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Fortinet Security Day 2018

Try Speedtest” for macOS o]

_ @& Mac App Store
Free, quick, easy to use

© CKAYATb Mbps (@) 3ATPY3UTb Mbps

156.39

50

1 75

i 192.84\5o

JSC Mastertel m Megafon
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Fortinet Security Day 2018

@& ) NetSpot - Discover and analyze wireless networks around you
. SURVEY (% EXPORT | @ USERGUIDE ™ ASKAQUESTION % UPGRADE NOW
S5ID ~ BSSID Channel Band Security Vendor Mode Level (SMNR) Signal Signal % Awvg Max Min Moise Moise % Last seen
e e O S o S O 2 7 O (S Y™™

| | %, almitech 70:4C:A5:B0:56:D1 BGHz |wWPAZ Personal |70:4C:A5 45 ago
|:I %, Bogdanov_phone A2:D7:95:65F:80:94 ] 2.4GHz | wPA2 Personal | A2:D7:95 big/n ] -85 35% -89 -85 -78 -96 4% 45 ago
|:| = Crystal_Ballroom B0:2A:A8:C3:55:64 8 2.4GHz | Open Ubiguiti big/n [mrrrrd -g62 38% -65 -g62 -65 -98 4% 45 ago
|:| = Crystal_Ballroom B0O:2A:AB:C3:54:80 5 2.4GHz | Open Ubiquiti bjg/n o) =70 30% =70 -64 =77 -98 4% 45 ago
|:I = Crystal_Ballroom B0O:2A:AB:C3:53:48 9 2.4GHz | Open Ubiguiti big/n — -71 29% -74 -68 -80 -986 4% 45 ago
|:| = Crystal_Ballroom B0:2A:AB:C3:53:08 8 24GHz Open Ubiguiti big/n (=] =37 23% =79 =37 -83 -98 4% 45 ago
[ ] % DIRECT-0c-HP Crystal 96:53:30:17:1C:0C 9 2.4GHz | WPAZ Personal | 96:53:30 gin = -78 22% -78 -78 -78 =956 4% 45 ago
[] % ENCORE 56:D9:E7:AD:52:75 3 2.4GHz | WPAZ Personal | 56:D9:E7 big/n o] -B5 35% -B5 -B5 -B5 =95 A% 45 ago
[] % FoneServ BO:2A:AB!IC3:55:65 B 2.4GHz | WPA/WPAZ Pa..  Ubigquiti big/n [ -63 7% -65 -63 -66 -986 4% 45 ago
[ ] % FoneServ 80:2A:A8:C3:54:61 5 2.4GHz | WPA/WPAZ Pe.. Ubiquiti bigfn = -73 27% -78 -73 -85 =95 4% 45 ago
[] % FoneServ B80:2A:A8:C3:53:49 9 2AGHz | WPA/WPAZ Pe.. Ubiquiti bjg/n (e -73 27% =77 =71 -84 =95 4% 45 ago
(] % FoneServ BOI2A:ABIC3:53:09 36 WPA/WPAZ Per.. | Ubiguiti ac

%, FORTIMET 00:0C:E6:02:F5:CC 1 2.4GHz |'WPAZ Personal |Meru gin ] -53 47% -56 -51 =59 =101 0% 45 ago
%, FORTIMNET 00:0C:E6:02:1E:E2 44,+1 BGHz |WPAZ Personal |Meru ac [rrrrr -54 463 -54 =51 -56 =956 4% 45 ago
%, FORTINET 00:0C:EG:02:E3:EC 36,+1 BGHz |WPAZ Personal | Meru ac [l -b6 44% -b4 -50 -62 -96 4% 45 ago
% FORTIMET 00:0C:E6:02:C9:11 1 2.4GHz | WPAZ Personal | Meru n [y -60 40% -65 -51 -B0 =101 0% 45 ago
[] % ©6.5895 BA:F1:DA:EB:14:88B 1 2.4GHz | WPAZ Personal |B4:F1:DA big/n [t -B81 39% =50 -54 -B4 =101 0% 45 ago
[] % id-net! 3A:DE:4T7:06:26:0C 13 2.AGHz | WPAZ Personal | 3A:D5:47 n = -75 25% -75 -75 -75 -95 A% 45 ago
[] = INDI_R? AD:4C:5B:80:11:02 1 2.4GHz | WPAZ Personal | Shenzhen blg/n o] -69 3K -69 -G8 -69 =101 0% 45 ago
[] % Liguid Cube CC:2D:EQ:F5:2D:7D 1 2 4GHz | WPA/WPAZ En... | CC:2D:ED big —————— L 75% -37 -25 -39 =101 0% 45 ago
[] % My ASUS_BSS2 18:31:BF:DA:BB:50 1 2.4GHz | WPAZ2 Personal |18:31:BF ac ] -70 30% -70 -70 -70 =101 0% 45 ago
[] = Optus 4G WiFi E589 C447 C8:D1:5E:52:C4:47 2 2.4GHz | WPA/WPAZ Pe..  HUAWEI blain [rrrr) -G8 3% -67 -62 -69 =95 4% 45 ago
[ ] % Sberbank FB:35:DD:16:58:A8B 1 2.4GHz | WPAZ Personal | Gemtek bigfn o] =11 29% =11 =11 =11 =101 0% 45 ago
[] % Technical FO:9F:C2:F4:3E:6F 1 2AGHz | WPA/WPAZ Pe.. Ubigquiti big/n [ -76 24% -76 -76 -76 -93 7% 45 ago
[] % Technical F2:9F:C2:F5:3E:6F 149 5GHz |WPA/WPAZ Pe.. F2:9F:C2 ac =] -82 18% -82 -82 -82 -95 4% 45 ago
[ ] % =zvukoproB 28:CF:E9:B4:31:ED 44,+1 BGHz |WPAZ Personal |Apple afn = -73 27% -73 -69 =17 =95 4% 45 ago
|:I %, zvukovpro 28:CF:E9:B4:31:EC 1" 2.4GHz | wWPA2 Personal |Apple big/n o] -76 24% -74 -72 -76 -96 4% 45 ago
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) AirMagnet Spectrum XT - Live Capture [ e = oy
elwed [ @ @@/ 38000 0G| oz 0

M Spectrum - WiFi Summary < Spectrogram v 24 GHz ~ % B |2 @ | Spectrogram ~ 5GHzlower ~ & ¥ 2 ®
Channel Summary [ + View Type: Max View Type: Max
| Ch.. =~ |Cument |Avg |Max |DutyCycle |+ -1ooem D PN -50:8m
(=) Band: 24GHz = 124531 B0 s
1 93 -93 54 84.25% 2 g B ot
£ E — )
2 93 -93 54 84.91% 'E 'E 12:46:02 el
3 93 91 54 pmeon s s =
4 98 5 oo & 2 R4pT e
5 -94 -89 63 8547% —
B 9 s e =
17 -94 -89 63 95.83%
o oF an e anaas L¥: — = — -
deatais & Dedcon Real Time FFT ~ 5GHzLower ~ 5 ) |2 @ | RealTimeFFT ~ 24GHz ~ I 2 @
| Show active only v [IMax-Hoid W Max B Avg [ IMax-Hoid I Max B Avg
=48 |ntedference
@ Auto detected FFT Pattems (count: 9)
=€) Bluetooth = =
€) Bluetooth (Id 1§2.4 GHz) s s
S 3
| Non-WiF Interer (1) AP”.’)[B'Ue’OO'fh(D) Spectrum Density ~ 5GHzLlower ~ [+ B |2 @ | SpectrumDensity ~ 24GHz ~ B B 2 @
Channel_ « | () AP |[] Station | {] Phone |~ o0 . B 7 o7e IS - 22
1 3 0 0
2 1 : _ _
3 1 0 0 = =
ASA =
3 ! 5 5
6 3 0 z 3
5 % - o o
Channel Devices | RF Pattem
7 e
Dynamic WiFi data collected from Windows Wireless Configuration. Local Host ksl Bxt. Antenna f: 19
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Channel Summary @ Last Updated At 20 Sep 2018 15:40:50 Auto Refresh: 42 Secs

2.4 GHz STATION COUNT (57) 2.4 GHz CHANNEL UTILIZATION (%) 5 GHz STATION COUNT (130) 5 GHz CHANMEL UTILIZATION (%)

1Emnm 1mEn 36 MWas 736 W4s
ESS Access Points
ESS * | CONTROLLER MAME * | AP COUNT % | CHANNEL = | # sTATIONS * | THROUGHPUT(Kbps) =
ESS2 10.10.7.110 g9 11,44 a1 102349
ESS1 10.10.7.110 9 1,36 a7 17968
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B Summary Add Filter W) © B AllDevices~ © Custom... ~ 23:00:00 To 02:59:27
® Threats v
Threat Score ~("y Critical High Medium Low
Top Threats 6,000 —
Threat Map 5,000 4
Compromised Hosts 4,000
3,000
FortiSandbox Detection 2000
= Traffic ’ 1,000
i Applications & Websites ’ (R , - e . ; : ! | _ . ! .
Sep 20 09:00 Sep 20 09:20 Sep 20 09:40 Sep 20 10:00 Sep 20 10:20 Sep 20 10:40 Sep 20 11:00 Sep 20 11:20 Sep 20 11:40 Sep 20 12:00 Sep 20 12:20 Sep 20
& ven , # Threat Category CVEID Threat Level Threat Score{ Blocked/® Incidents( Bla
= WiFi > Allowed) Allowed)
@ System > 1 EICAR_TEST_FILE Malware 50 1
0 Endpoints » |2 Blocked Connection Blocked by Firewall Palicy High 186,120 6,204
Attempts
3 mail.ade-solutions.com Spam URLs High 1,410 ] 47 ]
4 mopub-win-us- Malicious Websites High 450 ] 15 !
east.bkswin.com
5 img.isr-htb.pw Spam URLs High 340 ] 12 ]
& cooster.ru Malicious Websites High 180 ] & ]
7 cft.net Spam URLs High 180 ] 6 ]
8 t5.market.xiaomi.com Malicious Websites High &0 ] 2 ]
9 clk.hopemobi.net Phishing High 60 (] 2 ]
10 f7.market.xiaomi.com Malicious Websites High 60 ] 2 ]
11 s1.mobion.biz Spam URLs High &0 ] 2 ]
12 c.trekrrocks Phishing High 30 ] 1 ]
13 2018_09_19-17_05_SYSTE... Malware High 30 1
14 r.isr-hth.ow Snam LRLs Hieh 30 ] 1 ]
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‘® Threats W
Sessions Block - Allowed
Top Threats 250,000 -
Threat Map 200,000 4
Compromised Hosts 150,000 4
FortiSandbox Detection 100,000 4 J
TOD Sources 04 _J_‘h‘—._‘ — LI 1 T T 1 | | e ' T .
Sep2009:00 Sep2009:20 Sep2008:40  Sep 20 10:00 Sep 20 10:20 Sep2010:40  Sep 20 11:00 Sep 20 11:20 Sep 20 11:40 Sep2012:00 Sep2012:20 Sep2012:40
Top Destinations
# Application Category Risk # of Clients Sessions( Blocked/ ™ Bytes( Sent/® Received)
Top Countries Allowed)
Policy Hits 1 SOCKSS Proxy Critical 24 8,691 ] 11.1 MB/115.0 MB ]
i Applications & Websites w |2 Proxy.HTTP Proxy Critical 7 96 118.8 KB/364.3 KB ]
T 3 OperaVPN Proxy Critical 1 57 ] 915.1 KB/13.1 MB [}
4 Proxy.Websites Proxy Critical 5 37 | 494 KB/167.7 KB ]
Top Cloud Applications = -
5 | WVPN.Master Proxy Critical 1 24 5.9 KB/97.7 KB ]
Top Web Sites 6  [windscribe Proxy Critical 1 12 1.5 KB/6.8 KB '
Top Browsing Users 7 = Tor Proxy Critical 1 9 ' 1.1 MB/2.3 MB '
& VPN > 8 W2SurfEasy VPN Proxy Critical 3 8 | 23 KB/4.9 KB ]
= Wik > (9 DTunnelBear Proxy Critical 1 2 966.0 B/184.0 B !
L Y ; X i
® System 5 |10 Touch VPN Proxy Critical 1 1 ] 376.9 KB/1.9 MB |
=
@ £ ooints , 11 Pure VPN Proxy Critical 1 1 ] 7.9 KB/335.3KB ]
12 $¥BitTorrent P2P High 4 167 27.2 KB/427.3 KB ]
13 “WTeamViewer Remote.Access High 9 446 1 3.4 MB/30.2 MB ]
14 #CiscoVPN.Client Proxy High 3 10 1.1 KB/456.0B |
15 ¥ RDP Remnte Access Hieh a c! 1 1.5 ME/17.0 MR ]
£= Total logs stored for analytics: 1 day 14 hours. More Show 100 ~ | Total 212
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® Threats v
Top Threats
Threat Map
Compromised Hosts

FortiSandbox Detection

Top Sources

Top Destinations

#

Top Countries
Paolicy Hits 1
i Applications & Websites V|2
Top Applications 3
Top Cloud Applications :
;

Blocked - Allowed

Sessions
5,000 4
4,000 4
3,000
2,000 H
1,000 4
L e —— i 1 !
Sep 20 09:00 Sep 20 09:20 Sep 20 09:40 Sep 20 10:00 Sep 20 10:20
Category Browsing Time
Information Technology 03h 24m 39s ]
Search Engines and Portals 03h 24m 38s ]
Business 03h 24m 34s ]
Social Networking 03h 24m 29s ]
Web-based Email 03h 24m 37s ]
Advertising 0Os ]
Top Destinations
# Source
Top Countries
1 192.168.48.10
Policy Hits 2 1921685228
iif Applications & Websites V|3 192.168.48.3
Top Applications 4 1921685216
5 192.168.50.19
Top Cloud Applications
& 192.168.50.10
Top Web Sites 7 192168.54.14
Top Browsing Users 8 192.168.52.32
& VPN >|? 192.168.54.27
10 192.168.48.11
2 WiFi ’
11 192.148.52.36
® System *l12 192168.48.13
& Endpoints * 13 192.168.54.21
14 192.168.48.9
15 192.148.50.30
16 192.168.50.11

i
Sep 20 10:40

i
Sep 20 11:00

Threat Score{ Blocked/n
Allowed)

290 I
770 [ ]
390 ]
5 ]
4]
0

Group

|
Sep 20 11:20

i i
Sep 20 11:40 Sep 20 12:00

¥ Sessions{ Blocked/ m Allowed)

54,970
22,657
12,675
10,143
6,355
5,568

# Sites Visited

i
Sep 20 12:20

i
Sep 20 12:40

Bytes{ Sent/H Received)

1.8GB/7.4GB

560.1 MB/804.8ME @
128.5MB/9248MEB B
436.1 MB/1.3 GB ]
41.5 MB/165.9 MB I
19.9 MB/133.9 MB I

¥ Browsing Time

03h 14m 34s
03h 12m 07s
03h 08m 57s
03h 08m 28s
02h 58m 3és
02h 51m 22s
02h 48m 36s
02h 47m 55s
02h 47m 15s
02h 45m 53s
02h 42m 35s
02h 42m 19s
02h 39m 52s
02h 36m 22s
02h 33m 50s
02h 32m 53s

SN

T
iep 2012:20

T
Sep 2012:40

Bytes( Sent/® Received)

4.2 MB/12.4 MB
56.2 MB/60.3 MB
9.3 MB/22.8 MB
30.6 MB/78.6 MB
17.8 MB/246.3 MB
10.7 MB/219.8 MB
58.8 MB/76.0 MB
2.8 MB/13.9 MB
59.2 MB/BB7.6 MB
6.2 MB/105.7 MB
422 MB/285.2 MB
90.8 MB/153.0 MB
6.0 MB/47.4 MB
8.7 MB/78.5 MB
85.6 MB/353.8 MB
3.2 MB/63.7 MB
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