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WAN vs. SD-WAN _
= WAN (Wide Area Network)

» TpaguUMOHHO UCNONb3YKTCA AN NOAKITIYEHNUS
yaaneHHbIX nnowanok, dunuanos n LUOA

» Ha ocHoBe goporux BblgeneHHbix kaHanos MPLS

» OUKCUPOBAHHbIE CKOPOCTU U CIOXHOCTU NpU
" POCTE CKOPOCTEN

» BblaeneHHoe obopygoBaHue

» Tpaduk obnavHbIX NPUNOXXEHNN Bceraa
NpoOXo4uT Yepes LeHTpanbHy nnowaanky

= SD-WAN (Software-Defined WAN)

» YNpoLlaeT ynpaBneHue, pasgensas MexaHn3mbl
KOHTPONS OT ceTeBoro obopynoBaHus

» [lo3BonseTt cTtpoutb adpdekTmneHble WAN-
coeanHeHus, ncnosnb3yqa VIHTepHeT-KaHanol

» HesaBucuM OT TpaHcnopTa

HQ/Datacenter

] Office 365

Branch Office
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PeweHua SD-WAN — pbIHOK U TeHOEeHUUU pa3BUTUA

>50% 621

OpraHusauuin nnaHupyroT CpenHee KOnmM4ecTBo
MCMONb30BaTh TEXHOMNOMMY 0BNAYHBIX NPUIOKEHNI.

SD-WPl\N B Brivkanilee [aHHble JeMOHCTPUPYHOT
BPEMA 3HAYUTENbHbIN POCT

Ns/s/-\\ NCMNoJ1ib30BaHNA

LABS npunoxeHun Saas un laaS?

$8 mnpga. 70%"

OueHka pocTa pblHKa 3akas34unkoB OTMEYaloT, YTO
SD-WAN peLueHumn k 2022 cywectBytoine WAN-cetn
rogy. MeaneHHble, Joporve u
83% pocTta 3a 2017 rog? HeappeKTUBHbLI Ans

IDC 00nayHbIX NPUNOXEHNN*

amn UcTouHmnkun nHdopmaumm:
Fz:RTINET. 1. Oruér *NSS Labs 2017 Survey. 2. OTuéT “Fortinet Threat Landscape Report Q1 2017”. 3
3. OTYéT “IDC Worldwide SD-WAN Forecast”. 4. OT4ét “Market Guide for SD-WAN edge infrastructure by Gartner — March 2017*.



MoTtuBaTopbl pa3Butusa texHonornm SD-WAN

Enterprise

COKpaLIJ,eHVIe pacxoaoB

YnyJyweHue
NPoOn3BOAUTENLHOCTHU
CeTU U NPUIOXKEeHUN

lNoBbiWeHne YpOBHA
3alMULLEHHOCTH

YnyJwieHne KOHTPOrA u
BUANMOCTU

SD WAN
o O

CepBuc-npoBangepsbl
MSSP

NMpepoctaBneHue

AONONHUTENbHbIX
CepBUCOB U ycnyr

CokpauieHue
onepauuoHHbIX
pacxonoB

YMeHblUeHue OoTToKa
KITUEeHTOB

lNoBbiWweHNe ypoBHSA
3alMLLEHHOCTHN
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Npumep murpauum us MPLS B SD-WAN
TpagnunoHHbie WAN

MPLS
[loporue, Hermdkmne, XopoLLNA
QoS

- il Microsoft
ORACLE" =R Azre w

CiTRIX vmware

Branch

Tpacduk HCNeKTupyeTcs B
o6nake MPLS oT npoBangepa
Becb Tpaduk 3aBopaymBaeTcs B
obnako.

BusHec-npunoxeHus
Becb Tpadmk
MapLUpyTU3NpyeTCHa Yepes
MPLS-cetn. QoS .
npumMeHsieTca ans busHec- Public Cloud
NPUNOXEHUN.
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NMpumep murpaumm s MPLS B SD-WAN

Pe3epBupoBaHne MPLS

KpuTnyHble npunoxeHus
(Voice & Video) Jlyywunn
MapLupyT BbibnpaeTcs B
3aBMCUMOCTU OT 3a4EPXKKN,
[KNTTEpa & NoTepu nakeTos. . . - milll Vicrosoft w

Nl Azure

CiTRIX vmware

“
> Kputnuynbsie npunoxenus (Voice & Video)
Branch Ll T [NepeHanpaBnsATCA B HOBbIE TYHHENb B
cny4vae yxygleHus KayecTBa B OCHOBHOM
IPSec VPN WAN.
BusHec-npunoxeHus
BanaHcupytotca vyepes
pasnnyYHbIE JIMHUM
Takmm obpasom :
nosroca Public Cloud
ONTUMN3NPOBAHa. L 1 Office 365

| Internet )
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NMpumep murpaumm s MPLS B SD-WAN
Pe3epBupoBaHne MPLS
KputuuHbie npunoxenus (Voice & Video)

Nyywnii nyTb BbIOMpaeTcs B 3aBUCUMOCTU OT
3a0epXKN, MXKUTTEpa, & NoTepu NakeTos.

o il Microsoft
ORACLE" =R Azre w

— | CiTRIX vmware
| / MPLS J s

“
o " Kputnuynbsie npunoxenus (Voice & Video)
Branch LT T [NepeHanpaBnAlTCS B HOBbIE TYHHEMDb B
cny4vae yxygleHus Ka4ectsa B OCHOBHOM
IPSec VPN WAN.
BusHec-npunoxeHus

BanaHcupoBka mexay
pasHbIMU NIMHUAMW ONISA LLiInpoKkonosnocHbIN AOCTYN B CeTb

onTUMM3aumm UHTepHeT (SaaS u laaS npunoxeHus)

MPOMYCKHOWM CMOCOBHOCTH BanaHcunpoBka, ecnn TpebyeTcs. '
Public Cloud
] Office 365
[Mpn goctyne B IHTEPHET, De30TTareneLy i

Heobxoanma. ( mnternet )
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Npumep murpauum us MPLS B SD-WAN
3ameHa MPLS

3amMmeHa Oopormx BblAENEHHbIX
MPLS nuHum Ha

LLIMPOKOINOJIOCHbIE MHTepHeT-

KaHanbl N
. < Microsoft
. : j - oracLE ERLZT FNY
; m =l ° .
| ) % . CITRIX vmware
4 IPSec VPN > :
| et \/ Private Cloud
) ... “““
Branch —rranas .
IPSec VPN

( Public Cloud
[1pn poctyne B VIHTEpHET,
be3onacHOCTb HeEObXxoauma. ( intermet )
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KnroueBble atpnbytbl SD-WAN (Gartner)

---------------------------------------------------------------
*

{ AMHaMunyeckoe
: pacnpeaeneHue Tpacgpuka
: npunoxeHui (Layer 7) no

-----------------------------------------------------------
4

MpocTas 3ameHa:
TpaaUUMOHHbIX WAN- :

 O6ecneyeHue

MpocTon nHTepdcpenc :
: besonacHoro gocryna K

ynpaBrieHUs U :
aBTOMaTU3aums :

O
-----------------------------------------------------------

* .
---------------------------------------------------------

Gartner
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#1 - FortiGate Next Generation Firewall
(NGFW)

PyHKUMOHAamNbHble BO3MOXHOCTU FortiOS
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#1. Apxutektypbl besonacHoctu gna SD-WAN

SD-WAN n NGFW ot

NGFW c
He3aBUCUMBbIX
NOCTaBLUUKOB WHTerpMpoBaHHbIM
SD-WAN

@unuan
npeanpusaTus

dyHKUMoHanbHocTb | SD-WAN ¢ SD-WAN co
obnayHbLIMu MHTErpMpoBaHHbIM
MCO3

cepBucamu NGFW

dunnan
npeanpuaTUS

MNMpocTtoTa Gartner
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#1. FortiGate NGFW ¢ nHterpmnposaHHbiMm SD-WAN

“Leader” - Magic Quadrant “Recommended” ot NSS

ot Gartner (Enterprise @ Labs (NGFW, DCIPS, ATP,
Firewall n UTM) DCSG, NGIPS v gpyrue)

, Secure SD-WAN .

i SD-WAN I NGFW \
ﬁ -
é’ + x R L ss. L g
SD-WAN Traffic App Intrusion Antivirus URL Sandboxing SSL Inspection
Shaping Control Prevention Filtering
SPU Scalable and Easy to Deploy
A
/\/\/ FORTINET ] .
\/Q/Q/\ SECURITY Unprecedented Integration and visibility
7

F:RTINET



#1. NMpumepsb! peanunsauun Fortinet Secure SD-WAN

FortiCloud
KoxTponnep CTOpOHHMI
Fortinet KOHTpoOMnnep
SD-WAN SD-WAN

S~
,/ N ~
.2 Zero . S~<
7 N
»* Touch . -~
Provisioning

? FOs |
! @ SD-WAN |
Features !

CtaHgapTHbIN

\ __________________ j \ _______ c @p_ﬁz@p____x")

BblaeneHHbIn CtopoHHee SD-WAN + Mnepsu3op + CTopoHHUn SD-WAN +
LMo3 FortiGate VM BupTyanbHas MalivHa FortiGate VM

dunuansl [MpennpuaTtms Cepsuc-npoBanaepsl
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#2 - SD-WAN

[TpoaBNHYTLIE BO3MOXHOCTM N0 BarnaHCMpPOBKE MPUIIoXeHU
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#2. dBonwouuna passutua Fortinet Secure SD-WAN

B Pure Play SD-WAN vendors
B ForiiGate SD-WAN

 Identification of cloud
applications

* Dynamic WAN Path
Controller

« Zero Touch

Provisioning 6.0 New Features

» Application Control

» Application database access
steering « Multiple SLA Strategies

* Link load « Enhanced Application
Balancing monitoring

« Traffic

Shaping

FortiOS 54 5.6 6.0!
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Apxutektypa Fortinet Secure SD-WAN

YNPABJIEHUE & AHAJIMTUKA

c)-—0—0—©

Otcnexun  LeHTp TP Bugnmo
BE3OMNACHbIA SD-WAN BS?:'A\“G anusos CTb
aHHble
S
® © o o ron
Buommoc  YnpaBne QoS wm NGFW
b Hne MapLupyT ©e3onacHo
npunoxe  Ttpaduk nsaums CTb
oo T ® o o o

Ethernet Broadband 3G/4G VPNs
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#2. Mpunoputesaumsa n knaccuukauma npuroxeHnn

NGFW

BUAUMOCTb BEA3A OBNIAYHbIX
PaclumnpeHHaqa basa OuHamunyeckun-obHoBNsiIEeMas Knaccudukaums m
OOHOBMAEMbIX MPUITOXEHUN 6asa gaHHbIX 06r1aYHbIX HarnpasBIieHUs1 NPUNOXEHNN MO
npunoXxeHnn (Ha OCHOBaHUU nepBbIM NakeTam

IP agpecoB 1 nopToB.)

BnanmocTb NpUNoOXeHUun

“: Dropbox salesforce u Ofﬁce 365 SAIN CiTR!xﬁ LO@ME@ “ q

Google Cloud
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#2. OTcnexunBaHue Kadyectsa SLA

 HECKONbKO METO/0B
&2 SLA MO rPynnAm OTCNEXWUBAHMA
KAUYECTBA

I Office 365 Latency < 200ms Q Ping HacTpoiika uHTepsanos
O HTTP
@ Latency:Nl[;)Oms Q TCP Echo NcknioveHue flapping
Packet Loss < 1% 0 UDP Echo

Skype AND 0 TWAMP

for Business
Jitter < 30ms

==RTINET.



#2. AuHamunyeckmnm Boibop WAN n namepeHumsa kadecrtBa

Public Cloud

SaaS

] Office 365

YnpasneHne npunoXXeHnamm N3mepeHna kadsectsa WAN [nHammnyeckoe nepekroyeHne
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#3 — FortiManager

LleHTpann3oBaHHOEe ynpasneHus yctponcesamm n SD-WAN
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#3. SD-WAN — ueHTpanu3oBaHHOEe yrnpaBrieHue U BUAMMOCTb
FortiManager

Device Manager »+ Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:root {3 @ Q1 (@ adminv

instal Wizsed ! & Groups Firmware License Provisioning Templates Scripts SD-WAN HAMaster ADOM:54 Gateways {3 @ () admin ~
15 A s 2 Refresh [ e vie |
—-— % Ottawa Office
R Map sweine [NoRTHES] (
L3 Interface Members {
| SLAbyApplication £ % TopApplication by Bandwith o ox
© Health-Check Servers Norway |
[ {  Apphcation Port Jitter Latency  Packet Loss Application Upstream Downstream
: {
A [ FINT-FortiGuard  INT(WAN 1) 032ms  062ms  0.00% 1) ms-Office 365 210/113 B/s 46/86 B/s
A Canada
0 e ] Ms-Office 365 INT (WAN 1) 021ms 0S5lms 000% &) Ms-Skype 104/89 B/s 35/15B/s
) Device FG60DP4614001278 x o e
satisi £ Winndam z ) Ms-Skype INT (WAN 1) 012ms  062ms  0.00% E} Amazon-Web 78/54 B/s 27/45B/s
COLUMBA  Port TX  RX  Session Health Check Jitter (Actual/Contig) Latency (Actual/Config) Packet Loss (Actual/Config) FGVMO10000113885
Oromvoce xR 0% /10% lrela_TI008 P edods M Google-Gmail INT (WAN 1) 043ms  024ms  0.00% M Google-Gmail 33/65 B/s 16/54 B/s
an1 78MB 14GB 2 “'"7? Germany
523 0% /10 b ¢ Bl amazon-web MPLS (WAN 2) 0l4ms  017ms  000% FTNT-FortiGuard 27/52Bfs 12/46 B/s
s
. 7
~J FortiVoice Down Down Down I/
wan2 0.0KB 0.0KB 0 = = = = LD 4 s Application Bandwidth ox Application Bandwidth Usage (24 hours) ox
| L '77 700 MB
B \ v — e e Ms-office 365 (] I 600 MB
ERATR - vm— Portugsl Megrd - so0 ME
“roreveiariooezs |, Unitedstates ok A s MR e Ms-Svpe € NI
35MB RX:2.36GB | COLORADD | XANSAS  MigSOUR VIRGINIA { 400 MB
ORI otas veoms A o { Amazon-Web ) IR s00MB ——
Los Angeies 00 Ankansas 3 P
uu?‘Tf’f;‘ NEW MEXICO a8 5 4 \ HJ Google-Gmail tvq [N 200 MB /
4 o loroeco, . 100 MB il
NS Pt - ) FnT-FortiGuard ©) [ N —
N\ Houston \ i . ) i § . . . R
—
Fiorios N = { 0 50 100 150 200 250 300 (Bytes) o o & @ P WP P P P P P P
3 X o - \
Mexico Sahara o N
Cuba pa 2y o
Mexico City. Domini Mauritania | - A
» (Wh: i~ =" *
\71/ Mali Nig
Gustomala NG =
Go gle 3 2 A R .
€o8 Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN HAMaster ADOM: 54 Gateways 13 @ (7 )admin v

31 SD-WAN & Refresh % Column Settings ~ Map View JEINIRVI
£ Performance SLA ‘ Rules
SD-WAN Rules Device SD-WAN FTNT-FortiGuard ~ MS-Office 365 MS-Skype Google-Gmail Amazon-Web Upstream Downstream
| o orowan s | S oo . im0 uzsOR
Ottawa Office
£ MPLS (WAN 2) P 675 e 347/350B/s 84% W 462/550B/s
O  LasVegas HR & MPLS (WAN 2
¥ IPSec-DC 43% W 210/3508B/s 74% | 140/350 B/s
envrwany [ 78% wm. 497/828B/s 09% W 265/628 B/s
O  Porland Lab2
£ MPLS (WAN 2) B 25% = 143/275B/s 22% % | 140/275B/s
O  New York =
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#3. UHTerpaumna SD-WAN B ®abpuky besonacHocTu

£ | QSearch Device Traffic @ now~ & @
Sort By: Bytes (Sent/Received)
HO o €7, 19
1\ L]\ [_1¢
McDowell_s_No_1_Primary FG100D3G13815435 wifi30d
sd-wan e Wan1 - e WAN =
1stwantointernet (wanl) | | iorface & sd-wan internal
2nd wantointernet (wan2) | ) 5
3rd wan to internet (port1) Type @& SD-WAN Interface °
port3
atlantavolpms port2 Members ® 1stwantointernet (wan1) ™ 2nd wan tointernet (wan2) =5 ’,@
1 o]
[™ 3rd wan to internet (port1) — rl
265468 MB Load Balancing Algorithm Sessions Old_Admiral
Weight wanl 49 wan
wan2 50 MAX_LENGTH_ALIAS_25 CHARS..

IP Address ~ P
hw-5-8-16

dev_vian

— 0-60% 60-90% — 90-100%

o \\t &
@

Security Fabric: giang

fTeEsE 22
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#4 — FortiDeploy n FortiCloud

ABTOMAaTMYECKOE pa3BepTbiBaHME U HavYarbHOE KOHJUrypupoBaHue
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#4. SDWAN m Zero Touch Provisioning (ZTP)

ABTOMaTU4YeCKOE pa3BEPTbIBAHME U Ha4YarnbHOE KOHUrypupoBaHmue

FORTICLOUD (3
FORTIDEPLOY ll 1

FortiDeploy

G

FORTIMANAGER E
Q NOAKNIOYEHUE

MNookntoyeHne K cetn

e OBMEH UHO®OPMALIEM
Mony4yeHne Yyepes obonako
FortiDeploy Tpebyemon
nHdopmaummFortiCloud
€) SUINATIbI
KOH®OUI'YPUPOBAHME
MNonyyeHve nonHom
KOHpurypaumm n3 FortiManager
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#5 — HezaBuUcumMbIe OLEHKU 1
39KOHOMUYHOCTL (TCO)

KanutanbHble u ornepaunoHHblE 3aTpaThbl
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#5. Fortinet SD-WAN — PekomeHpgoBaHo NSS Labs

F::ERTINET
+Value: $5@749 Mbps
. Video Quality: 4.26

¢ 1 VolIP Quality: 4.38
L4

1SS ,
o PMA’,,,e

Value: $84@447 Mbps,_

Video Quality: 3.85‘ \

VolP Quality: 4.31 1 \
\

HauBbicwiasa oueHkKa

TALARI
Networks. Vo
Value: $197@745 Mbps _ e \
Video Quality: 4.47  ~ ‘\ SO FFORCEPOINT
VolP Quality: 4.37, : W . 3L - Value: $44@713 Mbps
P A , 7 Video Quality: 4.04
< v 2,7 - VolP Quality: 4.20
o \ .
= . QoE ana VolIP 4.38 3 4.41
22 \
\
‘ ﬂyqu.la;l oLeHKa CTOMMOCTM
BnageHusa $5@749 Mbps
cradlepoint it
ue: $496@17Mbps- - = = = = . ' &AM WAN = Rated Throughout: NA
va';qucﬁ:;y?‘:,: ____________________ SD-WAN L E E E : : : = Video Quality: NA cisco R ==
il o I R s EAVHCTBEHHbIN seHaop
©e3o0nacHOCTU CO CTaTyCoM
4
- Recommended
. o 0
’ . 0. PveRsa 3abnokmposaHo 100% atak
. #2 a7 i . B - . NEYWORKS
CITR!X' - TN o v S .. Value: $77@552 Mbps
Value: $119@751 Mbps* .~ , © ‘1 Barracuda '," AT ~ . Video Quality: 4.09
Video Quality: 4.04 - R Value: $85@124 Mbps' ," \ " volp Quality: 4.09
VolP Qualiy: 425+~ Video Qualiy: 275", A
VolP Quality: 2.49, § 9
AY “ \
SRV Verified
NOTE: o
! Cisco ref fused to activate the Viptela product purchased by NSS Labs. NSS cautions Yo Vn'lwa re _
S L s it 1 bl n et Pl St o s K Gt ol il . Value: $97@880 Mbps
:Z:wml:\:‘ﬂ‘ﬂ';):‘e: :&:::f‘;&o::‘::,:ss looks forward 10 testing the Siver Peak " Video QI]i'KT 4.21 _
“VolP Quality: 4.27
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[Moyemy Be3onacHbin SD-WAN ot Fortinet?

BxoguT B
COCTaB
Fortinet
Security
Fabric

Macwtabunpyemoe
N NPOBEPEHHOE
pelleHne

BesonacHocTb
N NPOABUHYTbLIN
SD-WAN

B O4HOM
peLleHnn

cnonb3oBaHue
HOBBbIX
BO3MOXXHOCTEN
ans
pas3BEPHYTbIX
LLIITHO30B

EovHasa
KOHCOJS1b
ynpasneHus n
BUONMOCTH, a
Takke ZTP
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Cnacub6o 3a BHUMaHue!
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[lo Bcem BonpocaMm: russia@fortinet.com



