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OTKyaa 6paTb MHPOPMALUIO?

Junos Release Notes
https://www.juniper.net/documentation/product/en US/junos-os

Feature Explorer
https://apps.juniper.net/feature-explorer/
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Junos OS Documentation
Start here to evaluate, install, or use Junos OS. Junos OS is the common operating system that runs on Juniper Networks' routing, switching, and security products. It supports a
standard set of features across products and some product-specific features.
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pplications ¥ Feature Explorer Rataand give fesdback:

Search for Features or Products or Software Releases

Feature Explarer

Juniper Networks Feature Explorer helps us in exploring software feature information to find the right software release and product for your network.

*
® Explore

‘@ Defined Netwarking
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Pennsbl Junos

Major (rnaBHbIe/OCHOBHbIE) penu3abl
— BbixogaT 4 pasaBrog (17.1R1,17.2R1, 17.3R1, 17.4R1)

—  OCHOBHbIE LIENN: HOBLIN OYHKLMOHAar, HOBblE YCTPOWCTBA

R1 ra [ ® R R2
— nopgepxka B TedeHune 36 mecaueB 171 o - -
) l_‘SR
Maintenance penuabi 12— o
— 17.2R1,17.2R2,17.2R3, 17.2R4, 17.2R5 ... R R2 R

— OCHOBHasd Uesb: UcrnpasreHne owmnbok

17.4 o

— MHorga cogepXaT HOBbIN PyHKLMOHAn
CepBMCHb|e pej'||/|3b| I'.'Iall'?(llﬂ' Jun 2017 Sep 2017 Dec 2017
—  TOnbKO ucnpasneHue ownbok (16.2R4-5S6)

—  BbINYyCKalTCS, KOrga HeT BO3MOXHOXHOCTU X4aTb BbIXOA4a 3aniaHnpoBaHHOIO
Maintenance penusa

3arpyska c canta Juniper Networks (CepBUCHbIN KOHTPAKT)
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Segment Routing

BGP Segment Routing Policy
. Junos 17.4R1
. Bo3amoxHocTb curHanusaumm SR LSP yepes3 BGP
*  https://www.juniper.net/documentation/en_US/junos/topics/concept/bgp-sr-te.html

Segment Routing Static LSP
. Junos 18.1R1
. B03MOXXHOCTb cTaTMyeckoro 3agaHus nytu npoxoxaeHmsa SR LSP B koHdurypaumm mapLupytmsatopa
*  https://www.juniper.net/documentation/en_US/junos/topics/topic-map/static-segment-routing-Isp.html

LDP Mapping Server
. Junos 18.2R1
. BoamoxHOCTb nocteneHHon murpauumn ¢ LDP Ha Segment Routing
. https://www.juniper.net/documentation/en_US/junos/topics/concept/Idp-mapping-server-using-ospf-isis-overview.html

Topology Independent Loop Free Alternate
* Junos 17.4R1 (gnsa ISIS); Junos 18.2R1 (ans OSPF)
+ ObecneueHue bbicTpor cxogumocTm B Segment Routing
* https://www.juniper.net/documentation/en_US/junos/topics/concept/understanding-ti-Ifa-for-is-is.html
+ https://www.juniper.net/documentation/en_US/junos/topics/topic-map/ti-Ifa-segment-routing-ospf.html

JuniPper
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https://www.juniper.net/documentation/en_US/junos/topics/topic-map/static-segment-routing-lsp.html
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ECMP for Seamless MPLS

Effective multi-pathing in BGP-LU deployments (Junos 17.3R1)

Market Requirement . @ BGP-LD

 Effective multipath use for seamless MPLS - @
» Improved load balancing in densely D\ DST
connected topologies with BGP based — UV
infrastructure Ingress PE Egress PE
BGP-LU BGP-LU

Juniper Innovations @

P2

* Resolver enhancements to resolve BGP
mUItIpath tOW&FdS a Smgle prOtOCOI neXthOp Service Flow before feature implementation
 Selective enabling of resolution behavior to Service Flow after feature implementation
prevent nexthop exhaustion = Service Flow before ingress/after PNH




eBGP Route Server

/8%% @@ P
FA p| T
@/

MNoopepxka B Junos 17.4R1

Llenesasa aygutopus: Toukn obmeHa Tpadukom (1X)

YnpouweHne eBGP B3anmogencrema

BoamoxHocTb ucnonb3oBanust APl ans paspaboTkm co6CTBEHHbBIX pacLLUMPEHNIA
https://www.juniper.net/documentation/en _US/junos/topics/concept/bgp-route-server-overview.html

Juniper
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RIFT — HOBbIM NpOTOKOA MapLipyTu3aumm ana LOJ

TeHaeHUun B coBpeMeHHbIx LlOA: O TorooaaL Sorr
*  Mwurpauus ot Tononorun “‘aepeso” k Tononorun CLOS @) vistanct [_] LJ LNK-sraTe2
. Mepexopn ot Layer 2 kommyTauumm Kk Layer 3 mapwipytusauum c Layer 2/3 Overlay m“’,“;,ﬁ"" F“"L”.!‘,iﬁ; o
. IGP nnn BGP gnga Underlay mapwpyTtusaunm {ﬁ?
CrnoxHocTu npu ucnonssosaHun BGP unu IGP: D Q @;ii;“f‘ D (/7

. M36bITOYHOCTE MapLUpyTHOWM nHdopmauun (B naeane Leaf y3nbl 4omKHbI UMETb TOMbKO
MapLUPYT MO-yMOYaHUto) L/'_j @ @ D D D

. B cnyyae c IGP oTka3 gaxke 04HOroO fNvMHKa NPMBOAUT K 3HaYUTENBHOMY (DNYOUHTY '
MapLUpyTHOW nHdopMaLmmn n nepecyeTy SPF anroputma Ha BCeX y3nax

. CnoxHocTb koHurypauum B cnyvae ¢ BGP

Yo Takoe RIFT (Routing In Fat Trees):

. HoBbin npoTokon mapwpytusaumm ans O (ans CLOS Tononorun)

. https://tools.ietf.org/html/draft-ietf-rift-rift-02

. CoBmelLaeT ocobeHHocTH Link State npoTtokonoe (B “tokHOM” HanpaeneHumn) u Distance

Vector (B “ceBepHOM” HanpasneHwn)

. B wratHOM cutyauumn HM3nexaiiemy ypoBHIO aHOHCUPYETCS UCKITIOYUTENBbHO MapLUpyT Mo-
YMOYaHuto

. YnpoLlieHHoe KOHpurypnpoBaHue ¢ nogaep»kon ZTP

. Oxwnpaetcs peanu3auna B Junos 18.4

JUnNIPeEl
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[lone3HaA CTaTbA B AOKYMEHTA

TechlLibrary + Junos OS 3 Traffic Sampling, Forwarding, and Monitoring Feature Guide »
Understanding the Algorithm Used to Load Balance Traffic on
MX Series Routers

M 25-Sep-18  ©® Platform and Release Suppaort

When a packet is received on the ingress interface of a device, the packet forwarding engine (PFE) performs a look up
to identify the forwarding next hop. If there are multiple egual-cost paths (ECMPs) to the same next-hop destination,
the ingress PFE can be configured to distribute the flow between the next hops. Likewise, distribution of traffic may be
required between the member links of an aggregated interface such as aggregated Ethernet. The selection of the
actual forwarding next-hop is based on the hash computation result over select packet header fields and several

internal fields such as interface index. You can configure some of the fields that are used by the hashing algorithm.

® For MX series routers with Modular Port Concentrators (MPCs) and Type 5 FPCs, configure the hash for the
supported traffic types at the forwarding-options enhanced-hash-key hierarchy level. Details on which fields are
included by default for which traffic family can be found below.
In Junos OS Release 18.3R1, the default method for calculating the enhanced-hash was changed to provide
improved entropy for IP tunnels, IPv6 flows and PPPoE payloads transmitted as family multiservice. These defaults

can be disabled by setting their respective no- commands.

For MX series routers with DPCs, configure the hash for the supported traffic types at the forwarding-options

hash-key hierarchy level.

IN THIS PAGE

@® MXMPCand T-Series Type 5 FPC

Specifics

Hashing Algorithm Used in Junos
18.3R1 and later

Hash fields used for GRE traffic
sent over IPv4

Hash fields used for GRE traffic
sent over IPv6

Hash fields used for IPv4

Hash fields used for IPv6

Hash fields used for multiservice

Hash fields used for MPLS, Junos
18.3 and later

Hash fields used for MPLS from
Junos 141 to Junos 18.3

List of Junos Updates for Hash
Calculation and Load Balancing
for MX series routers with MPCs

https://www.juniper.net/documentation/en US/junos/topics/concept/hash-computation-mpcs-understanding.html

117
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YBennyeHue cteka MPLS MeTok no 16 ans 6anaHCUpPOBKU

MPLS, Encapsulated IPv4 or MPLS, IPv4/IPvé6 |.n Ethernet MPLS, Entropy Label
IPvé6 Pseudo-wire

Entropy Label Indicator

IPv4, IPv6 or MPLS detected,
IPv4, IPv6 payload ™ 3% in Ethernet o o Payload is not processed
pseudo-wire Indicator is not included into
L3/L4 hash computation

Label 2..16 (20 bits each) Label 2..16 (20 bits each) Label 2..16 (20 bits each) 18.3R1

Outer Label EXP Outer Label EXP Outer Label EXP

Label 1 (20 bits) Label 1 (20 bits) Label 1 (20 bits)

L2

ON ON ON
”F B oFF ”F B oFF ”F W oFF



Ncnonb3oBaHume |IPvé6 Flow Label

L4

Dest. Address y
Source Address IR

Dest. Port ‘;

GTP TEID m o

GRE Key (16 MS Bits)

] oN .
b T

- 195, " SowcePort |
GRE Protocol Source Port

Dest. Address y
Source Address N

Destination Address y

Dest. Address y
: Source Address =

Source Address IR

s Next Header Next Header Next Header Next Header

ON
IIF W oFF

IIF

18.3R1 Flow Label [l Flow Label | Flow Label  [gies Flow Label o o
Traffic Class  [fog Traffic Class  [fEpes Traffic Class  [op Traffic Class m o

L2

ON ON ON
- NG - T -

Juniper



AHanun3 nonesHoun Harpy3kn GRE ans

IPv4, GRE,
non fragmented

Payload

GRE Key (32 bits)

Dest. Address y
Source Address IS

Fragment Offset n
Fragment Flag n

DSCP m o

L3 Protocol

L2

ON
”F l oFF

IPv4 in IPv4, GRE, IPvé6 in IPv4, GRE, MPLS in IPv4, GRE,
non fragmented non fragmented non fragmented
Inner IPv4 Inner IPvé Inner MPLS

GRE Key (32 bits) GRE Key (32 bits) GRE Key (32 bits)

GRE Protocol B8 [0)7t:{0[o) GRE Protocol SR GRE Protocol B\ d B (o)X A

Dest. Address y Dest. Address y Dest. Address y
Source Address - Source Address - Source Address -

S
0 0 | 0|

Fragment Flag n Fragment Flag n Fragment Flag n

DSCP m o DSCP m o DSCP m o

Fragment Offset Fragment Offset Fragment Offset

ON ON ON
- - -l




AHanns3 nonesHoun Harpys3kmn PPPoE nna 6anaHcnpoBKu

IPv4 in PPPoE (Data packet)

IPvé6 in PPPoE (Data packet)

L4 ] oN
Inner IPv4

L3

Inner IPvé6

] oN
OFF

Single knob to control payload
analysis for all packet types

18.3R1

IPv4 [0x21]

Type 0x1

PPP Protocol

Version

VLAN Tag 2 or none

Outer 802.1p o
VLAN Tag 1 or none

Ether type 0x8864

Source MAC QN mon
Dest. MAC -

L2

ON
”F B oFF

PPP Protocol

Version Type

VLAN Tag 2 or none

Outer 802.1p

VLAN Tag 1 or none

Ether type
Source MAC
Dest. MAC

IF

A

-~

IPv6 [0x57]

Ox1

ON
B oFF

[ on
OFF

ON
| Reldd

Up to two VLANSs with TPID = 0x8100 are skipped
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TERMINATION




Pseudowire Headend Termitation,
pPa3BUTUE

o T
g \\ [ Subscriber l
| Management |
ST Access /. Pseudowire Pseudowire 'MX Series ' :
Seamless MPLS — Internet
— Node Tunnel Access Network Tunnel | . Router (
/ Pseudowire

Subscriber
Interface

Mopoepxka Pseudowire Autosensing: Junos 17.1R1

Mopoepxka L2 yenyr Ha Pseudowire Service Interface (CCC, Bridge, VPLS): Junos 17.1R1
YBennyenne macwtabunpoBanums PS- nHtepgncos (oo 2000 Ha nuHernHyto kapTy 1 go 7000 Ha
waccwm): Junos 17.2R1

Mopaepxka pesepsupoBaHus Anchor-Point (pexum Active/Standby): Junos 17.3R1

JUnNIPeEl



Pseudowire Autosensing

RADIUS

Mpynna PE-
// @ ‘%&iimymsawpos

e L

MapLpyTusaTtop
pocTtyna

F'pynna PE-
MapLuyTM3aTopoB

Mpun nogkntoveHun aboHeHTa mapLupyTu3aTop goctyna otnpasnseT RADIUS 3anpoc, nony4yas B oteBeTe oT RADIUS
cepBepa nHgpopmaumio, Heobxoanmyo onst yctaHoBku Pseudowire

MapLpyTnsaTop 4octyna UHULMUPYET yCcTaHOBKY Pseudowire Ha HasHa4vyeHHbIn PE-MapLupyTmMsaTop
PE-mapLpyTm3aTop, Nony4mB 3anpoc Ha yctaHoBKy Pseudowire, BbIMOMHAET ayTEHTUMKALMIO.aBTOPM3aLMIO Yepes
RADIUS

Mocne ycnewHon asTopm3aumm Pseudowire co cTopoHbl PE mapLupyTnsaTtopa ycTaHOBIEH M FOTOB K nepeaade Tpaduka

JuniPper
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OrpaHun4yeHue ceccmmn

B0O3MOXHOCTb orpaHnyeHus
NONb30BaTENbCKNX CECCUI Ha YPOBHSX:
+ LWaccu

« FPC
« PIC
* [lopt

[Mpn NpeBbILLEHNN NIUMUTA HOBbIE
NOAKNIYEHNS abOHEHTOB BrOKMpYOTCS
[ononHuTenbHas 3awuTa oT neperpysku
BNG

Moonepxka B Junos 17.3R1

[edit system resource-monitor]
subscribers-Timit {
client-type dhcp {
chassis {
Timit 16000;

}
fpc 1 {
pic 0 {
port 0 {
Timit 6000;
}
3
Timit 9000;
}

* dhcp, pppoe, 12tp ,any */

* chassis Timit */

* port Timit */

* FPC Timit */



HTTP redirect, nononHntenbHaa nHomauuma

Mpwn BbInonHeHHUN HTTP redirect nosBnnack BO3MOXHOCTb o6aBuTb B URL gononHuTenbHyto
MHGopmaLuno 06 abOHEHTCKON ceccum:

%subsc-1p%
%subsc-1pv6%
%nas-1p%
%dest-urld%
%nas-port-id%
%mac-sa%
%sess-1d%
suser-named

Subscriber’s private IP address

Subscriber’s complete private IPv6 address (not just the prefix)

BNG IP address, configured with the router-id statement

Original, requested URL.

Subscriber’s interface information, RADIUS NAS-Port-Id attribute (87)
MAC address of the subscriber

Subscriber session ID

Subscriber username

https://www.juniper.net/documentation/en US/junos/topics/task/confiquration/http-redirect-

subscriber-information-appending.html

Moonepxka B Junos 17.3R1


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/http-redirect-subscriber-information-appending.html

Packet-Triggered Subscribers

————— -———>

MHTepHeT

* BoamoxHOCTb co3gaHna aboOHEHTCKOW ceccum rno hakTy NpoxoxaeHnsa TpaHanTHoro IP Tpadmka
yepe3 BNG
* [logpepxka B Junos 18.1R1

Juniper
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becwoBHaa murpauymna c VPLS Ha EVPN

EVPN / VPLS

B a - 4 »
P T =
- ~ EVPN
5 < p | A \ ==
Zz -
| > -
A4 \ ~ -p - -
V4 PR \‘_b’\— 1 \, /
- | M S ¥
S~ Tr - - VA
~ - I |
NNy ¢ TFy= LN
\ ~ == e >
NS - N B
- \-—A_r-?——/’
-—— ) -

OcHoBaHa Ha BO3MOXXHOCTWN B O4HOM
Routing Instance ncnons3osatb n VPLS
n EVPN.

He TpebyeTcs BblOoeNeHHbIN W3 A1S
nepexoga nu3 0gHoOro JOMeHa B Apyrou
OnTumanbHoe NpoxoxaeHne Tpadgumka
MeXxay AoMeHaMun

He TpebytoTcs uIsMeHeHus Ha
mMapLpyTmnsatopax ¢ VPLS
MNoonepxunBaetca B Junos:

LDP VPLS FEC128: Junos 17.3

BGP VPLS: Junos 18.1

Juniper



[Noaoanep*Ka P2MP LSP ana EVPN MPLS

Ingress EVPN PE Ingress EVPN PE

-

_________________
.,

\
BUM P2MP !
27 . .
.-\ replication

Egress EVPN PEs Egress EVPN PEs

* [logoepxka B Junos 18.3R1
* [lpoTtokonbl RSVP u mLDP

Juniper



Pseudowire Termination at an EVPN

@VU\N w0 NWLAN1O 01 EVPMN 1
D o
CE1
i

* [logpepxka B Junos 18.3R1
» [logaoepxka pexnmoB paboThl port-based n VLAN-based

Juniper
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FLEXIBLE TUNNEL
INTERFACES




Flexible Tunnel Interfaces

L3 VXLAN Tunnel EI_I",_F
@ Colocation Data Center
1

O\ Y= /1 __
— @_ IP o , Servers I

@ Remote Gateway tha Center IP Fabric
ateway

Customer
Routers

HoBblIn TMN TyHHENBHOIO NHTEpenca (fti)

Ncnonbayetca VXLAN uHkancynaums

NHTepdoenc ctatnyeckn cosgaetcs B KoHurypauum (BUAEH Kak OTAENbHbIN MHTEPdENC)
PacnpeneneHHas apxutektypa (B otnndae ot GRE He npuBsasaH k onpegeneHHomy PFE vnn
NMHEeNHON KapTe)



Flexible Tunnel Interfaces, netanu

[edit interfaces ftidifd_number]
unit $unit_number {
tunnel {
encapsulation vxlan-gpe {
tunnel-endpoint vxlan;
source address $src_v4_addr;
destination address $dst_v4_addr;
destination-udp-port $dst_udp_port;
vni $vni_id;
}
3
family inet;
family inet6;

$1fd_number 0..7
$unit_number 0..8191
$dst_udp_port 0..65535
$vni-id 0..16777215

: 18.3R1
- IPv4 and IPv6
: IPv4

+ 3epkanvpoBaHue Ha BXOAe W Bbixoae
«  dunbTpauus, NOSIMCUHT Ha BXOAE U Ha
BbIxoae
* Cratuctuka yepes SNMP u Tenemetpus
*  Bo3MOXHOCTb 3epkanupoBaHus B fti
NHTEpenc
: VXLAN
: Ha Tekywmn momeHT 8000
TYHHenewn, B byayLiemMm ecTb BO3MOXHOCTb 3TO YMCHO
yBENUYNTb

Juniper



3epKanuposaHue B Flexible Tunnel Interface

L3 VXLAN Tunnel

D =) * PacnpegeneHHaa mogenb
IP/MPLS ) 06paboTku Tpaduka, Gonee
i Edgem’“te' BbICOKas NPOU3BOAUTENBHOCTb
* Bo3MOXHOCTb HanaHCUPOBKU
Tpapuka Ha TpaH3uTe

Edge Router

» 3epkanupoBaHue B fti- nHTepdeinc

* VNI MmoxeT ncnonb3oBatbCs 4S9 nepeHoca
AOMNOSTHUTENbHbBIX AaHHbIX (Hanpumep,
noeHTMdmrKaTop ceccumn 3epkannpoBaHns)

JUNIPE
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Mcnonb3oBaHMe PUNBTPOB

dyHKUUA
Packets
@\ (_)_H_._ MIRROR & orr

L) 1= WAN
@ A= QC SECURITY CHECKS B or

Edge

CLASSIFICATION B orF

Customer
Routers

TpeboBaHuA

OTBeTCTBEHHOCTb
OPERATIONS TEAM
SECURITY TEAM
WAN TEAM

Kaxxgoe noapasgeneHne AomKHO MMEeTb BO3MOXHOCTb KOHTPOMMPOBaTb U

NPUMEHSATL CBOMN PUIBTP

Cywecmeyrouwiee peweHue c Filter List He nodxodum, m.K. rpoeepKa rpoucxooum 00 rnepeo2o
coernadeHusi 8 criucke ¢hunbmpos (Hem 2apaHmMuu Moao, 4mo nakem bydem rposepeH 8 Kaxoom

gunbmpe).



Jlornka pabotbl Filter Chaining

ACCEPT OR ACCEPT OR
IMPLICIT ACCEPT IMPLICIT ACCEPT

DISCARD / REJECT
v IMPLICIT DISCARD DENY / REJECT

Accept or implicit accept actions start next filter evaluation.

[edit interfaces unit )|
Implicit accept actions are count, in profile traffic after policing family {
filter {

. . . . e . . . . . input-chain [ filterl filter2 ];
Discard, reject and implicit discard actions stop filter chain evaluation 1)

Implicit discard action is out of profile traffic policed discard

Oxnpaetca s Junos 18.4

JuniPper
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NODE SLICING




Junos Node Slicing (Junos 17.2)

MX2020

BOM

MX2020

2XMX
14x100G
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