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LEGAL STATEMENT

This statement of direction sets forth Juniper
Networks’ current intention and is subject to
change at any time without notice.

No purchases are contingent upon Juniper

Networks delivering any feature or functionality
depicted in this presentation.




Knaccudukaums noTpedbHOCTU B TEIEMETPUN N aHAJIUTUKU

[Mlpedocmasbme MHe

Ham He saxmceH mun

Mol 6yoem

Y Hac yxwce ecmb

KOOUpOBaHUs U
mpaxcnopma JTI.
[lomozume Ham
pewumb 6usHec-3a0auy

API menemempuu, Mol
6yoem
obpabamvieamo
HU3KOYpOBHesble
O0dHHble

Kos1/1eKmop 8 cemu,
Heob6Xxo0UMO NoyYUMb
0aHHble om Juniper
cheyuuyHom
¢dopmame

UChos1b308amb
opensource
My/lbmueeHOOopHble
KO0/1/1eKmopbl

KPI Monitor
ﬁ kafka ’Fluentd

facebook RCA
~J - #InfluxDB @ telegraf

HealthBot

| h LFA H
ogstas dkcnepT Juniper

Juniper onpenenut KPI n
Plugin(s) npasuaa

On box NTF
Agent

JTI APIs JTI APIs
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[eTekTnposaHue
Traffic black hole

MoHuTOpUHr

coctosaHusa BNG

HeTtekTnpoBaHue
microburst
Tpaduka

[NopgBucaHune

PFE (wedge
conditions)

[leTtekTnpoBaHune
aHoOMarnbHbIX NOTEPb
Tpaduka Ha PFE nnu

dabpuke

BbluncneHmne HecKkonbkmnx
KIOYEBbIX NOKa3aTenemn
KPI ans oueHkn obuiero
coctosiHus cuctembl BNG

WoeHTndpukayms
CyLLEeCTBOBaHUS BCMNI1€CKOB
Tpaduka, KoTopble MOryT
NPUBECTU K ero NoTepsim

OnpegenexHne Hannuyus
owmnbok Ha PFE, koTopble
NPMBOOAT UNN YXKe
npueenu K 3asncanunto PFE

YT0 B uTOre?

e LLInpoknin Habop BO3MOXKHbIX 3a4a4 NO
JAMNarHoCTUKe

 MHorue 3aga4m TpebyroT CUIbHOM 3KCMEPTU3bI
no cneundpuyHomMy npeameTy 3HaHuM (BNG, ..)

e 3aBUCAT OT KOHTEKCTA U KOHKPETHOM
peanmsaumm

» Hy>kHa aBTOMaTU3aLMA ANArHOCTUKMA

* TpebyeTcsa BO3MOXXHOCTb OTKPbITOMN
NpPOrpaMMmMpyemMocTu

MapLLpyTM3auum

BHegpeHue
npasun
nfaHNpoBaHus
EMKOCTHU

BbiSIBNIEHWEe aHoManumn

MpnmeHeHue npasun
nJaHNpoBaHUs
pacLumpeHns EMKOCTHU K
AeTekTupoBaHne aHoManmn

MoHUTOPUHT CKBO3Has OLIeHKa

COCTOSIHUSI CEpPBUCOB
(pseudowires, EVPN, etc.)

COCTOSIHUS
CepBu1COoB

Junipe
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PeasnibHOCT®...

TopCode (includes selected Exception Releases) [ 15.1x5308x

[ 14.1X53 EXQFX
18.1

. Junos penussbl ¢
1 o N0AAEPXKKON
:'“ TeNeMeTpumn
0% .15:1
I 1500450k Mnatdopma Moppeprkka
e gy Lt B s s TeneMeTpun
40%+ Junos 142 S| 1 r2axessRx
12.1X48 SRX MX
12.1X47 SRX
"'.('E‘:;?‘s 12.1X44-5 SRX
20%- 142 PTX
Junos 123 (EOS) :;;
A 1LAE9 13:1 -132 QFX
EEBEEEEEEEEEREREREERE R R R R R RN
SRR TR O U TR N U A U NN N B N R O B O A AR REESEE X
> d I B B I B B -
SRX X
~35% 3akasumkoB HaxopgaTca Ha EOE wan EOS penmsax
EX X
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YT0 B MTOIE?

* GRPC/JTI TenemeTpus - ato
oyayliee. [laBaliTe ee NnpoaBuraTh :)

» [lns peweHus 3aga4 sKcnayaTaLmum
6yaeM ncnosb3oBaTh BCE
[OCTYMHblEe MEXaHU3MbI

* He Hy>XHO HM4ero XaaTb

* MHoro nHdopmauumm goCTynHO
Tonbko B SNMP/Netconf/CLI.

* HeT ocobon HeobxoanmocTu

noJly4aTb BCE AaHHbIX KaXKaple 2

CEKYHAbI

[Mlognep>xka TenemMeTpumn

Mcnonb3yemsble penmnsbl C
noaaep>KKomn TeneMeTpumn

YCcTponcTBa ¢ Noaaep>KKom
TenemeTpum
Hanunuune ceHcopos ¢
HeobxoaMMon nHpopmaumen

NHcTtannnposaHHas 6a3a Junos

© 2018 Juniper Networks JUﬂIPer | 7
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Tpu KNtoYeBble 3a4a4M SKCNJIyaTaumm

MOHUTOPUHT NoHnmaHune OencrBune

Kak Kakue pencrBus
Kakune aaHHble MHTepnpeTUpoBaThb U OOJKHbI ObITb NO
HY>XHbI? aHannM3npoBaTb 3TU pe3ynbrartam
OaHHbIe? aHanusa?

© 2018 Juniper Networks JUHLR§£ |



KapTuHa B LiesioM...

HeobxoammocTb nogaep><kum
HECKOJIbKUX UCTOYHUKOB TEJIEMETPUU U
onepaunoHHbIX COCTOSAHUM

ABTOMaTU3aLMs 3KCMIyaTauum
CETU N AUTHOCTUKM

Pa3znunyHble 3a4a4n AMarHoCTuKmM 1
NMONCKa HeMCI'IpaBHOCTeﬁ

DetexTu] parive DuarHoctuka MOHUTOpMHT U OLieHKa
poBaHue aHOMAIBHBIX NOT o

epo.
Traffic black hole Tpacuka Ha PFE wnn npoToKonos
habpuke mMapLipyTUsauum nepBonpUMH aHoMan: oy

Bbiuncnenme Heckonbkux

MoHUTOpUHI KIIO4eBbIX Nokasarenei

cocTosia BNG KPI Ans ouekw obiero cocromiin dxosanen. MoHUTOpUHT MoHumaHue OeicTBue
BbiABNEHNe aHoManui
[letekTpoBaHue H HI MpumeHerye npasun

TPUBECTH K €10 NOTepsIM AETEKTMPOBaKHUe aHoManwit

Onpegenexne Hanuims
Doasucarme owmGoK a PFE, kotopsie
PFE Fwedge NPUBOAST MM yXe
conditions) npuBeni k sasucanuio PFE

CKBO3HaR OUeHKa

Kak Kakue geiictBusn
Kakue b U AOMXHbI 6bITb NO
HYXHBI? aHanu3upoBath 3TH pesynsratam
AaHHble? aHanusa?

COCTOSIHMA CEpBUCOB.
(pseudowires, EVPN, etc.)

WHcTannmposaHHas 6a3a Junos

Appformix Healthbot
[MporpaMMUpyeMbIN MHCTPYMEHT AJ18 SKCMJlyaTaLum U
OMNarHOCTUKMU

© 2018 Juniper Networks Junieer | o
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AppFormix HealthBot




OcHoBHas cyTb MHCTPYMeHTa HealthBot

[NocTaHoBKa 3apgayn *  KoHTpOnb COCTOSAHMS CNOXHbIX CEPBUCOB U hyHKLUMI, Takmx kak BNG, PE, etc.

Be3 HealthBot

* KoHTponb v BU3yanmsauusa AecATKOB
M coteH uHaukaropos KPI.

* CunbHasa 3aBUCUMOCTb OT KOHTEKCTa

« CnoXHo And NnoHUMaHus

* [MpeameT pasnu4HOMN NHTepnpeTaLum
B 3aBUCUMOCTM O KaXaoro
KOHKPETHOro crneyuanucra

« OTcyTCcTBME AEUCTBUN

C ncnonb3oBaHuem HealthBot

KoHTponb coteH KPI

AbcTpakTHas PyHKLMA OLUEeHKU COCTOAHUA
C arperupoBaHHbIM NoOKa3aTesiemM
«300POBbA»

N'MOGkoe nporpammupoBaHue gepeBa
cocTosiHuA ¢ nomoLubo Playbook
Playbook obecneuunBaeTt
YHU(PMLUUPOBaAHHbLIA aHaNu3 COCTOAHUA
NMpocTon Ana NOHMMaHUA N NPUHATUSA
AanbHEeUWUX AencTBUn

Juniper |

Function health monitoring . JUI ]



OcHoBHas cyTb MHCTPYMeHTa HealthBot

[NocTaHOBKa 3aga4n * [marHocTtuka npobrnembl yCTPONCTBA NN CETU

Be3 HealthBot
UHXxeHepbl nocreaoBaTesibHO
3anycKarT AEeCATKU onepaLmoOHHbIX
KOMaHZA AN BbisiBNeHUsA
nepBONPUYMHLI
PaznuyHble MHXeHepbl MOryT
cnenoBaTb Pa3fiIMYHbLIM Npoueccam
MenneHHO, peakTUBHO U
NnpPoOTUBOpPE4YMBO
Pecypcoémko

C ncnonb3oBsaHuem HealthBot

« OnpeneneHue npouecca
AvarHocTuku B Playbook

* lpouecc Bceraa BbINOJSIHAETCA
nocnenoBaTesibHO U
HenpoTUBOpPEYNBO

* B pexunme pearnbHOro BpeMeHum,
PeakTUBHO U NPOAKTUBHO

« ABTOMaTU3MPOBAHO

Root Cause Analysis

ssssssss



OcHoBHasa cyTb MHCTPYMeHTa HealthBot

[NocTaHoBKa 3apgayn * [lpeBpaTuTb Nnoru B HAbOp NOMNE3HbIX SNIEMEHTOB U AENCTBUN

Be3 HealthBot C ncnonb3oBsaHuem HealthBot

* [lporpammupyembinn Habop npaBun
Ana o6paboTku n BU3yanumsaumm
noros

* YMeHblleHue Wwyma

+ 3apgencTBOBaHME Kpocc-Koppensauun
JIOroB U AAHHbIX TereMeTpumn

» [lpeBpalweHne Nosy4eHHbIX JIOroB B
HabGop aencTBUMA

* Tbica4m nor-cooOLLEeHUN
CnoxHo pacwudpoBaTb
Bbicokasi cTeneHb Lwyma
UHCTpYMEHTbI NnorupoBaHus
choKycupoBaHbl TOMbLKO Ffiorax
He ouyeBunaHble ganbHenwme
AencTBuA

Log File Analysis _JUﬂ”:)er |
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MOHUTOPUHI COCTOSIHUS CETU U CUCTEMBI JUNOS

CneuunanbHo
Opyrne kommep4yeckue AppFormix Health Bot pa3pabotaHHoe
npoAYyKTbI Ans nporpaMMMpyeMb|ﬁ| nporpamMmmMmHoe obecne4yeHue
MOHUTOPUHIa CeTun MHCTPYMEHT CeTeBOM AnA MOHUTOPUHra

akcnnyaraymm

*  OTKpbITble N HacTpanBaeMble Playbooks

*  OtcyTcTBME TMOKOCTM KMcnonb3oBaHue KOMMOHEHTOB
*  OueHb foporo coobLecTBa opensource  [wubko
* [llpuBsAska k nponssoanTernio «  Hert 3aBucumoctu ot npounssogutenss *  O4eHb foporo
(vendor lock in) « Togaep1Baemoe SApO U ABMXKOK *  CroxHo Ans passutus
« [lpousBoguTenb onpenensier npoaykTa N NoaaepKku
Ccrnocoobl NPUMEHEHNA e Jlerko pacmmpgeMbM

‘ «M13 kopoBKki» ‘ Anantuposannbii *  Huskas ctoumocTs BnageHus (TCO)

© 2018 Juniper Networks Enabling affordable customization. Juniper |

NNNNNNNN



Knroyesble aTpmnbyThl HealthBot

lNpexae Bcero —
nporpaMMmpyemMocCTb:
Ha ocHoBe Playbook

ABTOMaTM3auuA aKcnslyaTaumm ceTu:
aHanus NepBonpuYnH N aHanusa nor-pannos;
OeTeKTUpOBaHMEe aHOMarnum Ha OCHOBE MaLLUNHHOIO
oby4eHuns

HeckonbKo MCTOYHUKOB:
Tenemetpus, netconf, cli, cobbiTus

MacwTtabupyemocTb:
CoobuwecTBO: apXuUTeKTypa Ha OCHOBE
NCTOYHNKOM MUKPOCEPBUCOB
playbook
ABNSIETCS
LUMpoKas ABTOMaTM3auuA:
ayaunTopus yBEAOMITEHUS,
nHterpauus (kafka, slack,
webhooks)

JUNIPEr |



Playbooks: KntoueBble KOMNOHEHTHI

Cbéop DeitcTeue

Mporpammupyemsbie
Playbook pns
MOHUTOPUHra, Kakue

ABTOMaTU3NPOBaAHHbLIE

nporpaMMmMpyemsble Mporpammupyemas

aBTOMaTu3auuia c

pa6ouune npouiecchl
3aMKHYTbIM KOHTYPOM

ANArHoCTUKu

JaHHbIe ABNAIOTCA
UHTepecHbIMHM (Sensors,
NETCONF, Events)

© 2018 Juniper Networks JUHLR§£ | 9



[MTpnmepbl ncnonb3losanms - PLAYBOOKS

Protocols Health - OSPF, ISIS,

BGP, MPLS, RSVP, etc. Blackhole detection L2 Circuit health

Microburst System KPIs BBE subscriber health

Interface threshold & health Wedge detection L3 VPN health

© 2018 Juniper Networks JUﬂLR@! |
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LSP BLACKHOLE

,ﬂ,eTEKTVIpOBaHI/Ie, dHAJ/IN3 N KOPPEKLUNA




LSP BLACKHOLE : leTekTnpoBaHue

NpeHtTndunymposaTtk coctosaHus LSP Blackhole B ceTn u nepenporpammmpoBaTth Te LSP,
B KOTOPbIX TEPSAKOTCS MaKeThI

@ Reprogram LSP to fix @ Identify LSP Blackhole

]
S Qoo

Ingress Transit Egress

© 2018 Juniper Networks Junieer |,



LSP BLACKHOLE : lNceBnokon,

m:

Identify the Ingress
Router details and

Get the corresponding
LSP info from
RsvpSessionTable

Check if Pkts are
No dropped

Get Label

)

LSP Blackhole Detection Analyze and Co-relate Action

© 2018 Juniper Networks JUﬂIPer |
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MICROBURST

[leTekTUpOBaHME, aHaIMU3 NePBONPUYUHDI




MICROBURST : leTtekTnpoBaHue

NpeHTndukaumsa coctosaHmnsa Microburst

Ncnonb3oBaHue aaHHbIX TenemMeTpum - ceHcop QMON
NpeHTndukauma nutepdenica n ovepeaun, rae cayymacsa Microburst
[Monck nepsonpuymHbl BO3HMKHOBEeHUA Microburst

Queue O
Priority: Low

Queue 1

(o)
70% Priority: Low

© 2018 Juniper Networks JUﬂ”Der |
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CueHapum 1: Microburst B ogHOM o4epeam

Queue O

(o)
- Priority: Low

© 2018 Juniper Networks JUﬂIPer |
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CueHapum 2: Microburst ns-3a Bcnsiecka B opyrom ovepeam

Queue O
Priority: Low

Queue 1
Priority: Low

© 2018 Juniper Networks JUﬂIPer |
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CueHapun 3:
YBenmyeHme CKopocTu B 6os1ee NpuopuTeETHOMN ovepeam

Queue O
Priority: High

Queue 1
Priority: Low

© 2018 Juniper Networks JUﬂIPer |
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Go to next queue

MICROBURST : lNceBaokon

For all UNKNOWN-

For all Interface
Queues

a

n
»

CAUSE-QUEUES

(] ()
= =)
(5} (5}
= =
T (o
= Length S
° (MICROBURST- =
Statistical ML on Statistical ML on © QUEUES) == 0 ?? ©
No Buffer_Percent e Add to queue to list of

Not a real

MICROBURST-QUEUES
MICROBURST [

W Add to que to UNKNOWN- Because of microburst in
. CAUSE-QUEUES I MICROBURST-QUEUES
Step 1 Steg 2
Microburst Detection Root Cause Analysis for Microburst

© 2018 Juniper Networks JUﬂIPer | 16
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CKBO3HAA NPOBEPKA L3VPN

[leTekTUpOBaHME, aHaIMU3 NePBONPUYUHDI




CeTeBou ceHcop

C60p AaHHbIX C HECKOJIbKUX YCTPOMCTB
AHanus un Koppensayms AaHHbIX, NOCTYNALWMX C pa3HbIX YCTPOMUCTB

Hanpumep, npoBepKa pasHMLbI CKOPOCTU Nepegaymn/npuemMa NakeToB Ha Pas/INYHbIX TOYKaAX
Bk/oYeHus L3 VPN

Provider
I3vpnl Network

Geg-0/0/4
Ge-0/0/1 Ge-0/0/0

Ge-0/0/0 Ge-0/0/3
Ge-0/0/3 Ge-0/0/2

CE1l PE1

PE2 CE2

© 2018 Juniper Networks JUﬂLR@! |



0 HEALTH BOT
",/ 3 Playbooks

Name Apply Live Delete Synopsis

— interface- ; ,
‘p!ayt ooi 4 “ [ ] This playbook is to monitor the interface state check for anamoly
le2 '

4
[ ]

Isp
0 blackhole 4

E'f microburst

To check the Isp drop condiftion

. . . .
- ] o [ ] o check the MicroBurst condiftion on interface/queues
ospf- F ]
T Ith of f h h
Jagnostic 4 “@ ~ o check the health of ospf neighborship
system-
kpis- 4 “ [} System key performance indicators

playbook
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[MPOIMHO3MPOBAHUE

Ha OCHOBE npowsaoro O6yquI/IFI




[TlporHo3mnpoBaHue

N3yuyeHne nctopnyeckmx JaHHbIX
Co3paHue 6,10KOB JaHHbIX Ha OCHOBE NEPUOANYHOCTU LLIAGIOHOB

BM3ya}'IM33LI,M$| MCTOPUHECKUNX OaHHbIX 1 NMPOIrHO3a

MporHo3upoBaHve B ByayLiem
Ha OCHOBE paHee U3y4eHHOro

m—>»x —HXT

© 2018 Juniper Networks Juniper |
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0 HEALTH BOT

T X

» Sensor tables

) Field tables
» Prediction tables

* Rule evaluation tables
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AOPYTUE SAOAYN U PELLEHWNA




NeTekTnpoBaHue n peakumsa Ha Route HiJACK

Based on the info from vMX09, Healthbot can
detect “route hijacking”,
“when AS Path is not match “64512 1$” then take

Appformix

Set configuration on vMXO01 in order to advertise

a more specific route than the hijacked route.
1.0.0.0/25
1.0.128.0/25

Healthbot

action”

<
Mimen

. iAgent
\

\
\
\\1 Netconf

\
\
\

1.0.0.0/16 - 1.4.0.0/16 . va09\B‘G\P Table N etW or k
2.0.0.0/16 Hijacked Route - ! Prefix/Prefix Length AS Path
1 N
| 1000/16-14.0.0/16 645121
2.0.0.0/16 Hijacked iggggi - i 1.000/24 N 64512 100 |
Route S gts i 1.1.00/24 * 64512 100 |
1.0.0.0/24 - “eBGP \

.0.0/24

\

vMXO01 only sends vMX09 KDDI local route only. (1.0.0.0/16 —}:4.0.0/16)
If route hijacking occurs, vMXO01 also send hijacked routes. \

(Because hijacked routes is originally KDDI own routes.) \\

2.0.0.0/16 e
More specific route < 7 7 - 1000/16-1400/16 1.0.0.0/16
Hijacked eBGP  1.0.0.0/25 < 1.1.0.0/16
Route 1.0.128.0/25 AR - - SR(USIS/MPLS) -------------e-= 1.2.0.0/16
1.0.0.0/24 - i.z.g.gﬁg
1.1.0.0/24 eBGP _- \ A4.0.
- More specific routes iBGP
- 1.0.0.0/25
1.0.128.0/25
36

© 2018 Juniper Networks
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OTnagKa NpoTOKOJI0B MapLUpyTU3aLmum

NaeHTudmkauma npobaem, CBA3aHHbIX C MPOTOoKo1aMu, Hanpumep ¢nansl OSPF, BGP

[MomncK nepBonpuYMHbI MO Mepe AeTan3auum cTaguini pacnpocTpaHeHns MapLIpyTHOM MHopMaLmn 1

06paboTKM NOTOKOB TpaduKa

show ospf stat
show ospf nei detail

......

Kernel:

show system process exten
show system virtual-memory
Chassis:

show chassis routing-engine
show chassis fpc

------

------

© 2018 Juniper Networks
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[Mpouecc otnagku/gnardHoctnkm OSPF

Control RPD - Kernel - :
RE PPM - PFE - PFE
Host Path OSPF Ukern Host Path
Data PFE jnh XM ASIC LU ASIC PFE System F2
Plane Interface

© 2018 Juniper Networks JUﬂIPer |
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HealthBot - ocCHOBHblE KOMMNOHEHTbLI a/ITOPUTMA

OueHKa
COCTOSAHUMN

MpaBuna
OLLEHKU

Hencreuns

OpHoMmepHas Koppensauusa KPI

if ($temperature > 80) ||

if ($mem > dynamic threshold)

MpocTbie npaBuna OLUEeHKU

if (condition)
then:
flag RED
flag YELLOW
flag GREEN

MpocTbie pencrems

if (condition)

then:
<simple/complex eval>
send-notification

Koppenauus mexkay nonsmu

if ($in-packet-rate <
Sout-packet-rate)

Cno>xHoe AepeBo NMPUHATUA
peLueHuni
if (condition)
then:
RCA

e
=

JencTema Ha yCTpoMUCTBe

if (condition)

then:
<simple/complex eval>
configure-on-device

Koppensauus mexxay
YCTPOMUCTBaAMMU

if (device-1.$in-packet-rate <
device-2.S$out-packet-rate)

AeTtanusauyus

if (condition)
then:
ZOOM-IN

ZOOM-OUT

3aMKHYTbIN LUK
aBTOMaTu3auuun
if (condition)
then:
<simple/complex eval>
web-hook
write-to-Kafka
RUN-PYTHON-SCRIPT

Junieer |




ApXNTEKTYpa 3aMKHYTOro KoHTypa aBToMaTtn3aumum HealthBot

OYHKUMN MOHUTOPUHTa
COCTOSAHUI (

AHarn13 nepBonpUYMHbI

Programmatic

access
AHanus nor-cannos

Netconf
REST API

0 Hencteune )

Onpenenfiemble nonb3oBaTesiemMm
DyHKLUMW/AENCTBUS

CTOpOHHME

NPUNoXeHnd
aHalimsa

e XpaHeHue )
Notifications: slack, emai

CTOpOHHME cUCTEMBI . Time series DB
npoBWxkMHMHra / NMS -

YpoBeHb c60pa AaHHbIX
UHdpacTpykTypa Net

TenemeTpum JTI oC Cont CcLI SggS'

© 2018 Juniper Networks JUﬂLR@! |



* nnaHupyeTcs

HealthBot n cny>k6a noaaep>Xkm nosib3oBaTesIen

,ﬂ,OI'IOJ'IHMTGJ'IbeIm MHCTPYMEHT NPOaKTUBHOIO CEPBUCA

( Juniper Customer Service )

+ Mpenocrasnexve
crneumdmnyHbix playbook
fopew B o oF o + OGHoBneHwe playbooks.
' S «  ConocraeneHue KB/npobnem B
B playbook
7 RESTAPI

DYHKUMW/ AEACTEMA

Notifications: slack, emai

“KHonka no3soHuTb B Call JTAC”
OTy4eT B Kelnc
Hoctyn k KB

YpoBers cbopa ganHbIX
WHdpacTpykTypa o Otyet
TenemeTpun JT OC || &5 § cu SDY;' o

© 2018 Juniper Networks JUHLR§£ |



Ncnonb3oBaHue Playbook

@Paspa6on<a ) C repenava e ) @ 3arpyaka B HealthBot npunoxeHue ) ( MpumeHeive Ha)
coobLecTBo yCTPOMCTBAxX

P —"\ 7 ol
o OSPF
SR - Playbook . ol (. l
FEee Healthbot playbooks Playbook B ® S = o
Github repo X \ ®/
& -~ =
*  Juniper developers BNGs .
*  Juniper PS « API
* Partner o Core
*  Customer

Customer Service offerings

C MaCLLITa6I/IDOBaHVIeZ CO34aHNe HECKOJTbKMX IK3EMIITAPOB U KOHTGIZHGpOB )

OSPF OSPF OSPF
Playbook
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[MpoekT HelathBot Rules B Github

& C (Y @& GitHub, Inc. [US] | https://github.com/Juniper/healthbot-rules * ® o @ ¥ Ouwnbka G

Pull requests Issues Marketplace Explore

£ Juniper [ healthbot-rules Frivate @®© Watch~ | 31 *star 2 | YFork 14
<> Code Issues 0 Pull requests 8 Projects 0 Wiki Insights

No description, website, or topics provided.

D 50 commits ¥ 3 branches © 0 releases 22 2 contributors
Branch: master v New pull request Create new file  Upload files = Find file
ayushgithub development to master release september 21th 2018 Latest commit fe224f5 23 days ago
B community_supplied Rename Readme.md to README.md 6 months ago
| juniper_official development to master release september 21th 2018 23 days ago
[ .gitignore fixing .gitignore 6 months ago
[E) README.md Update README.md 5 months ago

README.md

How to write rules

Please follow the DATA model user guide present here. Submit only the .conf files
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BcTpoeHHasa KoHconb ynpassieHns HealthBot

Playbook Builder CLI

description "This rule collects bgp session carrier-transitions count periodically and not
ifies in case of anomalies";

sensor bgp-sensor {
synopsis "bgp open-config sensor definition";

description "/protocol/bgp open-config sensor to collect telemetry data from network d
evice";

open-config {

sensor-name /network-instances/network-instance/protocols/protocol/bgp/;
frequency 30s;
}

field established-transitions {
sensor bgp-sensor {

path /network-instances/network-instance/protocols/protocol/bgp/neighbors/neighbor
/state/established-transitions;

}
type integer;
description "This field for session down or flap count"”;

}
field flap-count-threshold {
constant {

value "{{max route_ flap count_threshold}}";

root@e6c5b7b396df> show configuration iceberg topic protocol.bgp
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