.............
.......

. aestoae
PRl

e SEITS *%2s
it e PRGN e
............
..........

geots

L
o
,,,,,
4 R Lt A
.......
''''''''

. W

i .

°
°
%"

.
2
et oo’
.
0

e

" b

.........
,,,,,,,,,,,,,

I e [l UL R

o v

' A
o
,,,,,,
.......

TR | et e (RS
..........

.......
il o ertilin? L &2

— N JUNIPER NETWORKS B |
CONNECTED SECURITY | s =

/,)-‘

5 .
Peeesoevs” B, 002

— SLUeNIOHMPOBaHHas!, aBTOMaTU3MPOBaHHAs “
B N MHTENNIEKTYa/IbHAsA apXUTEKTYpa B | - =
=3 Masen XKneos | | st
........ CUCTEMHbIN MHXeHep, pzhivov@juniper.net b *
JUNIPEL | Summit——



NAHOLUAOT YITPO3 NMPOOOJIKAET
OVNBEPCNOUNLIMPOBATBCAH

OBJ/IAKA 3AXBATBIBAIOT SATPATBI HA MPOB/IEMA Ne1 MPOBAJIOB
S NPOTUBOIENCTBUE il L
YIPO3AM PACTYT

Workloads 3
50 /O [aaS B o61aKkax Mu1nMapnos MWJ1JINOHOB

K 2020 rogy 6yaeT NoTpayeHo Ha 60pbby C HexBaTKa npodeccuoHasnos no Nb
Nno BCeMy MuUpy

KnbepnpecTynHocTbio K 2022 (15C2)

(Mccnenorarive Juniper Networks)

loT PACLUNPAET YIPO3bl CTAHOBATCA KMUBEPIPECTYTIJIEHNA -
MJOLWALb ATAK BOJIEE M3OLWPEHHbLIMI 2TO Y>XKE MHOYCTPUA
o
68 * 767
® MWUIMapA0B

y aTaK ocTalTCcA
NOJKHOYEHHbIX YCTPOMNCTB K

- H€O6H3pY)KeHHb|MM aTaKdl;/IOTMBVIpOBaHbI
MHAHCOBO
(Statista) MecCAUuaMU U OaXKe O0J1bLLe (Verizon DBIR 2018)

(Verizon DBIR 2018)
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NAHOLUAOT YITPO3 NMPOOOJIKAET
OVNBEPCNOUNLIMPOBATBCAH

Blackhole? CTATMCTHKA NOTOKM SAINbI BE3ONACHOCTb  HACTPOIKM Buiiti

ABTOO6HOBNEHME: 5 CEK.

CTATHCTHKA SKCIONTI 3ATPY )
FnoGanbHan cTarucTHka
JavaX > 584
3ABECH MEPVOA 0/ * 3a 00cu Nepho, 4474 Beer 3 Yhuk Sarpys
1 0.32 0 4 sovasws > - Sasacunepmon secero ) 195 ® = [
13289 xuul 11506 xocTe 1187 zarpyzkn @ NPOEME & o 1 280/0
> 108 .
- G JavaDES > 2
. ) -4333url. )4, { =27
A CErOa 11.55% & MDAC > - GET url for traffic: | http://198.100.149.127: u 7: 3&pk=2: |
3013 xutsl 2760 xocTsl 300 zarpyzkn @@ MPOEMB MoApoGHAR CTATHCTHKA
CTPAHbDI XnTbl XOCTbl 3ArpY
— T CTPAHBI(TOP 10)  BCEFO  YHWK  3ATPY3KM ¥ | [TocTor 10) BCETO  YHUK  3ATPY3KW v
S United States 12417 10981 1119 oN 2344 108 6 0.54% WINDOWS 7 1595 565 16 2.83%
= AU 1407 330 7 212% WINDOWS XP 1525 885 10 113%
= Brazil 154 101 9
LI e = £ ™ 251 192 4 2.08% OTHER 1160 1 0.23%
DENIS > 13285 11505 1187 1032 @ ok I 83 5 E us 169 a3 1 1.08% WINDOWS 8 97 42 0 0%
i 3 3 7 e e Japan 47 9 3 HK 167 134 4 2.99% WINDOWS VISTA 86 3 o %
B0 Mexico 37 % 0 - 18 9 0 % WINDOWS 2003 2 2 0 0%
= : sG 15 1 1 9.09%
EPAVAERL XATLL  KOCTEI  SATDYION 86t = = Argentina 31 2 2 4 N n . - PEGEPANBI(TOP 10)  BCEFO  YHUK  GATPY3KW v
A ALTERCOM.COMAU 4262 1891 25 1.32%
© chrome » 273 218 485 225 @ = Bulgaria 31 10 0 My 12 10 0 0% e o S o =
B Mozila > 104 72 1 1571 @ = Ixianedy ] 7 5 se L L4 : 14.29% ) | 198.100.149.127 4 2 0 0%
@ Firefox > s33 4847 sst 119 @ Bl Romenka 2 15 0 EEAYSE R 0P 0) NE OV O S IV AV VoK B ¥ | (Ccennepnt BCEFO  YH/K _ 3ATPY3KW v
0 o> == - . e A - - 0 CHROME 21.0.1180 929 501 00%
e CHROME 28.0.1500 765 25 o 00%
@ vsEE > 2 w7 251 @ 3 Phllepines 2 i 1 MSIE 8.0 27 19 1 5.530%
@ safari > 1287 1102 1 1.00 @ =] Israel 2 14 2 OPERA 6.0 309 161 0 00%
fe Chie i é i FIREFOX 3.6.3 282 1 [ 00%
3 OTHER 230 m o0 00%
oC XUTbl XOCTbl 3ArPY3KM 9% t - e == Singapore 18 15 0
MSIE 10.0 224 120 9 7.50%
£y Windows 2003 21 18 5 27.73 G = Hungary 8 u 0 MSIE 7.0 207 155 1 0.650%
#A Windows 2000 41 2 4 18.18 @ Lpyroe 327 41 MSIE 6.0 165 81 0 00%
3 FIREFOX 22.0 140 53 0 00%
A tinux 179 143 19 13.45 @
-. S & v
&9 Windows P - — — e | BATA__ KONVMECTBO | |T3CANONTBI  3ATPY3KV

JAVA_PACK

25
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EECCDAI/U'IOBI:IE ATAKNV

Poweliks, PhaseBot
* Duqu 2.0, Kovter

* Powersniff, PowerWare, August
* PoshSpy

» Operation Cobalt Kitty

* Ramnit 6aHkoBckuM Trojan

* Ursnif Variant

* Sodinokibi

N npo4ne, npo4me, npoyme

© 2019 Juniper Networks JUDLB\,Q!‘ ‘ 4



AHTUBUPYCHBbIE ATEHTbBI HA Y3J1AX CTMACAKOT HE BCETI'OA

3noyMbILNEeHHUKN/

3

INTERNET
BPEOHOCHbIE pecypcbl == )

MexceTeBon akpaH (MJ)
nepumeTpa

KommyTaTopsbl
arperauum

KommyTaTopsbl .
pocTtyna == — k1]

mge

i

Cucrtema ynpaBeneHus
(Tonbko MJ)

%

CETb NPEONPUATUA

© 2019 Juniper Networks
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BEECOANTOBbLIVI BPEOOHOCHbIN KOA. MPUMEP (1/3)

[Mpumep aTakun. [locTaBKa 1 3anycK

%

* [Nonb3oBaTenb NosyyaeT
OULLMHIOBOE MUCBMO C
nokymeHToMm MS Office,
KOTOPbIN COAEPXKUT MaKpPOC

* MakKpoc He UMeeT ABHbIX
NPWU3HaKOB BPe,OHOCHOI 0
KoJa 1 He onpepenseTcs
KJ1aCCUYECKUM
aHTMBUPYCOM

© 2019 Juniper Networks

DEA-1703102203.doc

Analyzed on March 9th 2017 08:00:30 (CEST) running the Kernelmode monitor and action script Heavy Anii-Evasion  Threat Score: 88/100
Guest System: Windows 7 32 bit, Home Premium, 6.1 (build 7601), Service Pack 1, Office 2010 v14.0.4

Report generated by VxStream Sandbox v6.20 & Payload Security Labeled as: Macro Agent
@ Sample (109KGB) @ Downloads~ | W VirusTotal Report | G Re-analyze

Incident Response

AV Multiscan: 16%

@ Risk Assessment

Persistence  Modifies auto-execute functionality by setting/creating a value in the registry
Spawns a lot of processes
Fingerprint Found a dropped file containing the Windows username (possible fingerprint attempt)
Reads the active computer name
Reads the cryptographic machine GUID
Reads the windows installation date
Evasive Executes WMI queries known to be used for VM detection

Network Behavior Contacts 1 host. View the netwaork section for more details.

Juniper

NETWORKS



EECOAMIOBbLIVI BPEAOHOCHbLIV KO, MPUMEP (2/3)

[Mpumep aTakun. [locTaBKa 1 3anycK

+¥

* [lpoBepka Ha VirusTotal
MOKa3bIBaET, YTO
601bLUMHCTBO AHTUBUPYCOB
€ro TOXXe HE «BNOAT»

SHA256: 12a7898fe5c75e0057519f1e701905d0975c5¢che49c48ab91dafiicc09ea8a30

File name: court.doc
piEEEEEg

Detection ratio:® 9/56 =
.I EEEEEN

Analysis date: 2017-03-08 19:14:52 UTC ( 3 days, 13 hours ago )

= Analysis @ File detail © Additional information @ Comments a ) otes

Antivirus

AVG

Avast

Avira (no cloud)
Clamav
ESET-NOD32
F-Secure
Fortinet
Qihoo-360

ZoneAlarm by Check Point

Result

WITMPWS

MOAT:Downloader-Y1 [Trj]
HEUR/Macro.Agent
Win.Trojan.FowerShell-10
PowerShellTrojanDownloader Agent AP
Trojan:Wa7M/MaliciousMacro. GEN
Wi/ Agent APUrdldr
heurmacro.powershell x

HEUR:Trojan-Downloader.Script. Generic

Update

20170308
20170308
20170308
20170308
20170308
20170308
20170308
20170308

20170308

© 2019 Juniper Networks
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BEECOANNTOBbLIVI BPEOOHOCHbIV KOA. MPUMEP (3/3

[MpuMep aTaku. 3akpenaeHne n NCNoJIHeEHNe

e AX A

e
w-a- 5

e x X »

38 aagoce| asbceor AaBbC AaBOG AaBb( Assbect

e

& sl

The program 't decrypt content bacausse MSVCRILO.A1 st

)

Microsoft®

NLL:

o e e e T
HTTP 138.201.75.227 jv2f?action=getCommandgid=30
HTTP 138.201.75.227 Jv2f?action=saveResuitBid=308md=39Gres=
HTTP Tunnelto 138.201.75,227:4432
[El 51 200  HTPS 138.201.75.227:4432  [865DI9\49VV3ChYI 7812V App0ZAGbOBCLKWYM3fFGaH L_mKIFKM... 958,531
irchhstaged.hex hd — m} x
o Search VWiew Debugger Options Windows Help
= v By iy [N ) Q@ Aol Frdm X p O Ovodebugger v % g Transformer | Headers | TextView | SyntaxView | ImageView || HexView | Webdiew | Auth | Caching | Cookies | Raw | ISON | XML |
o 00000000 4B S& 54 S0 2F 31 2E 31 20 32 30 30 20 4F 4B 0D OA 43 6F €E 74 65 GE 74 2D 54 75 70 65 34 20 61 EITB/1.1 200 OK. Content-Type: = A
00000020 70 7O &C &5 €3 1 74 €9 F €E 2F GF 63 T4 €5 T4 2D 73 74 72 65 61 6D 0D OL 43 €F 6E 6E €5 63 74 pplication/octet-stream.. Comnect
00000040 69 €F 6E 3A 20 4B 65 €5 70 2D 41 €C €% 76 €5 OD OA 53 65 72 76 €5 72 3R 20 41 70 €1 63 68 5 OD ion: Keep-Alive. Server: Apache.
n [ Data Il Regular function [ Unexplored [l Instruction | External symbol 00000060 OA 43 6F 6E 74 G5 6E 74 2D AC 65 GE &7 74 68 3A 20 39 35 38 35 33 31 OD OA OD OA 4D SA E8 00 00 _Content-Length: 958531
o8 x ~ - 00000080 00 00 5B 52 45 55 89 E5 81 C3 74 17 00 00 FF D3 81 C3 85 80 OE 00 85 3B 53 &A 04 50 FF DO 00 00 IREU. &Rt ;
wd Brcaveva 8  Dltexven-10  [Estuces 0 Enums [ Imwm_D EE’W"‘T’ a : 000000RD 0O 00 00 00 0O 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 F8 0O 00 00 OE 1F BA OE 00 e ieiiiiaiE
-~ assume es:nothing, ss:nothing, ds:nothing.a 000000CO B4 09 CD 21 B8 01 4C CD 21 54 68 69 73 20 70 T2 €F €7 72 €1 &0 20 &3 &1 &E &E &F 74 20 €2 &5 20 LI!This program c:
“ | up dec abp 000000EO 72 75 E 20 €3 6E 20 44 4F 53 20 €D 6F 64 €5 2E 0D 0D OR 24 00 00 00 00 00 00 00 F4 IF 53 1A BO $
* | 5p pop edx 00000100 7E FD 45 BO TE ED 45 B0 7E FD 49 F& 2F 1C 43 5D 7E ED 45 F& 2F 22 45 AF 7E ED 45 F6 2F 1D 49 0B
* | Es 00 oo 0O @@ call a5 00000120 TE FD 43 €D 07 1D 43 3F 7F FD 49 BQ 7E EC 4% &3 7E D 43 B3 06 6E 43 Al TE ED 43 B9 06 7E 49 B1 JI°wEIewjI®.nl;wjIs.~It
o | cp i 00000140 7E FD 43 BD 2C 22 43 B1 7E FD 49 BD 2C 1D 43 AA 7E FD 43 BD 2C 21 43 Bl 7E FD 45 BD 2C 23 49 B1 T, Ta~3TH, |T4~3T, §1+
N pop ebx 00000160 TE FD 45 52 €3 63 68 B0 7E FD 45 00 00 00 00 00 00 00 00 50 45 00 00 4C 01 04 00 83 36 A7 58 00
.52 push edx 00000180 00 0O 00 00 0O 00 00 E0 00 02 21 0B 01 OC 00 00 EA 05 00 00 02 05 00 00 00 00 00 CA 85 08 00 00
45 inc ebp 00000120 10 00 00 00 00 OA 00 00 00 00 10 00 10 00 00 00 0Z 00 00 0 00 00 00 00 00 00 00 04 00 00 0O 00
® |55 push ebp 000001CO 00 00 0D 00 10 OF 00 00 04 00 00 BF 23 OF 00 0Z 00 00 01 00 00 10 00 00 10 00 00 00 00 10 00 00
“ | 89 E5 nov ebp, esp 000001EC 10 00 00 00 0O 00 00 10 00 00 00 50 CZ 0C 00 E4 09 00 00 34 CC OC 00 A0 00 00 00 00 00 00 00 00
2|81 ca 77 9o 0o add - ebx, 17740 53900220 00 G0 00 00 03 0O 6 00 00 50 00 0O 60 D 00 05 G0 00 50 60 6D 00 G0 00 05 60 00 D FA o 00 40
. . 2
.| FF D3 call ebx i BxB668177D 00000240 00 00 0D 00 00 0O 00 00 0O 00 0O 00 00 OA 00 00 03 00 0O 00 0O 00 00 00 00 00 00 00 00 00 0O 00
. | 81 C3 85 80 OE 60 add ebx, BES085h 00000260 00 00 00 00 0O 00 00 00 00 00 00 2E 74 &5 T8 T4 00 00 00 2A ES 03 00 00 10 00 00 00 EA 03 00 00
. | 89 38 mou [ebx], edi 00000280 04 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 20 00 00 &0 2E 72 &4 61 74 61 0O 00 €A DC 02 00 00
53 push ebx 00000220 00 OR 00 00 DE 0Z 00 00 EE 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2E 64 €1 74 €1
v 000002C0 0O 00 0D CC &7 01 00 00 EO OC 00 00 30 01 00 00 CC OC 00 00 0O 00 0D 00 00 00 00 00 00 00 0O 40
0000001D 0§02001D: =eg000:0608001D (Synchronized with Hex View-1) v 000002E0 00 00 €O 2E 7Z &5 €C 6F &3 00 00 B4 9B 00 00 00 70 OE 00 00 5C 00 00 00 FC OD 00 00 00 00 00 00
00000300 00 00 0D 00 0O 00 00 40 00 00 4Z 00 00 00 0O 00 00 00 00 00 00 0O 00 00 0O 00 00 00 00 00 00 0O
< > 00000220 00 00 0D 0O 00 0O 00 00 0O 00 0O 0O 00 00 00 0O 00 00 0O 00 0O 00 00 00 00 00 00 00 00 00 0O 00
ANANNZA7 AN AR AN AN AR AN AR AA_0N AR AN AR AN AN AR AN AA 00N AR AR AR AN AN A AN AA A 06 AR AR A
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TPAANLMNOHHAS MHOPACTPYKTYPA
CErOaHS

o
3noyMbILLNEHHNKW/ E’g INTERNET

BPEOHOCHbIE pecypcbl == )

MexceTteBon akpaH (MJ)
nepumeTpa

Cunctema ynpaBneHus
(Tonbko M3)

KommyTtaTopsbl

arperaummu @
KommyTaTopsbl
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BPEOOHOC HYJIEBOI'O AHA NMPOTWMB JUNIPER CONNECTED

SECURITY
INTERNET

3110yMbILLNEHHUKI/ ‘2’0
BPeOOHOCHbIE Pecypchbl S

MexceTeBon akpaH (MJ)
nepvmMeTpa

KommyTtatopbl
arperauum

KommyTtatopbl

goctyna
I- @ l‘L
CETb NMPEAMPUNATNA
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BPEOOHOC HYJIEBOI'O AHA NMPOTUB JUNIPER CONNECTED
SECURITY

INTERNET SkyATP/JATP HaHHble Threat Intelligence:
- Command & Control (C&C)

"m.a|lwaredomainlist
= Blocklist.de

Eiansomware Tracker
N|

3noymblneHHnKu/ E’z
BPEOHOCHbIE pecypebl == )

vV VY

MexceTeBon akpaH (MJ)
nepumeTpa ——— D

POLICY ENFORCER

“ Feed
:_: Connector

Security Director

KommyTtatopbl
arperauum

KommyTtatopbl
Aoctyna ===k

@ CETb MPEANPUATYS

© 2019 Juniper Networks JUDLE‘NQI‘ ‘ 11




BPEOOHOC HYJIEBOI'O AHA NMPOTUB JUNIPER CONNECTED
SECURITY

BpedoHoc ob6HapyxeH!
= ,
3noyMmbILLNEeHHUKIN/ E’g INTERNET SkyATP/JATP HaHHble Threat Intelligence:
BPEOHOCHbIE pecypebl == ) - - Command & Control (C&C)

cepBepsl

- Malwaredomainlist

- Blocklist.de
MexceTeBoi skpaH (MJ) - Ransomware Tracker
nepunmMeTpa

<
POLICY ENFORCER
Feed

KOMMyTaTOpr Connector
arperauuu Security Director
KommyTtatopbl 4
aoctyna E -

@ CETb NPEONPUATUA

© 2019 Juniper Networks JUDLE‘NQI‘ ‘ 12




NENCTBNA HAL WHOUNLUNPOBAHHBLIMU Y3/TAMU

e —— « BlokMpoBaTh, MNepesoanTs B
Firewall Policy Modify Threat Prevention Policy @ KapaHTWH U MOHMTOpMTb
., . " AamuHuCcTpaTOp nosydaeT
’""I - yBeJoMIeHne 06 MHOULIMPOBAHUN U
ey MHOPMaALMIO O TOYKE MNOAKIHOYEHUS
Profiles
| Qe oy "“" 3apa*XeHHOoro y3aa: nopT
R - KOMMyTaTopa, TouKa goctyna WiFi...
reereet e .. * PeX1M MOHMTOpPMHIa 0COBeHHO
: o aKTyaJieH TaM, rae Heb3A
: =R 6J10KMPOBATb Y3/1bl, HANPUMED,
T s e n e e po60Tbl HA AMHUK COOPKK NN
HTTP File Download (3 - ) 3f|eMeHTb| MHAYCTpmaﬂbe|X CeTel;’I

© 2019 Juniper Networks JUﬂIPer ‘
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BPEOOHOC HYJIEBOI'O AHA NMPOTUB JUNIPER CONNECTED
SECURITY

BpedoHoc ob6HapyxeH!

3noymbinerHky/ [~ g 3 INTERNET SkyATP/JATP AaHHble Threat Intelligence:
BPEOHOCHbIE pecypebl == ) - Command & Control (C&C)

cepBepbl
- Malwaredomainlist
- Blocklist.de

- Ransomware Tracker

vV VY

MexceTeBon akpaH (MJ)
nepvmMeTpa

<
POLICY ENFORCER
(Mt Feed
Ciinector
KommyTtatopbl -
arperauuu Security Director
—
KommyTtatopbl 4
aocTyna : E -

@ CETb MPEANPUATYS

© 2019 Juniper Networks JUDLE‘NQI‘ ‘ 14




AYTO ECJIM KOMMYTATOPbBLI/WIFI HE JUNIPER?

3noymbILLNEHHNKK/ 3
BPeOOHOCHbIE Pecypchbl S

MexceTeBon akpaH (MJ)
nepvmMeTpa

KommyTtatopbl
arperauum

KommyTtatopbl

pocTyna
@@

INTERNET

SkyATP/JATP HaHHble Threat Intelligence:

- Command & Control (C&C)
cepBepbl

@ - Malwaredomainlist
- Blocklist.de

vV VY

R

- Ransomware Tracker

POLICY ENFORCER

‘A. Feed
Q Connector

Security Director

v" Cisco ISE
v" HP Aruba ClearPass
v" Forescout CounterAct

v" PulseSecure

: AAA-cepBep:
RADIUS +802.1x
@
' ‘ CETb NPEOMPUATUA
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MUHUMN3NPOBATD

¢ PUCK

* [lpegnosiaraeM, YTo Yrposa y>kKe BHYTpU

 ObecnevynTb AETEKTUPOBAHUE U
NPUMEHEHUE MOJZIMTUK B KaXKA0MN TOYKE
ceTun

* [lpUHATL CyLLEeCcTBOBaHUE YSI3BUMOCTEN B
Ka>X[10M 3/IEMEHTE OKPY>KEHUS

* Pa3po3HeHHble NPOoAYKTbl 6€30MacHOCTU
He Bceraa spPeKTUBHbI

Junper |



JUNIPER CONNECTED SECURITY

BNOETb ABTOMATU3NPOBATb
'M QIETCSNRK ; ﬁ‘w

714E]NNEC o -
jeruiRé =
1 . 2
- [PRUCESSING] .
_7 "fﬁit;iraf By PN

r@ /HACK ATTEMPT F nILED

«  Co6bITus 6e30MacHOCTY U O6Hapy>«eHue, Koppenaumsa 1 « M30n5ums 3apaxKeHHOro y3/1a
_ aHa/IMTHKa
» paHHble Threat Intelligence ot

pa3HbIX Npou3BoaUTENEN

* Hentpanmnsaums B 0AUH KUK
OTpaenenuve yrpos ot P H A

MHGOPMALMOHHOTO LyMa * WHTerpauus c Apyrumm BeHaopamm

BUOETb 5 3HATH NEVNCTBOBATb

3AWNLLIATD

© 2019 Juniper Networks _JUD!‘E‘NQ}F ‘ 17




NMHOPACTPYKTYPATOTOBAA NMPOTUBOCTOATD
YI'PO3AM

Juniper Connected Security

—/ ‘T Q
ATP Cloud
g Juniper ATP ou N Pulse Secure

Appliance | = | \ I =~ ForeScout

0 e D
EDR/EPP g ( WiFI \ g Carbon Black. W A/ P |
L, = : Juniper /JuniperJSA SIEM

i Security
Access/Edge CropoHHue  aruba | Juniper EX @ 4P | Director....... ‘
KOMMYT‘?;-EK: | [ | I - I Juniper Policy Splunk>
Juniper ATP " ""_ Enforcer .
Appliance Data Center i = adar
BEle«— v () ArcSight<t
Juniper
I QFX5200 =) CISCO.

aW% l@l ----------- M paloalto

I==— 1@, AAzu re

Juniper T ARISTA - T —
Juniper VSRX QFX5200 - Juniper MX Juniper SRX % Juniper vSRX
NOTE: Hitless upgrades o
[ TV 4 H
dOCer @ pu @ Google Cloud Platform
Juniper cSRX NUTANDX. Juniper vSRX

L]
3{%‘: -- |_|l\/licr(3isof't
er-
vmware KVM .- ’
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JUNIPER SECURE ANALYTICS SIEM

NcTouHuKM MpepynpexaeHus 06
NaHHbIX 00 yrposax

yrposax
Logs & Risk Manager
Netflow

Koppensauusa aaHHbIX U

1]

D
i

a
==

[
[—] — User Behaviour
% AD/LDAP % % Analytics
p— JSA SIEM \ MopenupoBaHue u
E KO;g_zroépciLémm CUMYANALUSA YIpo3

OueHkKa
ba3sbl gaHHbIX yassumocTen (VA)
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JUNIPER SECURE ANALYTICS SIEM

I Dashboard [elEHEEES og Activity  Network Activity Reports  Vulnerabilities  Admin
Show Dashbosed: | Daily Overview [] [CNewDashbosrs [/ Rename Dashbosra @) Delate Dashbosrd  Add item... ¥ Next Refresn: 00:0020 Il & @
Internet Threat Information Center m Most Severe Offenses m Top Log Sources (Event Count) m |
Offense Name Magnitude 0% 19/14/15 5:05 AM - 9/14/15 11:05 AM
Current Theoat Levet Local IRC Server Detected containing ChatiRC —— % ] 7%
b i o IRC Server Detected containing Chat R — e
ALENTO IR r hatl —_—
Last updated Sep 14, 2015, 10:58:18 AM Local IRC Server Detected containing ChatIRC — 4%
* Multiple Adobe Flash Player code execution vulnerabilities Policy; Remote: Clear Text Application Usage containing MailPOP 6%
* glibc gethostoyname buffer overflow vulnerability i ’
Top Applications Outbound to the Internet (Total Bytes) (G 8 X e
* Microsoft Windows OLE Automation Arrav Remote Code Execution 10%
> Aol ooy I Micsos i Ao Eoviits Goda s ResetZoom 9/14/15, 950 AM - 9/14/15, 11:02 AM J %
s 3 300M 13% %%
* Microsoft Windows OLE code execution
: - ; T ¥ Legend
é 200M System Notification-2 :: vmibm7066
Top Authentication Failures by User (Event Count) 5 % X} é Wl Heath Metrics-2 - vmbm7065 [l Asset Profier-2 - vmibm7068
@ Ml snort @ wotverine SN Audit-2 - vmbm7065
6 9/14/15 5:03 AM - 9/14/15 11:03 AW 3 100 Pix @ apophis [l Custom Rule Engine-8 :- vmibm7066 > |4
. View in Log Activity 1
0
4 10:00 AM 10:10 AM 10:20 AM 10:30 AM 10:40 AM 10:50 AM 11:00 AM Firewall Deny by SRC IP (Event Count) (G 8 ]
= ResetZoom 9/14/15, 9:39 AM - 9/14/15, 10:51 AM
Legend
50
5 I WebWebMisc [P2PBiTorrent [lOther WP2PKazas [P2PeDonkey  Web\WebFieTransfer [llMai.SMTP
| I [ Streaming StreamingAudio P2p0penNap [P2PGnutela [l Remainder T
View in Network Actiity §
£
3
: Top Applications (Total Bytes) (G % x] S
A\l -
Legend ResetZoom 9/14/15, 9:50 AW - 9/14/15, 11:02 AM §
Ml sihatoei Iismen Il idoe ']
600M
ewi " VIV
E 10:00 AM 10:30 AM
400M
% o ¥ Legend
?
s 1+1205.174.174238 W 10.10050.16 [ % ol =
L
= 200M mE 0.100.65.20 10.100.100.104 f
3 MEE2129213.146 EEM2189320135  10.100.50.4 L
2 M101005045 W 2k
o View in Log Activity
10:00 AM 10:10 AM 10:40 AM 10:50 AM 11:00 AM e
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AHAIN3 N KOPPENIALIMA COBbITUN B JATP

CobupaeT, aHaNIU3UPYET U KOPPESUPYET COBbITUS OT JIHOOLIX NPOU3BOAUTENEN:
napcepsbl «M3 KOPOOKM» U CBOU COBCTBEHHbIE

Eid

File Uploads Mitigation Reports

Lo Source igentther:

Environmental Settings O eosposnns PA-TEST g :
. ss1:

[& Email Mitigation O senign
o Ensbied Create inciaent:

[ Firewall Mitigation Settings ®
prasied [ rse—
®  omaviea

N pscervalue

4 Anti-Virus Configuration

< Endpoint Integration Se

- Current Third Party Sources

0 BlueCoat Configuration

B white
Firewall pan-new Log Collector | Log Source ldentifier: PA-TEST @ Delere £ Edit Counters Delete Events

{ YARARule Upload Endpoint AV | ESET Log Collector | Log Source Identifier: ESETAVENTOLAD.SANNET.GOV @Delete £ Edit Counters  Delete Events

A

& SNORT Rule U Endpoint AV | Symantec EP Log Collector | Log Source AT) @belere A Edit  Counters  Delete Events

Firewall PAN Next Gen Firewall Log Collector | Log Source ldentifier: PA-200 @Delere & Edit Counters  Delete Events

4 Identity

0 splunk Configuration

{ External Event Collectors

© 2019 Juniper Networks JUﬂ Per
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KOPPENAUWMA COBbITUN B JATP

Dashboard Incidents File Uploads Mitigation Reports Custom Rules Config
| 2% PO RO o
Timeline for Endpoint IP : 10.1.1.190

Bluecoat Secure Web Gateway

Carbon Black Response

= == | |
Execution
[ishine| Event Severity:  Low
P

Response: Blocked

Date: Feb 12 22:59:53 GMT+0300
McAfee ePO
PAN Next Gen Firewall Username: dave

Cisco Sourcefire Host: DAVE-LAPTOP

J Incident Id : 5272

BTSN Event Id : 7922
Symantec EP -l |
0 5 20 45 0 15 20 5 0 15 30 0 15 0 5 0 15 El 3 0 15 0 5 0 15 30 5 0 15 30 5 [ 15 30 5 0
12 February 2253 12 February 22:5¢ 12 February 22:55 12 February 22:56 2258 12 February 22:59 12 February 23:00 12 February 23:01 121

Details for TROJAN_LMN.DC

SUMMARY ~PHISHING DOWNLOADS EXTERNAL SOURCES

Search:
_ Vepdorfrois ¥ e
-

Symantec P 1011190 Execution Blocked
Response: Blocked
Event Action: Execution
Severity: Low
Vendor Product: Symantec EP
Category: Trojan
File Name: WL-fabfb28bSdTd04ce51dcIbI95A5e21-0
File Hash: 256ea793b46e9ac3e6e36c459256876¢
Device Host: 10.1.1.190
Signature: Trojan.Gen
Raw Log: 2017-03-13 11:56:53-07 Virus found,|P Address: 10.1.1.190,Computer name: DAVE-LAPTOP,Source: Real Time Scan,Risk name::Trojan.Gen,Occurrences: 1,/L = 'd04ce51 21-0, Actual action: Deleted,Requested action: Del
eted,Secondary action: Deleted,Event time: 2017-03-13 11:56:53-07 ,Inserted: 2017-03-13 11:57:53-07,End: 2017-03-13 11:57:53-07 ,Last update time: 2017-03-13 11:57:53-07,Domain: -,Group: -,Server: sepxoox,User: dave,Source computer: DAVE-LAPTOP,Source IP: 10.
1.1.190,Disposition: Good,Download site: null,Web domain: null,D by: null,| ion was not used in this detection.,Confidence: Reputation was not used in this detection.,URL Tracking Status: Off, First Seen: Reputation was not used in thisd
etection. itivity: Low,MDS,Application hash:256ea7 459256876¢ Hash type: md5,Company name: HHHHH Application name: Application version: ication type: -1,File size (bytes): 345088, Category set: Security risk,Category type: UNKNOW
N
© 2019 Juniper Networks _JU f ‘ 23
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- Command & Control (C&C) cepsepbl

[AHHbIE THREAT INTELLIGENCE

- Blocklist.de
- Ransomware Tracker

BPEAOHOCHbIE Pecypchbl ——

MexceTeBon akpaH (MJ)

nepumeTpa

KommyTtatopbl
arperauum

KommyTtatopbl
pocrtyna

3noymblneHHnKu/

- TOR-BbIXOAHbIE Y3nbl

SkyATP/JATP Co6CTBEHHbIE CNNCKK

INTERNET

VVY

&

POLICY ENFORCER

‘ﬁ. Feed
Q Connector

Security Director

AAA-cepBep:
‘ RADIUS +802.1x
G 'l- D& @
CETb NPEOMNPUNATUA
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- Command & Control (C&C) cepsepbl

OTKPbITAS MJIATOOPMA

- Blocklist.de
- Ransomware Tracker
- TOR-BbIXOAHbIE Y31bl

INTERNET SkyATP/JATP CobCcTBEHHbIE CMUCKM

I

POLICY ENFORCER

3MN0oyMbILLFIEHHUKN/ A
BPEOHOCHbIE pecypebl == )

VVY

MexceTeBon akpaH (MJ)
nepumeTpa

CtopoHHue Firewall /
IPS/UTM

™ e Honeypot
C?)?mector i
KommyTtatopbl =
arperauuu A - == Security Director
OPEN API Endpoint Protection
(EDR/EPP)
KommyTaTopsl WHdopmauns Network Access Control
gocTyna a 06 yrposax h (NAC)

AAA-cepsep: Behavioral Analysis m

f RADIUS +802.1x Anomaly Detection
@‘g @ | Anti DDOS

© 2019 Juniper Networks JUﬂl
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OPEN API FRAMEWORK

RESTful API - ctanpgapTHbie MeToabl BKaoYatoT POST, PATCH, GET, DELETE

CooTtBeTcTBYET cneumdurkaumm Swagger APl B popmaTe JSON. APl ynosneTBopsaoT cTaHAapTy
OpenAPI Initiative.

Threat Intel API File/Hash API Infected Hosts API
YepHbix/Bbenbix cnnckos

06aBNATL/yoansaTb OUCK 00pa3L,oB Mo XLy OCTYIMHbI TaKXKe U B » ®up 3aparKeHHbIX Y3/10B,
+ [o6 / M 6 - Ul )
ICI:DS\(/é/vé ,URL n FQDN B « Mepesaya 06pasLoB AN . Moaudukaums KOgOpre HeobxoanMo
buap! aHa/n3a 3Ha4yeHun Yyepes API :Tﬂc(’;g?;?g:jp’;%;?e
* J1o 30 cob6CTBEHHbIX ’ ’
.gm o * [NapameTpbl gs MapLUpyTU3aTOoPbI)
A NoJly4eHus AeTanbHOro
* YepHble/6enble CUCKK oT4yeTa

© 2019 Juniper Networks JUDLB\,Q!‘ ‘


https://openapis.org/

IDAHHBIE OB YI'PO3AX N3 JTIKOBbIX NCTOYHUKOB

QU @oo 1. HacTtpownka cob6CTBEHHOro Cnncka
Configure / Threat Prevention / Custom Feeds 3a pa)KeHHbIX y3HOB

Firewall Policy

Create Infected-Hosts Feed 2. CnncoK MOXET (PopMUpPOBaThCA U3

1. JlokanbHo 3arpyaemoro
danna,

Name * MyFeed

Description Write description..

2. ®anna, 3arpyaemoro c
yOareHHoro cepsepa

Tpeofsorverur® @ 3. 3arpyxatbcsa B Policy Enforcer

https
Server File URL * http://myfeedserver.juniper.net Y e p e3 A P I

Username admin

<context>/api/vl/controller/customFeeds/<feedType>/param/<inputType>/<name>

Password
Body:
LD BT "customFeed": {
i "domain": "SD domain name",
Daily "description": "infected IPs",
| Weekly "content™: {"add": ['1.2.3.4","2.3.4.5"], {"delete": ['1.3.4.5"]}
Monthly }

Never
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© 2019 Juniper Networks JUﬂIPer



JUNIPEL | 28

MCTBOBATb U

3almnLLaTb

W

O
=|




- Command & Control (C&C) cepsepbl

Malwaredomainlist

OTKPbLITAA MNNTATOOPMA e

- Ransomware Tracker
- TOR-BbIXOAHbIE Y31bl

INTERNET SkyATP/JATP CobCcTBEHHbIE CMUCKM

I

POLICY ENFORCER

3MN0oyMbILLFIEHHUKN/ A
BPEOHOCHbIE pecypebl == )

VVY

MexceTeBon akpaH (MJ)

nepumeTpa

CtopoHHue Firewall /
IPS/UTM

™ e Honeypot
C?)?mector i
KommyTtatopbl -
arperauum Security Director
h . .
OPEN API Endpoint Protection
— (EDR/EPP)
KommyTaTopsl i WHdopmauns Network Access Control
pgocTyna u_? E "% 06 yrpo3sax h (NAC)
© AAA-cepsep: Behavioral Analysis u

f RADIUS +802.1x Anomaly Detection
e e e -
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N30J1AUNA SAPAXKEHHOI'O Y3J1A. EDR -> ATP

Ncnonb3oBaHne nHpopmaumm o6 yrposax n3

CarbonBlack Response

Cnucok Response

CueHapumn ncnonb3oBaHUA

CARBON _

BLACK
[ ]

Server

JUNPEr £/ o oo

NETWORKS

&

SkyATP/JATP
Policy 4
Enforcer
MX 5 [‘ n
hd
SRX — = -
EX/QFX/WiFi
== ===
@ @
I [
(éi\_Ff;BSQ TenemeTpus

NEE

CB Response geTeKTupyeT Hann4vme yrposbl Ha
OKOHEYHOM Yy3/1€ U OTNPABAAKT MHGOPMALMIO
06 IP-agpece B SkyATP/JATP uepes API,
SkyATP/JATP nobasnsiet IP-agpec y3na B Cnucok
3apaXKeHHbIX y310B 1 yBegomasaet Policy
Enforcer,

CeTb 6HN1OKMpPYET 3aparkeHHbIN y3en

MpeunmylecTBa

Sensor

MNpenoTepalleHMe 3aparKeHna gpyrux y3an0B B CeTu
HenTpanunsauma paHee 3apaKeHHbIX Y3108
(Hanpumep, 3aparkeHne npounsowno ¢ USB-
HOCUTENA UAM NPU NOAKNAKYEHUM K APYTOi CETU)

© 2019 Juniper Networks
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N30JT1AUNA SAPAXKEHHOI'O Y3J1A. ATP -> EDR

Ncnonb3oBaHne nHpopmaumm o6 yrposax n3

CARBON
CarbonBlack Response o S

Response

STIX/TAXII
Juniper o
SkyATP .
N

Policy 4
Enforcer

MX N

t
1 II
SRX -

EX/QFX/WiFi
== ===

]

CARBOMN
BLACK

-
Sensor Ynpasnenune/TenemeTtpus

CueHapui ncnonb3oBaHUA

SkyATP geTeKkTUpyeT Hannuyme yrpo3bl HA OKOHEYHOM
y3ne v otnpasnaoT I0C B CB Response cpeacrtsamu
STIX/TAXII,

SkyATP pobasnset IP-agpec y3na B Cnucok
3apakeHHbIx y3108B 1 yBegomnseT Policy Enforcer,
CB ngeHTnomumpyet Bce y3nbl, NogBepKeHHble
yrpose, u AencTByeT (Hanp. KapaHTUH y3na)

CeTb 6/10KMpPYET 3apaxKeHHbIN y3en

MNMpeumyllecTBa

MpeaoTBpalleHne 3apakeHna APYrux y3nos B CeTU
CoBMeCTHOE MCMONb30BaHMe AaHHbIX 06 yrpo3ax ans
naeHTUOUKALMN 3aparkeHHbIX Y3/10B U 3aLlUTbl CETH
JlaHHblIe O COCTOSHUM Y3/10B CETU

© 2019 Juniper Networks
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NETEKTUPOBAHWE BPEAOHOCHOIO KOOA B
JIOKAJIbHBIX PANJTIAX

LWar 4

O6opynoBaHue gocTtyna
PE 6aokupyem/
nepesodum nopm

8 KapaHMuH

KoHTponnep
POLICY ENFORCER War 3 War 4
JATP nepedaem Alert Carbon Black
' e Carbon Black 6710KUpyem d¢paiin
War 3

CARBON ‘?.
BLACK
JATP coobwaem o
3apaxcéHHOM y3ne 8

Policy Enforcer War 2 . LWar 1
JATP CB omnpaensem cpaiin 0ns Monv3oeamens ecmasnsem
AHanusupyem npoesepku 8 JATP asmomamuyecku Hakonumens USB
paiin unu no mpebosaHuro
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CUEHAPUI B3AMOOENCTBUA SIEM -> PE

I'Io,u,o3p|/|Teanaﬂ aKTUBHOCTb

| yana
(r% POLICY ENFORCER [l éE_P Infected e T — JSA SIEM koppenvpyeT 1
INTERNET ﬂ'ﬁ IPfilter API DEL Host IP : " oo aHanuaunpyet cobpaHHble

AaHHble 0 cobbITUsX, Tpaduke,
noseAeHun

JSA dukenpyeT NHUMOeHT

IP-agpec uctovHuka
nobaensetcs (BbisoB API) B
IPfilter-doung ‘Suspicious_user’
PE obHoBnsieT ANHaMMNYECKYHO

: Pa3ninuHble UCTOYHMKM MHGOpMaLMK
Juniper
SRX NGFW

agpecHyto rpynny B NGFW SRX

ALpec Tenepb COOTBETCTBYET
nonutuke 6esonacHoctn B SRX

Tpaduk oT NOAO3PUTENBHOIO

y3na Tenepb noaBepraeTcs

. AOMNOJSTHUTENBbHOW NPOBEpPKE:
WHmennekmyaniHbid IPS, AV, ATP, URLF, CF nT.4.

© 2019 Juniper Networks JUﬂIPer
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MAPLLIPYTU3ATOPbLI CEPUN MX KAK YCTPOUCTBA

[MEPUMETPA B SECURE FABRIC

Mpenmyllectso

* MapuwpyTumsatopbl MX Takke MOryT paboTaTb A/

Add Enforcement Points @
3alLKMTbl OT NPOABUHYTbIX YrpO3 KOoraa

pa3BepPHYTbI KaK rpaHMYHbIE YCTPOMCTBA

@ Assigning a device to the site will cause a change in the device configuration.

* MapuwpyTtunsatopbl MX ymeroT 6/10KMPOBaTh
Tpaduk k/oT Command & Control-cepBepam

Enforcement Points 15 Available

D Name P
(] vsrx-06 172.19.101.166
KaK 3T0 pa6OTaeT @ SRX210H 172.19.100.239
« YctpowncTtea MX gobasnsatorca kak «Enforcement oo e
. . tmetestsw01 172.19.100.33
points» B Secure Fabric - N
(0 vsrx-srini-187.0...  10.92.82.187
* MXucnonbsyet auHammnyeckme ACL @ s 1721510027
» KoHTtponnep Policy Enforcer nepepaet cnncku perimete Device “pieon

C&C-cepBepos B MX ans atux ACL

* Moppep>xusatotcss Command & Control n GeolP
éunabl IP-agpecos

Specify the enforcement points to assign to the site. The site cannot contain both switches and connectors.

HP_clearPass ABC  10.92.82.121

Model

Connector

MXB0-T -

e |

© 2019 Juniper Networks



BUPTYAJIbHbIE CPELIbI N OBJTAKA

CKopoCTb pasBepTbiBaHUA U pa3Mep

fisiiit

MamsaTb Bpems
3arpysKu

CTOMNMOCTb NMOJIb3OBAHUA
OBJIAYHOW MH®PACTPYKTYPOM

3ABUCUT OT MNOTPEBJIAEMbIX
PECYPCOB.
MEHbLLUE PECYPCOB - HM>XE TCO

VvSRX 2.x
* Bnoxenas BupTtyanusaums (Junos in KVM)

* 3HauuTesibHOEe BpeEMA 3arpyskn U MeCTo Ha AUCKE

vSRX 3.0
* be3 Bno)keHHOM BUpTYanm3aumm

* Bpems 3arpysku B 7 pa3 MeHbLLEe, YEM paHbLLEe

cSRX

* KoHTenHepHbIn daepBona. Bpems 3arpysku -
CEKYH/bl, KPOLLIEYHbIN pa3Mep

© 2019 Juniper Networks
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NOALEPKKA TNJIATOOPM

@'Q

CepBepa un
rMNepBM30pbI

SD EEN)

®AEPBOJ1 BHEOPAETCA B
CYLECTBYHOLLYIO
NHOPACTPYKTYPY, A HE
HAOBOPOT

MMIMEPBN3OPbI

 VMware ESXi 5.x, 6.0, 6.5, 6.7

vmware

+ KVM — Centos, Ubuntu & RHEL &:g;

KVM

* Microsoft — Hyper-V
Microsoft

« Nutanix - AHV .- Hyper-v
NUTANI>L.

KOHTEMHEPbI

* Docker for cSRX *

docker

()

NIATOOPMbI HACTHbIX
OBJIAKOB

* VMware NSX

vmware
» Open Stack

» Contrall ( C) )OPEnstack»

MMYBJIM4YHbLIE OBJTAKA
* Amazon AWS aWS
N

* Microsoft Azure AAZU re

« Google Cloud Platform o

Google Cloud Platform

© 2019 Juniper Networks
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MHTEIPALUNA C NSX

[Mpumep: Mukpo-cermenTaumsa ¢ NSX & vSRX

Peanusauusa nonutumk

Mukpo-cermeHTaums B goMeHax NSX B YacTHbIX 06nayHbix LIOL,
. AppSecure (Layer-7 Application Firewall)
. IPS

WHTterpauuns ynpasneHus (Policy Enforcer <—> NSX Manager)

Threat Prevention Policy

+  Sky ATP, JATP

. UTM (Web Filtering, Anti-Virus, Anti-Spam, Content-Filtering)
CeptudmumposaHo VMWare

SRX Perimeter Firewalls Plugin AP

NSX
Plugin

Vmware
vCenter

NSX Managed Workloads

— o o o o o o —

Policy Enforcer

KnrouyeBon chyHKLMOHanN MpeumywecTBa ANs KOHEYHOro Nonb3oBaTens

r

Security Fabric BkitoyaeT xocTbl JomeHa NSX A
CuHxpoHu3auma Mpynn besonacHocTu (Security Group)

pynnbl 6e3onacHocTK NSX 1 41IeHCTBO XOCTOB B rpynnax
cuHxpoHusmpyeTcs ¢ Security Director “Dynamic Address Groups”
MNonutmka Security Director gns Tpadka Cesep-tOr 1 BocTok-3anag,

SD 3apaet L7/IPS/ATP nonutuky ans nposepku Tpaduka C-HO n B-3
Jlorn/OTyeTbl BK/IOYAOT MMEHa BUPTYaJIbHbIX MalUMH A1 33424

ayguTa v NoMCKa HemcnpaBHOCTEN

r

ABTO-pasBepTbiBaHMe VSRX Ha y3abl NSX

MpoasuHyTas nposepka (L7 Firewall, IPS, Sky ATP, JATP)
AN No0bIX MapLIpyTOB TpadumKa

Ennnas nonntuka ynpasneHusa gnsa tpadpuka Cesep-HOr m
BocTok-3anag,

N

© 2019 Juniper Networks
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MHTEIPALLNA C AMAZON WEB SERVICES
aws

Dl * Monwutuka 6e30MacHOCTM JOMKHa NocneBaTh 3a U3MEHSIIOLLMMCS
OKpy>xeHnem B obnake

SD

Policy Enfarcer + CootBeTcTBMe Npoueccam B Amazon Virtual Private Cloud

® Dept=HR o
* [opusoHTanbHbIM Tpaduk B Amazon VPC

Juniper Connected Securit

» CuHXxpoHM3aums inventory n meta-gaHHbix u3 AWS B Security
Director

SD Policy 4
Based on

Meta Data ® PCl=FALSE

3

® App = HRMS

® Dept=FIN

SD Inventory ® App = PAYROLL

& Meta Data + Policy Enforcer nogaepxvsaeT NonmMTUKN Ha OCHOBE MeTa-

® PCl=TRUE AaHHbIX ANt ObICTPOMEHSIIOLLMXCS CeTEBbIX YCIOBUWM

2 * Cepsucbl L3, L7 FW, IPS n Threat Prevention Policies Ha ocHoBe

® Dept=IT MeTa-AaHHbIX
AWS

Inventory & ¢ App =CMDB « BnoknpoBska yrpo3: 3apaxeHHble MalwmnHbl AWS nomeLanTcs Ha
e;";‘mcata e PCl=False KapaHTWH MyTEM nepeMeLLeHNs UX B 3adaHHyto Mpynny
BesonacHocTn AWS

Amazon Virtual Private Cloud

© 2019 Juniper Networks _JUﬂ Per
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MHTEIPALLA C CONTRAIL
Policy

Enforcer

* Hanpumep, nepesoa B Quarantine Virtual Network

i EJ'IOKI/IpOBKa AocTtyna K cetun

* V3meHeHue rpynn 6e3onacHOCHOCTH

Contrail Mukpo-cermeHTaumsa
Controller

SRX Series Cluster

e *  CurHXpoHM3auunsa MHBEHTOpU 1 Taros 6e3onacHocTtn B Contrail ¢
m VSRX
* [lonuTunkm 6esonacHocTn VSRX Ha OCHOBE TaroB (MeTa-

vRouter OaHHbIX)

» [MonuTtukn 6esonacHoctn B SDSN ana vSRX (L7, IPSwu T.4.)

Virtual Network Virtual Network

© 2019 Juniper Networks JUﬂ
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ONHAMUYHECKHNE NMOJIMTUKW BE3SOINACHOCTU

CpabaTbiBaHMe NpaBuJ1 NO3BOJISET AMHAMUYECKU U3MEHATb HACTPOUKU MOJIMTUK
6e30MnacHOCTU

N & Administrator

Configure / Firewall Policy ( Policies

Policies &
| Publish i Update Shared Objects ~ More ~ i + zz zz Q V' E
4 Seq. HitCount Rule name Source Zone Source Address Source 1D Destination Zone Destination Address Service Condition — Action — Advanced Security
v/  ZONE TRUST TO UT1 (10 rules)
> 1_2‘_ Rule-1 Z! Untrust A Any 767 Z' Untrust A Any ¥ Any @ [ConditionName] (%) Deny
v 2 3%, |rue2| [zoow gw2zsen| [ - | [zeop | [ m172223313 ¥ hitp [Condition_001] () Permit  IPS: ON
51172.22.33.12 1% hitp-8080 [Condition_002] () Deny
2 172.22.33.13 1 https © [Condition_003] (%) Deny
1% tcp-5100 [Condition_004] v Permit IPS: ON, UTM: wf-policy
£k tcp-7091 - ) Permit
tcp-8101 ks
Hice Click
4 ?}__ Rule-3 Z! Untrust A Any 767 Z' Untrust Al Any Lk Any - (%) Deny

0 of 3 Selected

© 2019 Juniper Networks JU

NETWORKS ‘



Create New Environment Condition

Condition Name* Condition Name

Condition” @Threat levels = Red OR @ Maintenance != No

Variable = Threat levels s equal v o Value Red Vlcnon b3OBaH Vle
— NOrM4eCcKUX
BblpaxeHuun: U, AJ1IN u
Variable = Maintenance is notequal v to Value No HPOBepKVl yC”OBMﬁ
NMnO3BOJIAKOT

peanusoBaTtb LOBOSILHO
MMBKYHO NOrnKy

Cancel
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ONHAMUYHECKHNE NMOJIMTUKW BE3SOINACHOCTU

A,EI,MVIHMCTpaTOp MMeET BO3MOXXHOCTb CO34aTb COOCTBEHHbIE rnepemMeHHblIe (Ha cnaVl,u,e I'Ipl/IMepr).

M3MeHeHMe 3Ha4YeHMI NepeEMEHHbIX: BPY4YHYIO UM aBToMaTusnposaHo (API)

Q Q & Administrator v/

Hanpumep, «YpoBeHb
Firewall Policy Configure / Environment yrposbl »,
Environment @ «ObnyxnBaHuney,
«BbIxogHble» W T.M.

ENVIRONMENT CONDITIONS

User Firewall Mgmt VARIABLES

App Firewall Policy

SSL Profiles Environment Variables + /77X | ] Y
IPS Policy Variable Possible Values Current Value Used in Last changed on

NAT Policy O Threat Levels Red. Green, Yellow Green 4 Conditions, 12 Rules 09/24/2017 5:00 AM
UTM Policy O Company Event Yes, No No 2 Conditions, 2 Rules 10/18/2017 9:00 AM
Threat Prevention O Maintenance Yes, No No 4 Conditions, 1 Rules 10/18/2017 9:00 AM
IPSec VPN O Geo-Political Situation Normal, Sensitive, High Sensitive, Alert Normal 5 Conditions, 132 Rules 10/18/2017 9:00 AM
Shared Objects O Traffic Flow Normal, Moderate, High, Very High Moderate 2 Conditions, 12 Rules 09/24/2017 5:00 AM
Change Management O Webcast Yes, No No 2 Conditions, 45 Rules 10/18/2017 9:00 AM

Guided Setup

0 of 6 Selected
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AOPECHbIE KHUTW HA OCHOBE META-OJAHHbIX

MeTa-aaHHble, NO CYTH, Tarn, KOTopble

MOXXHO Ha3Ha4aTb agpecam u
MCnonb30BaThb 3T B TEMM B NpaBunax
BMECTO 3a4acTyto MarioONHOPMaTUBHbIX
agpecos

: Configure / Shared Objects / Object Metadata
Firewall Policy g ’ |

Environment Metadata @

User Firewall Mgmt

/77X | QY

Import

App Firewall Policy

|  FromCSV
SSL Profiles Name Possible Values Default Value Objects Source
| Connect CMDB ‘
IPS Policy Equipment Type Laptop, Mobile, PCServer, Printer 4 Unknown 5268 —— | Manual
NAT Policy O Equipment Make Microsoft, Apple, Samsung, Dell. IBM  +12  Others 8745 Manual
UTM Policy O Equipment Date Acquired 01/01/2009, 03/23/2009, 03/33/2009  +1K  N/A 2245 Manual
Threat Prevention O Location BOS, SVL, NY, BLR, HYD, DXB, N/A NIA 10K Manual
IPSec VPN O OS Type Mac, Windows. Linux, Android, Ubuntu Others 5753 Manual
Shared Objects O Priority Level Critical, High. Medium, Low, N/A NIA 84521 Manual
O Department R&D, CTO. IT. Procurement Procurement 9863 Manual
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AOPECHbIE KHATW HA OCHOBE META-OAHHbBLIX

Afpeca, CooTBeTCTBYIOLME
Teram, 6yayT AMHAMUYECKN
MCNONb30BaTbLCA B NpaBunax

Configure / Firewall Policy | Policies

Policies @

| Publish l [ Update I [ Shared Objects ~ l l More ~ ] + zz 7|z Q V' :
4 Seq. HitCount Rule name Source Zone Source Address €D Destination Zone Destination Address Service Condition — Action — Advanced Security
v/ ZONE TRUST TO UT1 (10 rules)
1.5k g - (Aia iti
L Rule-1 ZiUnty e 767 Z Untrust A Any ¥ Any @ [ConditionName] () Deny
Component = WebServer AND

» 2 3ok Rule-2 Z GOL Deployment 1= Production 11 = Z GOLD 02172.22.33.11 Lkhtp <10 @ [Condition_003] () Deny - =3
> 2k Rule-3 Z/ Untrust @ 10.12.12.13 =8 767 Z' Untrust A Any IF Any - () Deny
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JUNIPER NETWORKS CONNECTED SECURITY
AHAJINTUKA, JETEKTUPOBAHUE & HEMTPAJIU3ALIUSA

Intelligence

Advanced Threat
Preventlon

,EI,eTeKTMpOBaHme

AHanntuka &
YnpaBneHue

O6Hapy»KeHue yrpos

Monutuku, NMonb3oBatenu,
MpunoxxeHus, Yctpoiictea, CaiiTbl

JduvHamMumyeckme noanTmKkm

CeTeBble
yCTpOMCTBa
MynbTHobaKa Workloads

CornacoBaHHble AeNCTBUS

OMaTU3MpPOBa
ApanTuBHas
MpocTas

] Office 365 workday
CASB

OnepaTuBHas 3allMTa No/ib30BaTesIeN,
NPUIOXKEHNIN U MHPPACTPYKTYpPbI OT Yrpo3
HYJIEBOrO AHSA U NPOABUHYTbIX aTaK

AHanM3 yrpos Ha NPOTAXKEHUU UX YKU3HEHHOIO
LMK

ABTOMaTMLIeCKaFI/aBTOMaTM3MpOBaHHaFI
H€VITp3!’IM38LI,VIFI B OOMH K/TNK

LlenocTHasi KapTuUHa NPOUCXOASALLENO B
TPaAULMOHHOM N MY/IbTUOB1aYHOM OKPY>KEHUU

[laHHblEe O TOM, KTO M YTO HaxoaaTcsa B Bawen
CETU U ITPaHYIIPHbIA KOHTPOJ1b BCEX TOYEK
NOAKAHOYEHMNS

CKBO3HOM KOHTpPO/1b U peanunsaumst NOJIMTUK
6e30nacHoOCTU

OTKpbITas apxuTeKTypa 1 Habop gocTynHbix API
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