HANTU UTOJIKY B CTOTE CEHA.

JUNIPER ADVANCED THREAT

PREVENTION

[MaBen >Xunsos

CUCTEMHbIN MHXeHep, pzhivov@juniper.net
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3 KntoyeBbIX PyHKUNKM pelleHns Juniper ATP

Juniper
Networks
ATP

Heumpanu3sauyus
y2po3bi 8 0OUH KI/TUK

O6HapyxeHue — cnonb3oBaHNeEM
anropuTMOB MaLUMHHOIO 0By4eHus U1
NoBeaEeHYEeCKOro aHanmsa HenpepbIBHO
cobupaloT gaHHble N obHapyXmBaroT
Yyrpo3bl B MOYTOBOM-, BED- U
FOPU30HTaNbLHOM Tpaduke

AHanuTuka — moaynb aHanUTUKN
KoppenupyeTca 1 KoHconuaupyet
AaHHble o BIMNO ¢ yyeToM KOHTEKCTa U
cobbITUN OT ApYrnx CpeacTs
BesonacHOCTU, paHXUpyeT yrpo3sbl Mo
pesyrnbsraram Koppenauum

HenTpanusauua — co3aaHme nonutmk
6e3onacHoOCTH, cUrHaTyp v npaBun Ans
OPYrMX UMEIOLLIMXCS CUCTEM
Ge3onacHOCTM pa3HbIX NPOU3BOAUTENEN
AONS NpeaoTBpaLLeHus 3apaXxeHus

© 2019 Juniper Networks, Inc. All rights reserved. JUnLP*Q‘r



TpyaHOCTK, C KOTOPbIMW CTaNKMBaKOTCS KOMaHOb
obecrne4yeHnsa nHdopmaLMoHHOM Be30rnacHOCTH

« ~ 200 mnH. HoBbIx obpasuos BIMO B 2019 rogy

FopusoHTanbHoe
PacnpocTtpaHeHue yrpos

*  BI1O HyneBoro gHa obxoasat In-line sawumty
* [loyta n Beb npogomxatoT ObiTb OCHOBHbLIMM
BEKTOPaMK aTaku

«  [opu3oHTanbHOe pacnpocTpaHeHne yrpos
BHYTPU CETU

*  96% npeaynpexageHnn B SOC nrHopupyetcsd

*  69% TpebyeTcs bonblUe NepcoHana
anga obpabotku 3agavda IR

*  71% TpebyeTcs bonblUue aBTOMaTU3aLMn
Ans peweHua 3agad IR

UecmouHuk: Symantec, IBM, Ponemon Institute, Osterman Research, McAfee

© 2019 Juniper Networks, Inc. All rights reserved JUn!per
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Mopgenb 6e30nacHOCTM C HECKONBbKMMU YPOBHAMM
KOHTpONS

FYTTITTTY R,

v

EEEEEEE

Juniper




Mopgenb 6e30nacHOCTM C HECKONBbKMMU YPOBHAMM
KOHTpONS

iLOG g iLOG g iLOG g iLOG g iLOG g iLOG g iLOG g
m m m m m m »
m m m m m » »
m m m m m » »
m m m m
m m m m

v oYy

JUNIPEr



[TpoaBuHYTasaA aHanNUTUKAa: KOHCONUAALUMA U
Koppenaunsi cobbITum

AHaNUTUK
©e3onacHocTH

OTKpbITasi apxMTeKkTypa NO3BONSET BbINOSHATb
cbop Noroe N3 MHOXXeCTBa pa3HbIX NCTOMHUKOB,
CTOPOHHUX pelueHun. Koppenauma n aHanus B

anpe JATP

© 2019 Juniper Networks, Inc. All rights reserved. jUﬂ!PﬂQ(r
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1. NgeHTUdomkaymsa

UpneHtudpumkauma — Dashboard, Email, SIEM, API
PaccnegosaHue

[TooTBepxaeHune

[lencrteue

> w N

Juniper



* ADVAN

stem Health ~v & JuniperSE

Dashboard Incidents File Uploads Mitigation Reports Custom Rules

Operntions Research Collectors Events Timeline

Al & Last 3 Morths & All Zones + PEETT—

Host Details

Actions ]
Kaxxgasa Touka — 310 y3en. _
101216
Uem GonbLue Touka, Tem :
60” bLUee l_“/lcno yrp03 ascer Valus: Medlum Antiirus ::r-‘;u’
200 Time: Jan 24,2019 09:52:2 2 0s: Window
3adoMKkcnpoBaHo A5 y3na
&o-] Progression
y»n,{L‘;j Explo Ex=cation: L
7004 o o 0
€00+
—
400 Triggers
Reputation Network Static
| Golden Images
Name
200 Gl Compromised
Mow 20 Dec03 Dec 17 Dec 24 Dec 21 Jan 07 Jun 14 Jan 21 Feo 11 Feo 13 _
MibarsTrend Top Compuomised Endpoints
Status Risk Threat -
9 M Max Trojan_Waidek
Ack nowledged Max Trojan_Muref
New Max T o
& Hew Max Teojm
New Max jars_Madebe
New Max
-1 New Moy
New High
New High
29 New High
. i AN ,
Nov2é Dec33 Dec 10 Dac 17 Dec24 Deodt Jom 14 Jan21 Jan 28 FebC4 Feb ¥




All Incidents (64 shown, 64 total)

Search:

Details for TR

> Summary
Exploits
Downloads
Infections

Lateral
Spread

Show Threat

6

40r2

v All Zones Last Week

% | Threat
m TROJAN_LMN.DC
: Poisonivy_ 2 RAT_static
W TROJAN_Gippers.CY
: TROJAN_GIPPERS.DC
: RANSOM_LOCKY.DC
W TROJAN_FAREIT.DC
: TROJAN_Trojan.CY
B TROJAN_BAGSU.DC
:WDRMJ’E RST.DC
: TROJAN_PATCHED.DC
B TROJAN_SKIDLO.DC
: Poisonivy 2 RAT_static
® TROJAN_WALDEK.DC
: TROJAN_MADEBA.DC
: TROJAN_DYNAMER.DC
™ TROJAN_BAGSU.DC

]
m WORM VERST Dr

JAN_ASKTOOLBAR.CY

Actions
Target:

Zone:
Hostname:
Username:

IP Address:
FQDN:

Source Email ID:
Destination Email 1D:
Risk:

Threat Category
Asset Value:
Target 0S:
Relevance:

0S Matched:

Virus Scanner Recognised:

Summary:
Collectors:
Source:
Progression:
Protocol:

Behavior:

Zone-1

10.1.2.168

10.1.2.168

Max

Unknown

Medium

Windows 7

Max

No

AntiVirus not configured

Max Risk Threat: infected by TROJAN_ASKTOOLBAR.CY
demo next x collector
10.2.19.51(18.23.92.114) E= USA

Exploit + Download + Infection + Lateral Spread
HTTP

Invokes a sequence of malicious function calls

DL
IN
bL
DL
DL

DL
DL

¢ g+
DL

PHS+DL

DL
oL
DL
DL
DL
DL

ni

BEECEEGEEEE6EE BB

Progression:

DELIVERY EXPLOITATION & INSTALLATION COMMAND & CONTROL ACTION ON TARGETS
ko L) o]

Custom Rules
Lateral Spread
Infection
Execution

Downloads

Phishing

¥

b
Phishing
0

Triggers:

Exploit

T
o
a0 2T 3528

pbjadaidd.pfvevggji.com
sj_test_20
newcard.dyndns.biz
greatfilesarey.asia
dckiywy.aalmb.com
phdkcegkt.oktrrs.com
193.106.172.140
greatfilesarey.asia
greatfilesarey.asia
greatfilesarey.asia
dnltprr.efombqoe.com
sj_test_20
ppeupmfohh.gxlpeld.com
mvlsxut sagldz.com
yulvylssag.ujugvm.com
greatfilesarey.asia

arsatfilacarau acia

Downloads

sfo_demo_38
sj_test_34
10.1.2.100
ny_demo_100
sfo_demo_37
sfo_demo_33
10.1.1.100
sample_100
sj_demo_135
email_user2
sfo_demo_40
sj_test_34
sfo_demo_41
sfo_demo_32
sfo_demo_35
sample_100

&i dama 128

Executions

: 1
Infections

Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1
Zone-1

Zana 1

2
Custom Rules

Windows 7

Windows 7

Windows 7

Windows 7

Windows 7

MacOS Macintosh X 10.7.3
MacOS Macintosh X 10.7.3
unknown

unknown

Windows 7

Windows 7

Windows 7

Windows 7

Windows 7

MacOS Macintosh X 10.7.3

tinlennwn

Lateral Spread
2

demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector
demo next x collector

Aaman nevt v rallartar

cotecorppe ¢ rtsowrs 4 vt $ze T $lhwos 4 o e

Feb 2 10:11:03 PST
Feb 2 10:05:01 PST
Feb 203:15:43 PST
Feb 2 03:13:43 PST
Feb 122:11:01 PST
Feb116:11:01 PST
Feb 1 15:07:02 PST
Feb 115:05:01 PST
Feb 113:05:01 PST
Feb 1 10:55:02 PST
Feb110:11:01 PST
Feb 110:05:01 PST
Feb 1 04:11:07 PST
Jan 3122:11:07 PST
Jan 31 16:11:06 PST
Jan 31 15:05:02 PST

1an 21 12:06:01 PST




2. PaccnenoBaHue

Details for TROJAN_ASKTOOLBAR.CY

» Summary Actions Progression:

Target' DELIVERY EXPLOITATION & INSTALLATION COMMAND & CONTROL ACTION ON TARGETS
i) & i » =

Exploits fone Customer-1 .
Hostname: Phishing Exploits Downloads Executions Infections Custom Rules Lateral Spread

0 1 1 0 1 0 2
Downloads Username:

IP Address:

Infections FQDN: Triggers:
Source Email 1D:

Lateral Destination Email |D:

Spread Rishk: Max

Threat gory: Unknown Custom Rules 140458
—

Asset Value: Medium Lateral Spread
Infection

Windows 7 Execution
Downloads
Exploit
Phishing
gnised: AntiVirus not configured

summary: Max Risk Threat: infected by TROJA
N_ASKTOOLBAR.CY

Collectors: demo next x collector

Source: 10.2.19.51(18.23.92.114)

Progression Exploit + Download + Infection + Lat
eral Spread

Protocol HTTP

Behavior: Invokes a sequence of malicious fun

ction calls

Golden Images: Not Configured

Juniper




* \ 3 IEEVENTION APPLI

Dashboard Incidents File Uploads Mitigation Reports Custom Rules

Operations Research System Collectors Events Timeline

Select Vendor(s) % Hostname % sample_144 m
Timeline for Hostname : sample_144

Carbon Black Response

Juniper ATP

PAN Mext Gen Firewall

Symantec EP

Details for HEUR_AGEN

SUMMARY EXPLOMTS ~DOWNLOADS EXTERNAL SOURCES

Actions
Target-
Zone: Default Zone Risk:

Incident Id: 3135 Threat Category-

Hostmame: sample_144 Asset Value:

Username: sample_user_l144 Target 05:

IP Address: 1011144 Relevance:

FQDN: 1011144

Progression:
Source Email 1D: - Protocol:
[estination Email ID: 05 Matched:

Summary:

Config

HEUR_AGEN

{E‘, Virus Scan Cleaned by deietion |

Date:

High

Trojan_Generic

Max

Windows 7

Max

Expioit + Download

LOGHTTP

No

High Risk Threat: downloaded HEUR_AGEN
Core External Event Collector,web collector JCL

greatfilesarey.asia (172.16.0.1)

Threat Source:

l Event Severity:
30

Username:
Host:

Incidentid :

Event Id:

JATP cobupaet u

Sep 18 15:28:31 Moscow Standard Time
greatfilesarey.asia
zample_user_144

sample_144
3125

5523

KoppenmpyeT

COObITUA OTHOCUTENIbHO YIrPo3 OT
pa3HbIX NPOAYKTOB
6e30nacHOCTU NpeaoCcTaBAAS
cpeacTBa A8 aHa/M3a
KOHTEKCTa CoObITUI, B T.4. OT

SIEM

Juniper



AHann3 n Koppensymsa noros n3 KOpooku (1/2)

*  Firewall:
«  Palo Alto Networks I paloal

WORKS

Security Web Gateway:

« Symantec Blue Coat SWG v SymantecmBl_llE COAT
Intrusion Prevention Systems

« Palo Alto Networks #R paloalio

e Juniper SRX JUﬂ”Der
Endpoint AV

. EseT
° MCAfee ePO { l@ Security @

« Symantec EP v Symantec.

Endpoint Detection & Response

« CarbonBlack Response CARBON
g BLACK

Juniper



AHanna n Kkoppensauma noros U3 KOpobku (2/2)

m ADVANCED THREAT PREVENTION APPLIANCE % Refresh Data @ System Health ~ & J-ATP Admin v

Dashboard  Incidents  FileUploads  Mitigaion  Reports  CustomRules  Config

Motifications
System Profles iy © @ rogconscur HacTtpowka napcepa noros n3
Evonmeraisenng: 3 (RS el | : KOpOBKM Unn cosgaHue

cobcTBEHHOro Ans cbopa
OAHHbIX OT CTOPOHHUX
peLIeHnm

[ Email Mitigation Settings

& Firewall Mitigation Settings

1N focer Value

4 Ant-irus Configuration

& Endpoint Integration Settings

0 Blsecost: - Current Third Party Sources
Vendar Tranzpicre Details

B whitelist Rules

T ¥aRrA Rule Upload

@ SNOAT Rule Upload

4 identity Configuration

0 splunk Configuration

I Externat Event Collectors

f Custom Exzernal Collectors

Juniper



A ecnun HY>KHO NMOHNMATb €LLE KakKne-TO norn?

“' ADVANCED THREAT PREVENTION APPLIAMCE {3 Refresh Data -] System Health - & JATP Admin ~

Dashboard Incidents File Uploads Mitigation Repors Custom Rules Config

Hotifications

Systern Profiles Edit Custom Event Source: CB-custom

Create New Soisce

Environmental Settings -]
[& Email Mitigation Settings
G Firewall Mitigation Settings Create New Source

1N oo Value

Bbibepem T1n NCTOYHMKA:
* Firewall

Web Gateway
 Endpoint AV

* Endpoint Response

IPS

& antiVirus Configuration

k- Endpoint Integration Settings
0 BlueCaat Configuraticn

[ whitetis: Butes

| ¥ARA Rule Upload

@ SNORT Rule Uplaad
§» Identity Configuration

0 =spiunk Configuration

Cospgagum
1 Costom Exernal Cotiectors COBCTBEHHbIN Napcep

§ External Event Coliectoms

JUNIPEr



T T —— e DITATOA@PSA KOPPENALMY COBLITUI JATP, BUAMM, YTO 3arpy3ka
Catbon ik Bespaiise BIMO 6bina BbiNonHEHa 4OBOMBHO AaBHO U IPS (B aToM
npumepe — Cisco) coobuian o He3abrnoKNpoBaHHbIX

Noao3puTeEnbHbIX AENCTBUAX CO CTOPOHbI y3na

%) Downioad
¥) Dowmoad (®) Downoad @) Downicad () Dowmvoed *) Downioad
McAfee ePO
PAN Next Gen Firawall

§ Amempied-admin Allowed
(&) Attempted admin Allowed

(®) Artemprad-admin Allowed
Cisco Sourcefire
(&) Attemated admin Allowed

¥) Amempled-omin Alowed
Axtempted admin undefined #) Attemptad-admin Aowed *) Aftempted-admin Alowed

Symantec EP

Details for TROJAN_Pincav.CY
SUMMARY  DCMNLOADS  EXTERNAL SOURCES
Search.
- i‘lendot Product — : Host - | Action
Cisco Sourcefire 1013103 Actempted-admin
Response Allowed
Event Action Attempted-admin
Severity Madium
Vendor Product: Cisco Sourcefire

10.13.103

ator Prviiege Gaim\” cia admin pr St 199 8 sre_por =68 Ip_proto=UE

Unknown clicnt_app=\" \* app_| CP fw_r ) ¢ % P face_ingress=sipl iface,

nstance_id=1 connection_counter=59340 s1t_ip_tountry=unknown dest_ip_country=unk




Dashboard Incidents File Uploads Mitigation Custom Rules Config

a =
Timeline for Endpoint iP - 10.1.1.190

Bluacoat Secure Web Gateway

Carbon Black Response

Jate
- Execution
Fhisine @)povitoed Event Seventy:  Low
[ Date: Feb 12 22:59:53 GMT+0300
McAfee ePO
Response: Blocked
PAN Next Gen Firewall Username: dave
= Host: DAVE-LAFTOP
Cisco Sourcefire
Incdent Id : 5272
(A) Exa Event [d : 7922
Symantec EP m
. :
¢ 13 0 i 0 = £l i ] 15 £ s 0 5 30 = 0 = L] i o 15 £ = ] 15 EL) = 0 18 0 i a 1 30 = )
12 Fetruary 22.53 12 February 2254 12 February 22.55 12 Fetruary 22.56 12 February 2257 12 February 22.68 12 February 2259 12 February 23.00 12 February 2301 ]

Details for TROJAN_LMN.DC

SUMMAR PHIGHING  DOWNLDADS EXTERNAL SOURCES

Search.
_ vendnr Proguct 4 | aerion A | pespanse
| v Symantec EP 10.11.190 Execution Blocked n
. Response Blocked |
. Event Action non .
'&IwmlwlIIIIUI,IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.

Vendor Product: Symantec EP

— T’W B naHHom npumepe, JATP un 3achukeuposan 3arpy3ky BINO y3nos Bcnepg 3a oULWMHIOBBIMY NMUCbMamu,
ot e Symantec 3abnokMpoBan 3anyck koga o Yem coobwmn B JATP.

Fie Hash 2560aT93046ES0CIe0e3ECASILIBATEC WHumnaeHTy He ByaeT NpUCBOEH BbICOKMI YPOBEHbL OMacHoOCTW, T.K. 3anycka BINO He npousoLuro.
Ueyiceost 1011190 Tak, JATP nosBonsieT cocpeaoToumTcs Ha AENCTBUTENBHO BaXKHbIX CODLITUSIX.

Signatire Trojan Gen
Requested action: Del
E-LAPTOP.Source P: 10

5: OFf First Scer: Reputation wes not used inthis d

anRick name:=Trojan.Gen,Cccu

13 11.56:53 ound,IP Address: 10.1.1.190 Computer name: DA

3 5econdary action: De

Raw Log: 2

13-13 11:57:53-07 ,Last update dave SOUICe Compute

€0, Eventiime: 2017-03-13 11:56:53-07 Inseried- 201

Web comain: nuil, Downloaded by: null,Prevalence: tion was not used in this

setar326e36c459256876¢ Hash typs mas,Compzny name: HHHHH Applica

ion: Good Download site. nul

345044 Category set: Secunty nsk,Category rype: UNKNOW

h-2552a763 sion name- Application version- Application typa: -1,Fiie size (bytes

etection. Senstiviry: Low,MDS Application hz
N




Search:

Threat Name:
Threat Category:
Captured From:
Source:

Source Address:

Source URL:

Fite Type:
Golden Images:

Flle Size:

File Hashes:

Signed by:

Malware Referrer URL:

History

Analysis TImestamps:

I Behavior Information

Top Indicators:

VM Network Callbacks:

Anti-Debugging:

Threat Name

Trojan_Generic.DC

Trojan_&eneric.DC

Trojan_sGeneric

HTTP Traffic

18.2352114

vibmdyaplidilma.com (18.23.92.114} BS ysa

http:/vibmdyapLidiima.com/IOAYWGBH IIGDKC. htmi,
Alexa Rank: -1

PE32 executable (console) Intel 80386, for MS Windows

159,744 {156KE), MIME type: application/octet-stream
MD5: 1gccf42cc51f02a595030c995ac16fdh
SHAL: Tfab7635a10010136240051426755 3 fccocfosds

SHA256: SecdsTeff3llc47311396308f0dfcbafes2296361dceT8e54ebaes1ead1dds

L2 11:19:50 Pacific Dayiight Time

Creates a process in some suspiclous paths which are tempaorary in nature (1}
Sets a page of memory to EXECUTE

Masgquerades as standard Windows component (1)

sleeps for an excessive amount of time

Highest total committed memory for a process In a cook

MNone

Mone

File Type
PE32 executable (console) Intel 80386, for MS Windows

Collector

ext x collector

q Fimd on VirusTotal

&4 Downioad Sampte

E Download Behaviar Log

E Generate WP I

Add to Whitelist

@ Report False Positive

SCresnshot




Detailsfor TROJAK_Gippers CY

DOWNLOADS

I R e

Malware Indicators

Maliciol

MoapobHbIe AaHHbIE O
noseageHun BIMO Ha
Kaxxaon 3adonKCMpoBaHHOWN

. oyl cTagumu

Suspirious File Drops

AntiSandbox

Persistence Drops

Suspicious Registry Modifl Some matvales
cations

Suspicious File Accesses

Suspicious Registry Ac

Mzkes Network

onnaction

Other Suspicious Behavior




Nepemectumca B pasgen ¢ nHdopmaumnen o
CobbITUAX, CBMAETENBCTBYHOLWMX 06
MHMLUMPOBAHUK y3na.

Y3en neitanca ceasatbes ¢ C&C-cepBepom

ADVANCED THREAT PREVENTION APPLIANCE

Detalls for TROJAN_GIppers CY

Infection Summary:

05622683463013506773€1 98 Find on VirusTeta)

POST http://newcard.dyndns.biz:80
[result?%3Fhl%3Den%26meta%3Dzkryttyqz
mtgaalbieldmttmpfxsagn HTTP/1.1..Accept:
*/*..Accept-Language: en-us..User-Agent:
Mozilla/4.0 (compatible; MSIE 6.0; Windows
NT 5.1)..Connection: close..Content-Length:
293..Content-Type: application/x-www-
form-urlencoded..Encoding: gzip,
deflate..Pragma: no-cache..Host:
newcard.dyndns.biz:80.... Mjtdkj..=;??
1"#5968 (*+ A.n.afgnhu..;
cvesese _ " abedefghijk

+47=/..2@E5C.....

1"#8...

Network Information:

UEEEEEEEEEE)



Operations Research System Collectors
Last Month v All Zones Al Reset Charts
op Malware

Trojan_Generic

Worm_Dorkbot

Trojan_Gippers

Worm_Cridex

Poisonivy_2

Expl_0Office

Tr

Trojan_Bagsu

Worm_Conficker

Trojan_Fareit

Bbi6epeM KOHKpPETHbIN

BPEAOHOC U NOCMOTPUM YTO OH
ycnen caenath B Hallen ceTu

Threat Prograssion - Trojan_Generic
ny_demo_195
ny_demo_185

BE ny_demo_15

10.1.2.188

10.1.2.178 =]

0 B 1012198

Trojan_Generic

1012166

 J
B 01216

otal Malware Found op Malware Countries

M High
Low
Mzd

-
&

Malware Count:
Us: 29

Threat Details
Threat Name: Trojan_Generic.DC
Y3nbl, 4Ns KOTOpbIX Oblnn
3a(bI/IKCI/|pOBaHbI cBunaeTernbCTBa
3apaxeHus

cfoeds
View all File Hashes

TopIndicators:

Creates a process in some suspicious paths which are temporary in nature
Setsa page of memaory to EXECUTE

Masquerades as standard Windows component

Sleeps for an excessive amount of time

Highest total committed memory fora process in a cook

Juniper



“ ADVANCED THREAT PREVENTION

Dashboard Incidents Uploads Custom Rules

Opcrations R System Collectors Events Timeline

Last 3 Months F| All Zones E Reset Charts

Suspicious
Trojen_Gippers
Trojan_Paxchea

[MocMOTpMM KTO M3 Y3rOB 3arpyaun
Trojan_Gippers, getanu o HewMm,
MHOWKATOPbl KOMMPOMETAaLMMN U X3LL-
CyMMbl 06pasLioB

Worm_Conficker

Trojan_Asktcalbar

Worm_Dorkoot

4

Worm_Crigex Trojan_Gippers

Worm_Gamarue

bf1b4423204

#33cdS

Oec 202 0503 GMT~E
Show Incident

Threat Name: TROJAN_GIPPERS.DC
Fite Type PE32 executable (GUI) Intel 80336, for MS Windows
File Size 1205 788 (1MB)

FehSeicafSa0Tddede T4at

A8 GMT 0300
File Hashes : 8 hashes total
Malbwase Count Most Recent: Mow 26 02:05-03 GMT+0300
Us: 14 MDs: bf1D44320430e597C 160968008€41 T
SHA1 €33cd58397299472338b4212b 19fa8d467f0c 1502
SHA256: b12423750516€08044C5672456TDD0fAT 540894 Zefae65cica65a07d0eac 7aaf

View all File Hashee

eG5cicdB5a07d0acc T4af

Malware Indicators:

Creates suspicious file with intantion tc overwrite on systam paths
Creates a process that runs in a suspicious path

Opens suspicious registry key

Sample opens itself

Copies malicious file to system paths




3. lNoareepxaeHue: VirusTotal

wa Download PCAP Trace "1

B Download Sample

(2] pownload Behavior Log
Generate IVP

Add to Whitelist

File name:

@ Report False Positive

Result

JUNIEEr




3. NoaTteepxaeHue: Infection Verification Pack (IVP)

1V P

| CA\Program Files (xBaNCyphortVP\cyphort-ivp.exe

3 Download PCAP Trace
Download Sample

Infection could not be verified; no further action is required.

2] pownload Behavior Log Press any key to exit

Add to Whitelist

Q Report False Positive

© 2019 Juniper Networks, Inc. All rights reserved




Infection Verification Pack

Anpo JATP

Konnektopbl JATP
JATP Infection
Verification Package

v VHavkaTopsl
KomnpomeTaunm

>

IVP

N3meHeHunsa B OC:
Kntoun peectpa, co3gaHHble Mutex, 3anyLweHHble NPOLEcChl, 3arpyeHHble Gannbl U T.4.

a'r

BT JUN'PER WE ARE A SECUR'TY COMPANY Fkk © 2019 Juniper Networks, Inc. All rights reserved. JUﬂLPm%f
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3. lNoaTBepxaeHue: npoBepka LeneBbix y3nos VP

IPFiltering  URLFiltering  IPS Signatures

Endpoint Infections to be Verified

Search:

1013124 Trojan_Geaneric.0C Apr26 12:04:35 Pacific Daylight Time Download VP

>
w
z
&
=

ny_demo_169 Trojan_Generic.0C Dec 12 15:23:34 Pacific Daylight Time Download WP
101.116.55.210 WORM_WECYKLER.DC Jun 4 02:58:22 Pacific Daylight Time Download VP
1031133 TROJAN_GIPPERS.DC Jul 20 05:18:54 Pacific Daylight Time Download WP
1012127 Trojan_Ganeric.0C May 24 13:49:55 Pacific Daylight Time Download WP
101232 TROJAN_GIPPERS.DC Apr612:22:03 Pacific Daylight Time Download WP
1031111 TROJAN_GIPPERS.DC Jun 514:25:0% Pacific Daylight Time Download VP
ny_demo_191 Trojan_Generic.DC Oct 21 15:41:20 Pacific Daylight Time Download WP
1031148 TROJAN_GIPPERS.DC Aug 21 22:13:11 Pacific Daylight Time Download NP
10,1545 WORM_BRONTOK DC Jul 2108:04:08 Pacific Daylight Tim

1031157 TROJAN_GIPPERS.DC Sep 18 14:22:10 Pacific Daytight Time Download WP

WORM_BRONTOK.DC Mav 5:31 Pacific Daylight Time Download WP

@
@
@
HicH]
@
@
@
@
@
@
@
@
@

1012144 Trojan_Generic.0C May 4 12:43:29 Pacific Daylight Time Download NP
Endpoint Infection Status

Search:

3 sj test_160 TROJAN_GIPPERS.DC Qct & 15:21:40 Pacific Daylight Time Uncaonfirmed

Juniper




Infection Verification Pack

Notifications
System Defaults

System Profiles
Hostname: |tap3s

O Password Reset
Server fully-qualified domain name: | tap3s

.
L]
'
-

Roles

. IVP format: («&MSI( Self-extracting Zip file Download MSI
= Zones

o epirs Software Update enabled:

2 SAML Settings Content Update enabled:
® RADIUS Settings Enable Cyphort support account : ¢ /F System Settings
Y o System Settings Restart services now ;
Bl certificate Ma nagement Reboot appliance now :
@ css Settings Clear event database:

< Web Collectors

E Email Collectors

Juniper



NHTerpaunsa c EDR

@ ADVANCED THREAT PREVENTION APPLIANCE

Dashboard Incidents FileUploads  Mitigation Reports:
Notifications
System Profiles
Environmental Settings

[® Email Mitigation Settings

B Firewall Mitigation Settings

Current Endpoint Integration

1M Assotvatue Description

4 Anti-Virus Configuration . CarbonBlack - 172.19.100.25

< Endpoint Integration Settings
D BiueCoat Configuration

B whitelist Rules

{ YARA Rule Upload

& SNORT Rule Upload

<> Identity Configuration

0 splunk configuration

{ Extemal Event Collectors

Custom Rules

Config




SE  ADVANCED THR PREVENTION APPLIANCE Refresh Data @System Health ~

Dashboard Incidents File Uploads Mitigation Reports Custom Rules Config

All File Uploads (4 shown)

Search: Lazt Month |:| &2 load File

archivemanager.dmg joerez Feb 823:25:33 GMT-0300 Complete Default Zone
hmaré.jar kanat Jan 31 01:05:14 GMT=0300 Complete Default Zone
T e lvesense e lmanssocos
hmaré jar crossrat sample kanat Jan 30 14:57:10 GMT+0300 Complete Default Zone
Details for TROJAN_AGENT. Rep -

SUMMARY  UPLOADS

Seercne
Severity $ | ThreazName 4 | Fite Type
Fie Hashes MOS: Y7ea45e b CZD3bUUIIEhALOC
SHAL: 320dD25MS5dacficd Jal7edbacs12f
SHA2SE: 395d0945acDell5ad 25152830a35¢85884f00a200204
Signed by Nk i
Histo
0 ~
s timesngs s oszazcuivoes QD MoXxHO 3arpy3uTb doansbl
Jan 31 004238 GMT Ben 4
Process graph py y D‘
No SUD-DIoceEsses spawned
Malware Indicators =
MNalicious Trat Behavior Detzils
Suspicious Fic Drops c AppData\Local\fempibassmod.dl
= ersl JohmAppData'Local\Tem py\du p2patcher exs
Other Suspicious Behaviors sends an io coniroi code to 3 known d vice-0n39_function-Cx2_metho

Opens a narmed mutex CitLoadWinStaWinStad

cal\MSCTT CtiMonitorinstMutexDefault

Juniper



4. Nencteue: nepexoq ot NHUMAEHTa K HEUTpanusaumm
Actions > Mitigate Incident

ED THREAT PREVENTIO NCE 5 Refrosh Data @

Dashboard Incidents File Uptoads Mitigation Reports Custom Rules

All Incidents (185 shown, 185 total |

Seecch Show Threal # Al Zones

$ | Threat Targer ¥ § |Zonc T § | Tarmmeos
efaislt Z unknown

WORN_DDRKEOT.OC unknawn

WORM_CRIDER.CY unknown Securty Anslytics Demg Mar 02:45

WORK_DORKECT.OC unkngwn Security Anzlytic Mar T

WORK_CRIDEXCY unknzwn Security Anzly MarT

CRM_DORKED unknown Security Analytic 3 MarT

647845 MED } WORK_DORKEOTOC unknzwn Security Analyt 5 Mar?

[vict
@D
et}
et
@
@
et
[Web}

647545 ) TROJAN_FOISON DC

vomn canocc __ e i1 ez 57

WORM_DDRHECTOC ! Dz ne unknawn urity Anatytic Mar T 22 Pacific Standard Time

Jie-tradlers oe dlt Zane Security Anatytics T War T

WORM_GAMARUE.BC D Srea ;i L5 Defauit Zone unknown Security Ans f Mar T 00:0006 Pacfic Standard Time

WORM_CONFICKERDC 1 = a5z 191 T Zone unkngwn Security Analytics Dema Mar 7.00:0 fic Standard Time

il fior WOl

SLAUMART

AL

Ll
Phishing E‘p oits Downloads Executions Infe 15 £ 3 Laterel Spread
0 1 0 (1] 0

Custom Rules
Lazeral Spread
Infection
Enecition

Downlopds




» ADVANCED T#

Dashboard Incidents File Uploads Mitigation Reports Custom Rules

Collectors Events Timeline

Al 4 Last 3 Months & All Zones $

Dpetations | Research  System

100

100C -

800

700

medium -|

<00

300

200

Config

T T T T T
Nov 28 26202 Do 10 Seat7 Deo2d

Malwars Trend

"
o

oo 31

T T T
senCT der 14 Jar 23 Jonzs

O RefreshData

Host Details

Target

Hostname: =

IP Address:; 10.1.2.16
Source Email ID: -

Asset Value: Medium

Time: Jan 24,2018 08:51:21RTZ2

{3uma)

Progression

Exploits Downloads Executions
o @ o

Incident Summary
Risk: High
Threats: 2
Relevance: Max
Behavior:
Status: New

infections

Threat Severity: 0.75

Threat Scurces: 2

Triggers
Reputation

Golden Images

Name Results

Gl Compromised

{Ql Juniper SE Vv

@System Health ~

Actions

| O |

Userna -

S View Incident
FQDN: Vo Tinad
Deetinad View Timeline

Mitigate Incident

Anti-Virus: Not Conf
igured

0S: Window
57

Phishing Lateral Spread

0 0

Threat Category: Trojan_Backdoor
invokes a sequence of malicious behaviors

Static




[lepexop B pasgen Mitigation

brnokuposka IP, URL, reHepupoBaHue curHatypsbl IPS, VP, kapaHTUH nNoYThl

] g B pasgene HenTpanusauum yrpo3 MOXHO
Dashboard  Incidents  FileUploads  Mitigation  Reports ; Bbl6paTb AencTema Ans npeagorBpaLleHuns
D i i A 3apaxeHns.

JATP ymeeT B3aMmMoaencTeoBaTb CO

: S— : - CTOPOHHUMK NpoaykTaMu 6e3onacHoCcTu

e i i Juniper Labs

W appit Remove

Enablzd Higl cyadmin Vi Local 8.179218.135 3:1:7.19 Sep 9 10:13:55 Pacific Standard Time
Enablzd High gsuzuki o Local 15.47.49 181 02033 Apr 21 00:55.45 Pacific Standard Time
Disabled Medium IATP SALITY_ALLCY Local 35.1 0ATY Sep 9 10:13:55 Pacific Stendard Time
Enabisd Medium cyadmin ACUAN_TeroAccess CY Local 1 011 171 Sep 7 22-13:57 Pacific Standard Time
Disabled Medium JatP TROJAN_ASKTODLEAR.CY Local 18.23.92.114 ny_dema_175 MarT 10:12:40 Paciic Standard Time
Enablad Mediumn USER TROUAM_ASKTOOLEAR CY Local 183442312 Feb 10 25:55:12 Pacific Standard Time
Enabled High TROJAN_Trojan CY Local 193.106 172 140 011 Mar 15 13:54.36 Pacific Standand Time
Dizabled Medium g /1 WINIZ_SALITY_&UCY Local 195.22.36231
b d Medium
Enabled Hign
Disabled
Aug 13031642 Pacific Standard

TROJAN_ROGUE C¥ Loca 93 11 0.17 Sep T 16:13:57 Paclfic Standard Time
Disabled L o TROJAN_Generic.CY L 213192752 oy Sep 8 12:13:36 Pacific Standard Time
Disabled U Low TROJAN_Generic.CY 222 186232 260 A Sep 822:13:58 Paafic Standard Time

Disabled o TROUAN_Eeneric.C Locs 799691234 01754 Sepd 221355 tenriard Time

Juniper

Enabled ve Low SUSP_KRADDARE C¥ 11568585 3133 Aug 33 0454729 Pacific Standard Time




Heuntpanusaunsa B 0OaMH KNUK ans KomaHa
Incident Response

Hentpanusauusa
My6nukaums gaHHbIX 610KMPOBKM B
cywectsyowume: FW, IPS, SWG,
. EDR 4epe3 API nnu Bpy4Hyto

CLA

Anpo . .;
ANALYTICS ENGINE f .

Bepudmkauua & CaoepxxmBaHue
[poBepuTb HanmMuue
3apaXXxeHnsi Ha OKOHEYHbIX y3rax
(Carbon-Black, Tanium,
Crowdstrike, Bradford)

© 2019 Juniper Networks, Inc. All rights reserved. _iUﬂ!P_g(r



HeunTtpanmaauns yrpos
*  WHTerpaumsa c peweHnamn EDP/EPP ons nonyveHus nHgopmaumm o 3arnycke
BpPeOoHOCHOro Koda Ha y3rne, coobueHnus peweHntio EDR o HeobxogmmocTn 6noKnpoBKn
3anycka koga

* [lonydenue dannos ot EDR/EPP gnsa nposepku (CarbonBlack)

B3anmogencrteme co CTOPOHHMMU pelleHnsamu Yepes API unu CLI ang HenTpanusaunm
yrpo3sbl: 6rioknposka IP, URL, cosgaHne curHatypsbl IPS, nomelleHne nucbMa B KapaHTUH

o, BLUE COAT N

clsco (] Check Point ~ JUI ||Def' R\

SOFTWARE TECHNOLOGIES LTD.

CARBON STRIKE
#2 paloalio F::RTINET

BLACK

019 Juniper Networks, Inc. All rights reserved JUn!p_er



HTTP API

[laHHble aHanus3a No MHUMOEHTY, AeTanen nosegeHnsa u npod. yepes API

ot return

Juniper
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O630p Cyphort u npnsHaHmne B NHOYCTPUN

KomnaHuA [1pn3HaHKe

_ CYBERSECURITY
OcHoBaHa: 2011, Santa Clara, CA (HQ) (e labs
fre

WORLD'S HOTTEST SECURITY COMPANIES

PeweHue: O6Hapy>+<eHl/le NPOABUHYTbIX ¢ B TAECHANMEL 1.
FORRESTER e i .'I
VYrpos3, dHa/IMTNKa " AVARLS SECURITY

v Leader in Forrester Wave™ 1 0
H e MT p a fl I/I 3 a Ll.' M FI Automated Malware Analysis Report = 2016

Npuobpetenua: Cyphort 6bina nprobpeTeHa IH‘:(t)tl;'bSS m
Juniper Networks B ceHTAbpe Startups of 2015 20]
2017. TecHan nHTerpauma u _——

BCTpaunBaHWMe B CyLllecTeytoLlee InNnovation
Sandbox
nopt¢osamno

Juniper


http://www.crn.com/slide-shows/security/300079966/2016-security-100-20-coolest-siem-and-threat-detection-vendors.htm/pgno/0/4
http://go.cyphort.com/rs/181-NTN-682/images/Best_Enterprise_Security.pdf

Bbicokue pe3yribrartbl HE3aBUCUMbIX TECTOB

FORRESTER

rs Contenders

BbicOKaa apPeKTMBHOCTb MOATBEPKAAETCH
S : He3aBMCUMbIMU nccnegoBaHuamm |CSA Labs,
anpens 2017

Current

Test Length 37 days | Malicious Samples 614 Innocuous Apps | 519 |

TestRuns | 1133 | % Detected | 100.0% | %False Positives | 1.5% |

O6pas3Lbl BMO ana tectos ICSA nonyyaet ¢ cCOBCTBEHHbIX CliaM- U XaHUMOTOB, MIHTEPHET U
M3BECTHbIX BpeAOHOCHbIX URL

© 2019 Juniper Networks, Inc. All rights reserved _JUﬂ!per



Kak JATP pabotaet
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KntoyeBble KOMMOHEeHTbl JATP

T

SPAN Konnektopsbl
JATP (ISO, OVA, HW),
rOPU30OHTasbHbIN U
BepTUKanbHbIA Tpaduk

Konnektopbl NoYThl;
Gmail, Office365,
Exchange, nto6onn SMTP

BHeLHWN NHCTPYMEHT
nepegayun annos n3
JATP (CarbonBlack)

AHanus noros oT
CTOPOHHMX MPOAYKTOB
(API, Syslog): AV, FW,
IPS, EDR, EPP, Proxy,
SIEM

C6op AaHHbIX

Native

API

Syslog anIOpMTe3aLI,V|F| M OUEeHKa puUcka

GSS

AOPO JATP

MalumHHoe oby4eHne Ha OCHOBE
NnoBeaEHYECKMX TPENCOB,
Moaynb cTaTuyecKkoro aHanusa,
CobcTBEHHLIE NpaBuna,
Koppensuus,

PenytaunoHHbI aHanms

MynbsTnBeKTOpHbLIN AHanu3

[

BriokupoBka yrpo3sbl
BrnokupoBka yrposbl Ha
YPOBHE NMpeanpuaTns npu
MOMOLLIM CYLLECTBYHOLLIMX
peLleHnin oT Opyrmx
npounssoanTenen.

BrnoknpoBka No 0 gHOMY KKKy
BPYYHYH UNn aBTOMaTu4eckas

AP CLI

Koppensiums cobbiTumn
yrpos3bl
OTtobpaxeHne noBegeHus u

- Native
COObITUI KacaTemnbHO Yrpo3bl Ha

BPEMEHHOW LUKare ¢
KOppPEnsiuuin AaHHbIX OT APYrnX
npoaykToB 6e3onacHocTu: AV,
FW, IPS, EDR, Proxy v 1.n.

YcTpaHeHue yrposbl

JUNIEEr



[ nyookmin aHanna JATP 3HaunTensHO apdeKTnBHEE
CUrHaTYypPHOro aHanmaa

100%

MpoueHT
obHapyxkeHus

90%
80%

> JATP

70%

0

Bpemsa obHapykeHus BIMNO f:l

L
e JUN'PER WE ARE A SECUR'TY COMPANY LLE © 2019 Juniper Networks, Inc. All rights reserved. _]Uﬂlper



[TpoaBuxeHue yrpoabl no Cyber Kill Chain

YnpaBneHue

BoopyxeHue N KOHTPOJSb

PeKorHocu,mpos '

[enctBus Ha yane

4 Exploits AKTMBHOCTb, NOABEpPratoLLan Noab3oBaTeNIen ONacHOCTH
] Downloads 3arpy3Ka BpeAoHOCHOro o6bekTa
Juniper
Advanced User Uploads OTnpaBKa BpeaoOHOCHOro 06beKTa C OKOHEYHOM TOUYKM
Threat < Executions 3anycK BpegoOHOCHOMO KoAa Ha OKOHEYHOM TOUKe
Prevention YCK BPEA A
Appliance Infections MonyyeHne cemaetenbcTs 3aparkeHuna (C&C, IVP)
JATP
( ) Lateral Spread f[opn3oHTanbHoe pacnpocTpaHeHme BIMO BHYTpU ceTn
\_ Phishing MNMoyTtoBOEe coobuieHme ¢ BpeaoHocHbIM URL

© 2019 Juniper Networks, Inc. All rights reserved JUﬂ!E@f



OnpeneneHne 3Ha4MMOCTU Yrpo3bl

=0

O6HapyxeHune yrposbl

+

)=

N\O
3\(\6‘)‘\'\ + 3Ha4YMMoCTb

OueHka
OMacHOCTM Yrpo3bl

Adware

Virus

Worm

RERSNEIE

Trojan Hijack, Backdoor
Exploit

Data Theft

nT.A.

dTaKkyeMoro aktmea

- Hwnskas

- CpegHsisi
- Bbicokas
- KputnyHas

Bepudukauums
3apaxeHus
aKTmea

- Hackoneko ganeko no Cyber Kill
Chain npoasuHynoce BIMO?

- BbInonHuncs nu kog, Ha MalumHe
XepTBbl?

- OC xepTtBbl coBnagaet c ueneson OC
BMoO?

- YcTtaHoBMneH nn AHTUBMPYC Ha
MalLVHe XepTBbl?

- O10T AHTUBMPYC BbIN CNnocobeH
AeTeKTMpoBaTb yrposy?

- Yrposa cpaboTtana ansi CO6CTBEHHOro
obpasza OC?

- uT.A.

Juniper



Mogenu
pa3BepTbiBaHUA

e
)



o @ Headquarters / Data Center

-
8/70/7

Collector

: I Virtual collector
+ LienTpansHoe Siapo JATP cobupaer -.--_____________::::::::::::m__:
Lateral Spread Collector
&

MHd)OpMaHMPO OT KOJITIEKTOPOB, BbINOJIHAET

s @ 9
PasBepTbiBaHVe e © re

]
1
1
:
[ETEKTUPOBaHWE 1 aHanu3; - eﬂ;&m—---

W / colectar - COIlCtOT - ’I\_Aeflrziir;z based
° KoMNOHEHTHI yrnpasJlieHNA N HeUTpanm3aunm P ;ﬂl. \' ——— L2 =
a % 6 - ateral Detection

yrpo3 BXoOdaT B COCTaB Agpa;

Endpoints running Carbon Black

» Konnektopbl cobupatoT gaHHble 0 Web u Onumu ans Aapa n KonnekTopos:

SMB Ttpaduke co SPAN/TAP noptoB ceTeBbIX NporpaMMHO-anNNapaTHbI KOMMIEKC

YCTPOWCTB; (appliance),

KonnekTopbl No4Tbl cOBUpatoT AaHHbIE C . BUPTYanbHLIE MaLIMHBI,

MNOYTOBbLIX CepBepPOB UnNKn paboTatoT Kak MTA- . 1SO ans Mac Mini

nonyvarenu; * NGFW SRX n VSRX (Web-konnektop)
© 2019 Juniper Networks, Inc. All rights reserved JUﬂ!RJegr




Pa3BepTbiBaHME B LiIeHTPaNbHOM oduce

JATP Collector:
JATP Collector: Firewall/Router

Email

"onosHoOM oguc

- E JATP Collector:
Data
Center/VDI
[Nonb3oBaTenun -
<4

JATP Core
Koppensauusa, AHanuTtuka,
WHcnekums

© 2019 Juniper Networks, Inc. All rights reserved _]Uﬂ!pwe“r



Pa3BepTbiBaHWE HA HECKOMNbKUX MNioLlagKkax

e
o A
LW

[onoBHoWM

JATP Core

ﬂ JATP Collector: Koppensums,
®unman 1 AHanuTuka,

NHcnekums ‘ ﬁ

w
Ko eﬂ% > Mac OS X & Windows
P
. ) _>
JATP Collector:
dunnan 2
e
w
obnako
N 5% Mac OS X & Windows :
a@®
P )
JATP Collector: 4 ""
y i lil
naneHHbIn
- oguc AJ'IbTepHaTI/IBHO NI
4 gornonHutensHo - OVA VM
unn SaasS

© 2019 Juniper Networks, Inc. All rights reserved JUﬂ!Pﬂer



PasBepTbiBaHWE B YAaCTHOM MK Ny6InYHOM

oobnake

S

e
o A
s

JATP Collector:
dunnan 1

- <

e
o A
s

JATP Collector:
dunnan 2

<

R
w! 4

LS
§
P

-, aY,
\bi

JATP Collector:
YoaneHHsbin
oouc

w
*

g Gy,
)
P wa‘
)
JATP Collector:
[onoBHOM ocdhunc
w

= JATP Core
Koppensaumsa, AHanuTtuka, NHcnekums

© 2019 Juniper Networks, Inc. All rights reserved
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Pa3Bepr|BaH|/|e — dHAl1IN3 MNOYThbI

C60p NOYTbl JTOKasibHbIM KOJIJTIEKTOPOM

Corporate Firewall ‘l

: ‘- i Office 365/
JATP MTA €8 4B SvTp Stream \ GMAIL Cloud

SmartCore and
Central Manager f‘_

Main Office

JATP MTA pa3BepHyT nokanbHO

C60p No4Thbl KONNEKTOPOM B obrake

.

. Corporate Firewall ‘
Py,
Email Collector Wl * A

SmartCore and -J SMTP Stream
Central Manager ‘:.

@ o
GMAIL Cloud

Main Office

JATP MTA pasBepHyT B YacTHOM obnake

Juniper



Global Security Service

JATP GSS

Cepsuc GSS (onumoHanbHo) 2 GSS REPORT &
obecne4vnBaet TenemeTpuio, cbop meTa- o ALERT SERVER
AaHHbIX 4118 TPEHMPOBKN MoAenen
noBeAeHYECKOro aHanmaa ang mx
MOCTOSIHHOrO COBEPLUEHCTBOBAHNS

DATABASE I GSS
SiinaaiE USERS

Engineers @
Malware

Researchers

GSS
CLIENTS

Juniper



Juniper Threat Network

OpHoHanpasneHHas 1 AByHanpaBneHHas

MOJEnn B3aMMoaencTeusi (onumMoHarnbHo) :

- Monb3oBatenb nony4yaet 06HOBNEHUS, HO Threat Network
caM HUYero He OTMNpPaBIsEeT;

- Monb3oBatenb nony4yaet 06HOBNEHHS,
oTnpasnsAeT MeTa-AaHHbIE U TENEMETPUIO.

\ Nonb3oBatens A Nonb3oBaTensb B Monb3osaTtens C Nonb3osatensb D
)06 mnenn ogenei waumororo e —— —————
1
() Oownenn garox Threat ntellgence
|
(™) ooretwe moyres penytaonoro n cratrecroro aransa

/
Juniper



Ha 4yTo eLie ctout
obpatuTb BHMMaHWNE

= T
’&10 -0.51% 1.03%
MFTE05 . 5006 +0.85% fa%

1.00%

A 488
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NHTerpauyua c Active Directory

I"Ionyqume I'IOLI,pO6HbIX AadHHbIX O NOJ1b30BAaTENIAX N MalLUNHAX

S
: al) NHTerpauna Hanpamyto ¢ MS AD
Active Directory ]
Lo}
JATP
CARBON [Mony4eHne nHgopmauum ot Splunk

CB -> Splunk ucnoneaysi Event Forwarder
noroB JSON u Splunk Forwarder

AD -> Splunk ncnonb3sys Universal

Forwarder 8 DC unu WMI

BLACK

ARM YOUR ENDPOINTS

JUNIPEr



ABTOMaTmnyeckasa Hentpanmsaumsa BlN1O

* ADVAMCED THREAT PREVENTION APPLIANCE { Refresh Data @ system Health ~

Dashboard Incident: File Upload Mitigation Reports Custom Rules Config

P Filtering URL Filtering |PS Signatures

Endpoint Infections to be Verified

Search:

Details for demo_11

ABTOMaTU4eCKasa Unm pyvHas HenTpanusauus no Bawemy

BbIOOpY,

v' WNHTerpauus ¢ chariepsonnamm u wno3amm 6e3onacHocTu
ans 6nokmpoBkM BpeaoHOCHbIX IP agpecos n URL,

v' WHTerpauusi ¢ obnavyHbIMy NOYTOBLIMU CEPBUCAMU LIS
nomeLLeHNss NCbMa B KapaHTUH

v" KomnoHeHT Juniper Connected Security ons 6rnokMpoBkm
XOCTOB Ha YpOBHe ceTn

Juniper



SSH Honeypot

* ADVANCED THREAT PREVENTION APPLIANCE

Dashboard Incidents File Uploads Mitigation Reports Custom Rules Config

All Incidents (2 shown, 2 total)

Search: Show Threat ¥  Last Month

Status T Incident 1Dy Collector Type # | Threat Source & | Threat Target ¥ -

Suspicious_SSH.HP Reg2-Collector-ssh-honeypot 172.16.1.175

Details for TROJAN:WIN32_MALEX_GEN_E.CY

Severity Threat Source Destination

summary
Medium Suspicious_SSH.HP eg2-Collector-ssh-honeypot host-1-11.private.cyphort.com.

Infections
Summary

Threat Name: Suspicious_SSH.HP

Description: 55H session attempted on Cyphort Honeypot

Username: 0 JATP nmeet B CBOEM COCTaBe
e ——— SSH Honeypot Ana AeTekTMpoBaHus
ncident 0 - NOOO3PUTENBHON aKTUBHOCTU Y3rOB

cetn

Juniper



AHanm3 ropusoHTanbHOro Tpaduka

Details for Trojan_Generic.DC

__
High

Trojan_Generic.DC ny_demao_205 ny_demo_215 Jul 16 10:24:46 PDT

Summary

» O6Hapyxunsatotcs nepemelweHns BINO BHYyTpu cetn no npoTtokony SMB,

* Wcnonb3oBaHue npasust YARA getektupyet Remote Access Trojans (RAT)

Juniper



CobcTtBeHHble npaBuna SNORT

” ADVANCED THREAT PREVENTION APPLIANCE
* Onepartop MOXeT

co3faBaThb U 3arpyxatb Dashboard  Incidents ﬁi&up[uads Hibggbun m;po;tg, ‘CustomRules  Config
coBCTBEHHbIE Npasuna e — Ry

SNORT gns ycuneHusa System Profiles -

3aLUNTbI M JETEKTUPOBAHUNS] | Environmental Sertings Current SNORT fules

CI'IeLl,I/ICbVI‘-IHbIX ,EI,J'IFI cetu 2 e iroseaty Conirmein File name Description Actions
artak € SNORT Rule Upload host e | Mostd

R I'Io,u,ospmeanbl i TpaCbVIK ” ADVANCED THREAT PREVENTION APPLIANCE

oBOHapyXeHHbIN Dashboard  Incidents  FileUploads  Mitigation  Reports  CustomRules  Config.

coBCTBEHHbLIM NPaBUITOM - ) )

Oynet oTobpaxaTtbcs B search:

OTAENLHOW BKNagke ans L 4|source | Destination 4| -

Web Alert - php request on Host45.100. No php files var. 172.16.45.100

yaobcTBa
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CobcTtBeHHbIe npaBuna YARA

* OnepaTtop MOXeT

e0E0E0eE N

C03ﬂa BaT b I/I ‘ ADVANCED THREAT PREVENTION APPLIANCE

3arpyxarb Dubbowd  Inciderts  FieUploads  Wtgaion  Roports  CustomRules Confi
CODOCTBEHHbIE Notfcations

npasuna YARAONA | neeie

YCUNEHUs 3alumTbl n o m e o

OETEKTNPOBAHUSA
cneumndmyHoro BI1O,

[& Email Mitigation Settings

[& Firewall Mitigation Settings

N pocetvalue
« Tpurrep ans Taknx L
Vl H L'. M,D.e H TO B 6y'u| eT U BlueCoat Configuration Current YARA Rules
File Suffix: escription
oTOBpaxaTbecs Kak B whietst s y
Static | AR

&€ SNORT Rule Upload
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Co0bcTBEHHbIN «30MoTon 0bpas» BUPTyanbHOWU MaLUUHbI

g ADVANCED THREAT PREVENTION APPLIANCE

Dashboard Incidents File Uploads Mitigatiﬂn Reports Custom Rules Config

Motifications

Image piion: 3 Diisk Stre (B Risk Reduction: Network Segment:
System Profiles [ | Hl O 20 H O | default
(@ (@)

®) o

0= Password Reset
% Roles
% Zones

Current VM Images
& Users Description
&k SAML Settings
© RADIUS Settings

F System Settings

«3onoTtony» — Baw cobcTBEHHLIN 0bpas C
Tpebyembim Bam NO u ero Bepcusamu. JATP
ByoeTt ncnonb3oBaTb UCMONb30Bas €ro Npu
aeToHauun obpasuyos BIN1O gnsa
MaKCMMarbHOro coOoTBeTCTBUSA Bawumm
pearnbHbIM cucTeMam

E Certificate Management
@ GsS Settings

@ Web Collectors

© SRY Settings

BB Email Collectors

@ Secondary Cores

B Golden Image VMs
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PaboTta B knacrepe

JATP ckaxeT Korga Harpyska ctarna 60sbLLIon 1 HYXXHO 006aBnATb
HoBble Core

BanaHcupoBka Harpy3ku mexay Core - aBToMaTU4eCKm

l= Core." |= CoreA 4 == Corew & core & Core‘

Collector Collector CoIIector | Collector

rks, Inc. All rights reserved _JUﬂ!p@r







AnnnanHcbl PU3NYecKne n BUpTyarnbHble

VvJATP Core, Mail & Web

JATP 400 JATP 700
vCollector

10 apnep, 40 apnep, 4-24 vCPU,
32G RAM DDR4, 128G RAM, 16-96G vRAM
4 x 2TB HDD (RAID 6) 8 x 900G HDD (RAID10) 512 GB vHDD
8 NICs (2 x 10G SFP+, 2 6 NICs (2 x 10G SFP+ un 0o 4 vNICs

x 10G, 4x 1GE) 4 x 1G)

500BT AC naun 650BT 920BT AC nnm 650BT

DC (pe3epBupyembie) DC (pesepBupyemsble)
1 RU 2 RU

Bo3ayLuHbIM NOTOK: K Bo3ayLiHbIM NOTOK: K
3aHen NaHenun 3aHen NnaHenun
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BapunaHTbl pa3BepTbiBAHUSA

dunsmyeckmne annnamHceol BupTtyanbcHble
All'in One

Mogaenb MpoussoauTenbHOCTb (06EKTOB B AeHb) MpoussoguTenbHOCTL

Virtual Smart Core Engine

Mopaenb NMpoussoauTenbHOCTb vCPU

(06beKTOB B AEHb)
JATP700 [0 61000 2.5 Gbps

vSC-8 [0 46 000
JATP400 [0 25000 1 Gbps

vSC-24 £0 116 000

Smart Core

Mogenb MpoussoauTenbHOCTb (06HEKTOB B AEHb)

Virtual Web Collector

JATP700 4o 130000
Mopaenb MpousBoaAUTENbHOCTD

JATP400 A0 50000

Web Collector

Mopgenb MpoussoanTenbHOCTb

FC-v500M 500 Mbps
FC-v1G 1 Gbps

FC-v2.5G 2.5 Gbps

JATP700 4 Gbps

IR LB EE Virtual eMail MTA-npuneMHuk

eMail MTA-npueMHunk

Mopaenb Mucem B AeHb
Mogaenb Mucem B AeHb VMTA-M 720 000
JATP700 2 000000 VMTA-L 1400000

VMTA-XL 2 400 000

JATP400 700000
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Tvn NnUueH3nn B 3aBMCUMOCTU OT Habopa doyHKLUI

*100Mbps
*500Mbps
*1Gbps
*2Ghbps
*5Ghps
*10Gbps

v' AnnnanHc (Mogernb,

AC/DC)
+ MNMaker
y BkatoyeHHble GyHKUUKU
v" SKU uncxonsa us dYHKUMIA
NPOMyCKHON CMOCOBHOCTY v' [Ins BUpTyasbHbIX Standard | North-South Web traffic, Auto Mitigation,
N CPpOKa AeNcTBUA anmnianHCOB BCe TO Xe (STD) Analytics, Email (BCC), manual upload

noannckn camoe Tonbko 6e3 HW : ,
SKU Enterprise All Standard features, Lateral traffic (SMB),

(ENT) Email (MTA)
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