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AGENDA

• Juniper Threat Defense Director (TDD) Positioning

• Technology Overview, Use Cases

• Scaling and deployment options

• Demo videos
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JUNIPER DDOS PROTECTION SOLUTIONS

SRX and MX Series
• Basic DDoS Protection with screens → first protection line for smaller scale

• All SRX series, high end SRX5k series recommended 

• MX240/480/960 and MX2K with service pics (MS-MIC, MS-MPC), 16.1R3 and 
above (so called IDS)

BGP flow specs in routers: MX and PTX

• Allows DDoS protection enforcement in combination with any flow spec 
compliant DDoS solution, example Arbor 

Corero + MX

• Sophisticated, fast and scalable DDoS protection solution 
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Corero Network Security (CNS)

• London Stock Exchange AIM listed: 

• Focus: Real-time DDoS Protection (Detection and 
Mitigation)

• Target Markets: 
• Service Providers, Cloud/Hosting Providers, Digital Enterprise

SmartWall DDoS Detection and Mitigation
• Products: 
• SmartWall® Threat Defense Director (TDD) with Juniper MX

• DDoS Detection and Mitigation 500Gb, 1Tb, 10Tb, 40Tb

• Services:
• DDoS Monitoring, Analytics and SOC

• Available on the Juniper Price List
• Supported by JTAC

CORERO INTRODUCTION
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WHAT JUNIPER TDD DOES

Juniper TDD is threshold based 

volumetric DoS/DDoS protection.



© 2019 Juniper Networks 
Juniper Business Use Only

MITIGATION STYLE VS. ATTACK SIZE AND EDGE CAPACITY

Size of 
Attack

Provider Edge Mitigation
Leverage real-time data and analytics 

to deliver intelligent automation 

Provider Edge Capacity 
Typically multiple Terabits/sec

Provider Scrubbing Capacity 
>90% attacks mitigated at Provider Edge

<10% redirected to scrubbing Scrubbing Zone

Number of Attacks

Provider Edge
Mitigation

Zone

Blackhole
Zone

Scales to >10 
Terabits DDoS 
Protection 

100% 
Edge Protection
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TIME TO MITIGATION (TTM) OF MINUTES = FAIL

SUCCESS 
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TIME TO MITIGATE COMPARISON USING ANALYTICS

77% of DDoS 
Incidents last less 
than <10 minutes



© 2019 Juniper Networks 
Juniper Business Use Only

ENHANCED ACCURACY + SPEED OF DDOS 
DETECTION/MITIGATION

Netflow
• aggregation delay

• header only

• attack overload

Flowspec
• BGP propagation

• header only

• limited visibility

Sampled Mirror
▪ immediate forwarding

▪ header and payload

▪ scales with attack

NETCONF
▪ ephemeral configuration

▪ header and payload

▪ streaming telemetry
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COMPARISON  TRADITIONAL NETFLOW/REDIRECT VS 
MIRROR/NETCONF

Packets
Flow 

Aggregation
Export/Data 

Transfer
Collector

Header 
Analysis

Redirect or 
RTBH

DPI
Mitigation or 

Flowspec
Reinject

Packets
Sampled
Mirror

Sampled DPI Mitigation
Streaming 
Telemetry

Typically Minutes

Typically < 10 seconds

< 2 second < 2 second < 5 seconds

Netflow/Redirect

Sampled Mirror / Netconf
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TECHNOLOGY OVERVIEW

Juniper Thread Defense Director

11
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TDD COMPONENTS AND MX FEATURES

Juniper Threat Defense Director (TDD)

- Detection Engine (vDE)
- Detect DDoS attack from sampled packets

- Forwards information to CMS

- Detection Director (DD)

- Central Management Server (vCMS)
- Manage mitigation policy

- Receives and coalesces data from DE(s)

- SecureWatch Analytics (vSWA)
- Receive information from CMS

- FF provisioning

- Receive and display Telemetry

- Rich analytics and visualization

Juniper MX

- Packet mirroring (1:1000)

- NETCONF and ephemeral config database

- FF Telemetry

- Firewall flexible match filter

- Trio MPCs

Juniper MX 

Router

Sampled 

Mirror

(1:1000)

Dynamic Filter 

(Tuple + Payload)

Streaming 

Telemetry
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JUNIPER THREAT DEFENSE DIRECTOR AUTOMATION 
FLOW

Customer Facing Services

Internet

Attackers

Legitimate

Customers
Juniper MX 

Router

Source

10.3.3.0/24

Destination

10.4.4.10/32

Web, Content, 

E-Commerce, 

SaaS

1. Peace-Time Operation
2. Attack Starts
3. Automatic Mitigation Begins

Good 
Users

Mirror

(1:1000) Dynamic Filter 

(Tuple + Payload)

Streaming 

Telemetry
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MX FIREWALL FILTER FLEXIBLE MATCH
EXAMPLE: NTP MONLIST

14

1st byte of UDP 12th byte of UDP

Flex match: 
start from layer 4 (UDP)
Byte-offset 11 means the 12th Byte
Match for 8 bits
Mask = 0xFF = 1111 1111 (compare all bits)
Pattern = DEC 42 = HEX 2a
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PROVIDER EDGE DDOS DETECTION AND MITIGATION

SP SPSP

DDoS Attacks
arriving from

transit/peering

Good traffic to 
edge or cust

ingress from 
transit/peering

egress to 
subscribers

Service
Provider

Good traffic to 
edge or cust

NETCONF
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DC/CLOUD EDGE DDOS DETECTION AND MITIGATION

SP SPSP

DDoS Attacks
arriving from

transit/peering

ingress from 
transit/peering

NETCONF

DC/Cloud
Provider

Good traffic to 
server/service
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SETTING TDD THRESHOLDS WITH SRX5K + SPC3 SCREENING ?

Successful application transactions over time Background 21M PPS SYN flood 
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THOUGHTS ON SRX SOURCE NAT POOLS PROTECTION ?

• Source NAT pools can be high profile targets (impacting subscribers)

• When DDoS is above SRX screening capacity TDD would block destination IP 
(effectively causing DoS by blocking the source NAT IP address)

• Junos 18.3 SRX can do session scan only for IPs removed from NAT pool

• Blast zone reduction as the entire session table is not wiped upon NAT pool change

• Possibilities to automate pool changes based on TDD analytics/actions (REST API, PyEZ…)
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SCALING AND DEPLOYMENT OPTIONS

Juniper Thread Defense Director

19
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SCALING DATA / RESOURCE UTILIZATION 

TDD

SmartWall TDD
(Threat Defense Director) 

Sampled Mirror (tuple + payload)

MX Filter Generation (tuple + payload)

Juniper MX

Ingress Traffic Egress Traffic

Sampled Mirror (1:1000)

Dynamic Filter (tuple + payload)

Streaming 
Telemetry

Netconf Configuration = few 
kB every second per Router

Streaming Telemetry = few 
kB every 10 seconds per 

Router

Sampled Mirror 1:1000
1Tbps ingress = 1Gbps 

samples

TDD software VMs on standard 1RU server can 
- monitor 10Tbs (10Gbps samples)
- mitigate via NETCONF to 50 MX Routers
Scales linearly beyond that.

MX Router (MPC/MIC Trio) with negligible overhead
- can sample selected ingress interfaces at 1:1000 
- support 100s of dynamic filter terms
- streaming telemetry for each filter term
- ephemeral config update <1 sec, 100 times/minute
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OPTION 1: DISTRIBUTED DE (RECOMMENDED)

21

Product Number Description Quantity

J-COR-DOS-DD-1T-1

Corero SmartWall Threat Defense Director Virt 

Edi 1 Yr software subsc. Includes 1 Detection 

Engine lic, max 5, for up to 1Tbps agg monitoring 

and mitigation. Includes J-Care, Soft Maint and 

Updates. Each DE with 10G proc capacity

1

J-COR-DOS-DE-1P-1

Corero SmartWall Threat Defense Director 

Detection Engine, 1 pack, Virtual Edition 1 Year 

software subscription with 10 Gbps of processing 

capacity. Includes Juniper Care Support, 

Software Maintenance and Updates.

2

In this option, the DE is distributed.

Advantages of this Option are:

• Commercial: - if cost of international or 
site interconnection are high, then this 
option will save on cost of 
backhauling mirrored traffic to central site

• Technical: more simple to operate 
because customer does not need to setup 
and maintain L2 / GRE connectivity 
between sites

SKU configurations requirement:

• 1x J-COR-DOS-DD-1T-1 (capacity 
license can be shared among multiple 
sites)

• 2x J-COR-DOS-DE-1P-1 (capacity 
license comes with 1xDE, thus, 2 
additional DE licenses are needed)

• Note: MX mirrors packet to DE at the 
same site
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OPTION 2 – CENTRALIZED DE

22

SKU configuration requirement:

• 1x J-COR-DOS-DD-1T-1 (capacity license 
can be shared among multiple sites)

• Note: MX mirrors packet to DE at the 
centralized site

• E.g. if the b/w of each site is 300Gbps, 
the mirrored b/w is 300Mbps (1:1000)

Product Number Description Qty

J-COR-DOS-DD-1T-1

Corero SmartWall Threat Defense Director Virt Edi 1 Yr

software subsc. Includes 1 Detection Engine lic, max 5,  

for up to 1Tbps aggmonitoring and mitigation. Includes J-

Care, Soft Maint and Updates. Each DE with 10G proc 

capacity

1

In this option, the TDD components are centralized and 
so, only the included DE is required.

Advantages of this Options are:

• Commercial: if the cost of inter-site bandwidth is 
not issue, then you save on the cost of having to 
purchase additional DE

• Technical: Only 3 VMs are needed, but customer 
sends samples to centralized DE
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DEMO VIDEOS

23

Juniper Thread Defense Director
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DEMO LAYOUT
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Q&A?

THANKS!
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Karel Hendrych

Consulting Engineer, EMEA

khe@juniper.net


