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3AABJIEHUE
Ob OTKA3E OT OTBETCTBEHHOCTU

Juniper MoXkeT pacKpbiBaTb MHOPMALIMIO, CBA3aHHYO C pa3paboTKOM M N1aHaMuU
BbIMyCKa OyAyLIMX NPOAYKTOB, OGYHKUMIA UMM yAydlleHUn (3asBieHMe o
HanpaBaeHUn pa3BuTUA npoaykTa, «30OHPI»). MHdopmauma 3OHPIT MoxkeT 6bITb
n3MeHeHa B Nt0boe BpeMsl 6e3 yBeJoMJIEHUS. 32 UCK/IFOYEHMEM CJlyvaeB, Koraa
3TO MOXXEeT ObiTb YKa3aHO B OKOHYATEsIbHbIX COrsalleHnsX O MNOTEHLMabHOM
caesnke, Juniper He AaeT HUKAKUX rapaHTUM U HE HECET HMKAKOW OTBETCTBEHHOCTMU
3a TO, YTO byayLwime NPOAYKTbl, PYHKLUNMN UM YAydLleHns 6yayT npeacTaB/eHbl.
3a UCKJIIOYEHMEM CJly4aeB, KOrga 3TO MOXET ObITb YKa3aHO B OKOHYaTesIbHbIX
cornaweHmax o noTeHumanbHon caenke, KomMnaHma He [0/1)KHA OCHOBbLIBATb
pelleHnss O MOKYMKe Ha OCHOBaHUWM NEPUOAOB BPEMEHU WU APYIrUX OaHHbIX,
nsnoxkeHHbix B 3OHPI1, nockonbKy Juniper MoXkeT 3aaeprkaTb UM HUKOraa He
npeacTaBuUTb OyaAyLMX MPOAYKTOB, GYHKLMMN NN YAYHLLEHUN.

/‘
.

#
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[TPOI PAMMA

O630p cSRX

[TpmeHeHne cSRX

cSRX B cpeae Kubernetes n Contrail

[MpakTMKa 1 AEMOHCTPALMUA: C YEro Ha4yaTb?

* Docker
» Kubernetes & Contrail Networking
 [ne B3sTb cSRX?

Juniper | s
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KOHTEMHEPLI 1 BUPTYAJIbHBIE MALLVHBI

_ BUPTYAJIbHAA MALLIMHA KOHTEWHEP

PUNTOCODPUA BupTyanusauus

AnnapaTHas BUpTyanusaums

OU3ANHA onepaLOHHOM CUCTEMBI
HeT cTaTunyeckoro
PesepBupyeTcsa ctaTnyecku. e3epBUpPOBaHUS.
YMNPABEHUE S PE3EPEUP
PECYPCAMM MuHUMabHOE COBMECTHOe Paspensaiotca mexkay
MCMoJ1b30BaHMe. KOHTenHepaMu B nNpeaenax

| o XOCT-CUCTEMBI.
App 1 B KOHTeltHepe
Bina/Libs HeT roctesoit OC BPEMS 3ATPY3KMU 3aHMMAeT MUHYTb! MeHee ceKyH bl
PA3SMEP OBPA3A Heckonbko NBant MeHee 'BanTa
Guest OS |l Guest OS [l Guest OS App 1 App 2 App 3
| He 6o0/1ee HeCKOIbKUX MoykeT MacLITabupoBaTbCs

MACLUTABUPYEMOCTb
[EeCATKOB MHCTAHCOB Ha XOCT 0 TbICAY HA XOCT

Hypervisor Docker Engine
Host Operating System Operating System

Infrastructure Infrastructure

O8O O8O

3ABUCUMOCTb OT OC OC xocTa MoXkeT OC xocta n OC obpa3za
XOCTA oT/m4aTbes oT roctesom OC J0/KHA 6bITh OANHAKOBOW

© 2019 Juniper Networks _]Uﬂ”:)er ‘ 4
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CSRX - NGFW B DOCKER KOHTEMHEPE

[lepBbin B MUHOYCTPUM KOHTEUHEPHbIN USER SPACE
MEXCETEBOU 3KpaH Docker cSRX Instance
O 6 D k Other Linux @ Dependent Libraries/Binaries/Files
pa3 Ha ocHoBe Docker Other Linus
Junos Con'frol Daemons srxpfe Process
Nuterpaumsa ¢ Kubernetes, OpenShift, 5 e 2 e L4-7 Services (NAT/UTMY..)
O pen Stack n Contrail SDN Linux Daemons Secure-wire/Static Routing
(sshd/rsyslogd/...) s s
Docker Engine ;rust : E U;'trUSt
. one m | | one
Pe>xumbl L2 Transparent (secure wire) n L3 PETEIE——.
Routing " -
ethO ethl eth2

OyHkumonan Stateful Firewall, NAT, IPS, 1 l o
Virtua Virtua irtua
UserFW, Application Security (AppFW, ApplD, Ethernet Ethernet Ethernet

KERNEL SPACE
AppTrack), Content Security
ethO-br 6 ethl-br 69 69 eth2-br

L/

YHudpuumpoBaHHble cpeacTBa yrnpaB/eHus,
BO3MOXXHOCTb ncnosib3oBaHmnsa NetConf (19.2)

ethO ethl ath2 m
O EEEn n ) Trust Zone Untrust Zone g
— APXUTEKTYPA KOHTENHEPA cSRX

© 2019 Juniper Networks JUﬂ Per
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NOAAEPYKNBAEMbIV ®YHKLIMOHAJT

Mpo3payHbin pexxum L2 n L3 mapuipyTmsaumm
IPv4 n IPv6, Jumbo Frame
Stateful Firewall c noantnkammn 6e3onacHocTH
30HbI 6e30nacHOCTH
Screen: 3awmTa oT DoS 1 DDoS aTtak, 3awmTa ¢ noMmoupio SYN cookie
MopaBneHune aTak brute force
OO6Hapy»keHune BTop>keHumn: IDP/IPS
IleTekTpoBaHMe NPUIOXKEHUN HA OcHOBe curHaTyp — AppSec: ApplD, AppFW, UserFW
UTM: EWF, Sophos AV
NAT
NetConf nopt 830 (19.2)
YpnaneHHbin Syslog
[MnaHbl
. YnpaBneHnue c nomoulbto Junos Space Security Director

. YBenuyeHune koaundectsa nHTepdencos Jo 16 (+1 nHtepdenc ynpasaeHums)

© 2019 Juniper Networks JUﬂIPer ‘ 6
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MACLUTABNPOBAHWME CSRX

CSRX:Small | CSRX: Medium CSRX: Large
AARARTERACTHRA 2 vCPU 2 vCPU 2 vCPU

Ob61beM naMaTH 256M

KosinyecTtBo

. 8K 64K 512K
OHOBPEMEHHbIX CECCUM

MacwwTabupoBaHue cSRX 3aBUCUT OT obbeMa AOCTYNHOM NaMSATW.
vCPU aBnsgeTcsa oblmM pecypcoM 18 BCEX IK3EMMAAPOB, MaMATb — HET.

© 2019 Juniper Networks JUﬂIPer ‘ 7
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[MPOUN3BOAUTEJ/IbBHOCTb CSRX 18.1R1

CSRX: Large
XAPAKTEPUCTUKA 2 vCPU

Firewall throughput, large packet (1514B) 1.4 Gbps
Firewall throughput, IMIX 480 Mbps
Application visibility and control /750 Mbps
Intrusion prevention system (IPS) 500 Mbps

recommended signatures

© 2019 Juniper Networks JUﬂIPer ‘ 8
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CPABHEHWE VSRX N CSRX

NHTerpmpoBaHHas MapLUupyTu3aLus,
NMPUMEHEHUWE 6e3onacHocTb, NAT, VPN,
BbICOKasi MPOU3BOAUTE/IbHOCTb

besonacHocTb L4-L7 Security,
HU3Koe noTpebsieHne pecypcoB

MPOLIECCOPHBIE PECYPCbI - VCPU MUWHMMYM - 2 CO CTaTUYECKUM be3 pe3sepBupoBaHus
pe3epBUPOBAHMNEM TpebyeTtcs 2 vCPU

PECYPCbI NAMATU - RAM MuHumym 4GB 4GB pns Large, 1 GB 6e3 IDP/IPS

NAT Na [a

ANHAMUWYECKAA MAPLUPYTU3ALUA Ia HeTt

IPSEC VPN Na HeTt

BPEMA 3AIPY3KU ~ MUHYTbI <1 cek.

PASMEP OBPA3A ~ [banTbl ~ MbanTbl

Moppep>kka runepBmM3opoB

TPEBOBAHUA K XOCT-CUCTEME KVM / VMware / Hyper-V

Moppep>xkka Docker KoHTeMHepOB

© 2019 Juniper Networks _JUﬂIPer ‘ 9
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MPUMEHEHWE CSRX

JUNIPEL | 10



SALLTA NMPUNTOXKEHUW

NHcnekTmnpoBanme Tpadpuka «North-
South»

[TonnTmkm 6e3onacHocTu L4-L7 ¢
BbICOKOW MPaHYNSPHOCTbIO

LleHTpann3oBaHHbIN MPOBUMKUHUHT
MNOJIMTUK 6€e30MNacHOCTU

BHeLwHASA opkecTpauus ans
npoBMXMHUHra cSRX B KayecTtBe
wnto3a Tpadumka «North-South»

[TpuMepsbl: 0T WAtO3bI, NPUIOKEHUS,
Tpebyrolime MMKpoCerMeHTauuto

HOST

Containers

O0OB
Mgmt

© 2019 Juniper Networks
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MWKPOCEIrMEHTALUNA

* vSwitch nepepaeTt Tpaduk
«East-West» n «North-South»
yepe3 cSRX

* [lonnTtunkm 6esonacHocTu L4-L7
C BbICOKOM FPaHyISIPHOCTbIO

DF DF

[} A W W %
LleHTpann3oBaHHbIN vSwitch vSwitch

NPOBUMXKUHUHT NOJINTUK <«
6e3o0nacHoOCTU

« Heobxoanm BHeELLUHMMN
OopKecTpaTop A4
MPOBUXXMHUHIA npasua vSwitch NHTEPHET
nepeHanpasseHus Tpadmka

* [lpumepsbl: loT wnwo3bl,
NPUNOXKEHMS, TpebytoLume
MUKPOCErMeHTaLu o

© 2019 Juniper Networks JUﬂIPer ‘ 12
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EE3OMACHbIV LWJTHO3 119 ABTOMOBUIEN

OETEKTUPOBAHUE

a

A

MALLUHA-TIELLUEXOL,
onoBeLl,eHus
6e3onacHoCTU
newexoaoB U
BeJI0OCUNEeaNCTOB

N

V2P

P
\"/AY
MALLNHA-MALLUNHA
cucTeMma
npenoTBpaLLeHUs
CTOJIKHOBEHUN

) AETEKTUPOBAHWE

=y s—

NCNOJTHEHUE

V2N
MALLUNHA-CETb
Tpaduk peanbHoro
BPEMEHM,
MapLUpyTU3aLma U
o6.1a4HblE cepBUCDHI

@ 9

I — Sy

Security GW

E cSRX

L',eHTpa.l'IM3OBaHHoe

ynpaBJjieHue
NnoJINTUKAMU
6e3omnacHoOCTHU

Security Director + Policy Enforcement Orchestrator
Policy Enforcement, Visibility, Automation

a

A

N
V2I
MALLNHA-
MHOPACTPYKTYPA
Bpemsa/npuoputer
curHanos ceeTodpopoB

4

.

Kamepa

YcTponcTtsa

l_

Knactep

['0N10BHOE YCTPOUCTBO
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MOBILE EDGE CLOUD CBA3HOCTU ABTOMOBWJIEV

Multi-Access SP Core Network

eNodeB Edge Computing - TpeboBaHue K HU3KOM
3aeprKKe
4 2\ e N
e B X86 Server - Mo6unbHas coToBas CBA3b

(( )) Micro Data Center :,;,‘“ SDN Controller &
NFV Orchestrator

- S1 IPsec Applications VMs < . Pa3BeprlBaHMe

D MEC VNF Mobile Hub Site

Cﬁ - Ucnonb3osanne MEC (Multi-

Access Edge Computing)

((( ))) Virtual Firewall Operator

Multi-Core SecGW (virtual)
S1 IPsec EPC

SDN vRouter

- BuptyanbHbin ¢panpBonn Ha
rpaHuue

S1 IPsec
- NMonntuka 6e3onacHocTun:

“ATaKn C MHPULIMPOBAHHBIX

-

A
l’ S1 IPsec Backhaul

e
% QD
- &, MOGUJIbHBIX YCTPONCTB AOJIXKHbI
((( ))) = ) ” ilall 6,10kMpoBaTbCs Ha Mobile Hub site"
< $1 IPsec = $1 IPsec i n E
Hub Site Router LTE SecGW

- Ucnonb3zoaHne SDN
KoHTposinepa nu NFV
opkecTtpaTtopa (MANO)

Base Station Mobile Hub Site Mobile Core

© 2019 Juniper Networks JUﬂIPer ‘ 14
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NETKUN MEXKCETEBOW 3KPAH OJ14 MYBINMYHOIO OBJIAKA

Small footprint firewall (T3.small) - Me>xceTeBoW aKpaH ¢ 6a30BbIM PpyHKLUMOoHa0M Stateful Firewall, NAT, Screen, ans 3awmtsel VPC B

ny6/IM4YHbIX 061aKax

MnaHbl - AWS n Azure

e e e e e e e e e e e e e e e e e e e e e e e e

Amazon EC2

Amazon EC2

cSR

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

~________________.I________’
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CSRX B CPELE KUBERNETES N CONTRAIL

Kubernetes Multi-Interface POD

JUNIPEL | 1e



MOYEMY KOHTEMHEPHI TPEBYIOT OPKECTPALNIA?

kubernetes

) (]
' ‘
: \\IE
Kl P
v /N
' ]

KOHTEUHEPHbIE MPUNOXEHUA

OCYLLECTBNATb MACLUTAEMPOBAHME
KOHTEWHEPHbIX MPUNOMEHUN

WHTETPALIMA B SKCTTYATALUUKO IT

PLEX YT T X T ¥ N
N
ceocsecseee

NCMNOJIb3OBAHUE TMBPUAOHbIX
OBJIAKOB

© 2019 Juniper Networks Juniper | 1
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IBOJTIOUNA KUBERNETES

ABA rogA HA3AA CEroaHA4

Pa3spo3HeHHbIl naHOwagpm KoHconudayusa Kubernetes

>

vmware
ORACLE

2 MESOSPHERI

il
0,

_ e
WA amazon
W webservices* Google Cloud Platform

[s
C

&

AOPYTUE OPKECTPATOPDI
(Cloud Foundry Diego, Nomad,
Blox, etc.)

OPRECTPATOPbI

Red Hat poctaTtouHo paHo caenan ctaBky Ha Kubernetes

Tenepb OH CTa/l AOMUHUPYIOLLLEN SKOCUCTEMOM OPKecTpaLumu

© 2019 Juniper Networks _JUﬂlper ‘ 18
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CONTRAIL CONTAINER NETWORKING

Contrail - 3To CNI, DNS u Load Balancer

MoxkeT paboTaTb Ha c ito6om underlay IP ceTbto,
Ha /1T060M pacCcTOSAHUM

MoxkeT paboTaTb B It060M MHPPACTPYKTYpE

BbicokonpounssogmTenbHasa 6e3onacHas ceTeBas MHOPACTPYKTYypa
ans Kubernetes n OpenShift

MO OKJTKOYEHUE, BU3YAJTIN3AUUA, BE3SOTMNMACHOCTb

Mook noueHue

M3onauma Namespaces ¢ nfpuMeHeHMEM BUPTYasbHbIx ceTel Contrail

YnpaB/ieHWe CBA3HOCTbIO C MCMOJ1Ib30BaHWEM MOJIMTUK BE30MACHOCTH,
NOJIMTUK MapLUPYTM3aL MK U NOIUTUK CETEN

MHTerpmpoBaHHble cepBucbl, DNS 1 6an1aHCHMpoBLLMK BXxoasaLwero Tpaduka
obecneunBaeT NOPTATUBHOCTb MPUSIOXKEHNI

AnnapaTHOEe YCKOpeHMe CeTEBbIX 6aNaHCUPOBLLMKOB Harpysku (MX/QFX)
MybTUKNACTEPHbIE CETU

Heckonbko nHTepdelicoB Ha Pod 1 KOHTeNHEpPHble CeEPBUCHbIE LLIEMOYKM

Busyanusayus

Busyanusaums Bcex NoAMTUK U yrpo3, BKJIKOYast 3a610KMPOBaHHbIN TpaduK

BesonacHocmb

besonacHocTb MNKPOCErMEHTOB C NUCMNOJ/Ib3OBaAaHNEM CETEBbIX U contrail
NMOINTUK

Contrail MoykeT accouumMpoBaTb NOJIMTUKY C NMPOU3BOJIbHLIMU NMPUIOXKEHUAMM
Ha ocHOBe 06BbEKTHbIX Teros K8s

ABTOMaTMYECKOE reHepMPOBaHME NMOJIMTUK B PEXXKUME Hab It JeHNS U
06y4deHuns (watch-and-learn)

© 2019 Juniper Networks
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YTO TAKOE CONTRAIL?

P
%

Network Orchestration - Compute / Storage -

[ ORCHESTRATOR / APPS l JNIOTMYECKOE MPEACTABJIEHUE

> orchestration

g CONTRAIL
(Cy) CovmRAL

(Config, Control, Analytics, Fabric, ...) BGP Scale -
s Q0 g% ]

Virtual Network Virtual Network
Blue Red

7
g 3
© =<
==
I o
S Cc
m

80)
S T
SUG)
o ¢
E g
I o
Vv o
o
)

OVSDBunu .
EVPN / Netconf - BGP XMPP :

= .
= . __
2 = : ®usnueckas IP pabpuka - -
T § TOR / CeTeBble yCTDOMCTBa (63 usmereHul) )
S .
o IN=N0 ‘-._ D D oo oo F——
Qv
Q
= 5 (Windows, Linux ....) Ha BMS =—
O g =
£ =

=

———— DC Computes CPE ycmpoticmea Wuecmatcer Pl
—— eee ny6UYHbIX 06/1aK08 b g /=

E— S B £INTERNETor—— @
HEEERE — e R i G-
i
g o]

B Internet / WAN
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YTO TAKOE CEPBNCHAA LUEINMOYKA NFV?

* MapuwpyTtusaumsa B data plane (peanmsyetca Ha Contrail vRouter) o6ecrneymBaeT CBA3HOCTb MEXKAY CETEBbIMU GYHKLUAMU B
3a1aHHOM MOC/1Ie40BaTE/IbBHOCTHU

» [lpumeHsieTtcs Filter-Based Forwarding n Route Reorigination
* He3aBucmMMo oT nonoXKeHunsa n popm-pakTopa ceteBon GyHKLUUMU

° anBﬂ3bIBaeTCﬂ K BUPTYaJIbHbIM CETAM

BupTyanbHas ceTb %
Red
SlI1 SI2
| R1 | R2 Gl G2

Tpaduk s cetn Red k cetn Green nponget yepes Sl1, notom yepes S|2

BupTyanbHas ceTb
Green

© 2019 Juniper Networks _JUﬂIPer ‘ 21
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MPUMEP: EAST-WEST FIREWALL 192:168.1000/24

mgt-vn
norMLI ECKAFI 192.168.50.0/24 fxp0 192.168.60.0/24 tho
CX E M A ethO e
thi ge-0/0/, -. ge-0/0/0 ethl
IEI € west-vn - east-vn
VM _ae
west-pc-01 csrx-fw-instance

east-pc-01

( ,,,,,,,,,,, Control Node \ / Compute Node - 1 \ /Compute Node - 2 \

. W e e ; west-pc-01  east-pc-01 csrx-fw-instance

B oveneconore ofl o | ==
CDI/I3I/I‘-I ECKAH \' (Z3)  Contrail Controller J VM VM
CXEMA N ’ \ T J \ T J
T Underlay network
mgt-vn
west-vn
east-vn
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CSRX: CONTRAIL SERVICE CHAINING

' EEIEI I% t I .
o0
0000 Contrail

cSRX Security

OPKECTPATOP
o |

1

I
openstack

\ 4

JdvHamunueckas

CONTRAIL KoHbUrypauus

SDN CONTROLLER CEPBUCHbBIX
Lernoyek

IMyn pecypcoB x86

KJTFOHEBBIE OCOBEHHOCTU [MPEMMYLLLECTBA

» PasBepTbiBaHne NGFW ¢yHKUMOHaNa B KOHTENHEpEe
* [lopgpep>kka App Security: AppFW, AppTrack, IPS
» KoHcucrteHTHOE ynpaBaeHue B Security Director

~N

-

dnacTnyHocTb — cSRX oT/iMyHO MaciTabupyeTtcs 6.1arogaps
HeboIbLUMM TPeOOBAHMAM U OTCYTCTBUIO CTAaTUYECKOrO
pe3epBUPOBAHMS PECYPCOB,

BbicTpoTa - ckopocTb 3arpy3ku/pectapta A0 1 ceKyHAbl
KoHcucTeHTHas opkectpauuns BM 1 KoHTenHepoB

~

)

© 2019 Juniper Networks
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CONTRAIL SECURITY - HOST BASED FW HA OCHOBE CSRX

CSRX Workloads CSRX Workloads

S

Linux Kernel Linux Kernel
\—Contrail VvRouter
Workload-to-workload X86 Compute
LngopoBaHue

KonmeuHepHbiti NGFW Ha kawcdom xocme,
UHMe2pUpo8aHHbIt 8 NOMOK OdHHbIX (out-of-box).
© 2019 Juniper Networks JUﬂIPer ‘ 24
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[TpakTUKa: € 4ero Ha4vaTb?
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DOCKER [LLAT 1]: 3AIPY3KA OBPA3A CSRX

- [lpoBepKa AOCTYNHbIX P€/2IM30B B registry
root@linux-csrx:~# curl -u JNPR-FieldUserXXX -X GET https://hub.juniper.net/v2/security/csrx/tags/list
Enter host password for user 'JNPR-FieldUserXXX’:
{"name":"security/csrx","tags":["18.1R1.9","18.2R1.9","19.2R1.8"]}

- ABTopwusauus B Juniper registry
docker login hub.juniper.net -u JNPR-FieldUserXXX -p XxX

- 3arpy3ka obpasa cSRX Heob6xoanmom Bepcum
docker pull hub.Jjuniper.net/security/csrx:19.2R1.8

- [lpoBepka cnncka J1IoKa/ibHbIX 06pa3oB KOHTEMHEPOB
root@linux-csrx:~# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE

ubuntu latest 2ca’708clc9cc 4 days ago 64 .2MB
hub.juniper.net/security/csrx 19.2R1.8 9075354bd501 3 months ago 481MB
hello-world latest fce289e99eb9 8 months ago 1.84kB

https://www.juniper.net/documentation/en_US/csrx/topics/task/multi-task/security-csrx-linux-server-prep.html

© 2019 Juniper Networks JUﬂIPer ‘ 26
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DOCKER [LLAT 2]: 3AMYCK KOHTEMHEPA N NOAKJTKOYEHWE CETU

- CospaHue ceteit ana cSRX (linux bridge)

docker network create --driver bridge mgmt bridge
docker network create --driver bridge left bridge
docker network create --driver bridge right bridge

- 3anycK KoHTelHepa ¢ onuusamm (CeTb ynpaBJieHus, root napoJib, peXxum L3, pa3Mep)
docker run -d --privileged --network=mgmt bridge -e CSRX ROOT PASSWORD=junl23 -e CSRX FORWARD MODE="routing" -e
CSRX SIZE="small" --name=csrx0l hub.juniper.net/security/csrx:19.2R1.8

- [MopgkntoyeHue JONOSIHUTENIbHLIX UHTEPdENCOB
docker network connect left bridge csrx01
docker network connect right bridge csrx01

- MNMopaknroyeHne K NOKaNIbHOM KOHCOIN
docker exec -it csrx01 cli

- Bksitoyaem noaaep>xkky tepmmuHana VT100 (onuuoHanbHo, AN paboTbl KHONOK BBEPX/BHUS )
root@3e9cc7105585> set cli terminal vt100

© 2019 Juniper Networks JUﬂIPer ‘ 27
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NemoHcTpauusa cSRX B
Kubernetes + Contrail
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CXEMA CTEHOA

client cSRX server
£ i oo ight- £
¥ left-net 500 right-net ¥
3.1.1.0/24 EEEE 4.2.2.0/24
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CXEMA CTEHOA

. % Kuberngtes Clustgr n N
Contrail Networking

client cSRX server

? L]
- 00 -
_ left-net 500 right-net _ L
0000

3.1.1.0/24 ge-0/0/0 ze-0/0/1 4.2.2.0/24

o

T

k8s-default-
Dynamic pod-network

GRE/MPLS tunnel |

Internet

vMX - SDN Gateway
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W @ ScreenFlow File FEdit Mark |Insert Font Actions Arrange View Window Help BEIE g
10.90.0.100... | Contrail Monitor X Sign in - Kubernetes Dashboard X -+

@ A HeHapgexHbit | 10.90.0.101:31054/#!/login

Kubernetes Dashboard

(® Kubeconfig

Please select the kubeconfig file that you have created to configure access to the cluster. To find
out more about how to configure and use kubeconfig file, please refer to the Configure Access to
Multiple Clusters section.

(O Token

Every Service Account has a Secret with valid Bearer Token that can be used to log in to
Dashboard. To find out more about how to configure and use Bearer Tokens, please refer to the
Authentication section.
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& ScreenFlow File Edit Mark Insert Font Actions Arrange View Window Help BEE S O &8
10.90.0.100... | Contrail Monitor X Overview - Kubernetes Dashb X +

O A HeHapgexHbi | 10.90.0.100:8143/#p=mon_networking_networks&q%5Btype%5D=network&q%5Bview%5D=list&q%5Bproject%5D=default-domain%3Ak8s-default

Networking v Networks v default-domain + k8s-default v
Monitor
4 Infrastructure
@ Security
i5 Networking

Dashboard

Connected Networks

Projects

Networks )
5.0

Instances Interfaces

Interfaces

: Networks Summary
f. Debug

Network Instances Interfaces Traffic In/Out (Last 1 Hr) Throughput In/Out
P default-domain:k8s-default:k8s-default-pod-network 2 2 280KB/2 MB 0 bps /0 bps

» default-domain:k8s-default:k8s-default-service-network 0 0 -/- 0 bps /0 bps

Total: 2 records g8 Records w

HMERATOFNOPNENEAO000 Ue:R0M0D m



K8S: KOHOUTYPALIMA CETEN (YAML)

- CLI K8s:

apiVersion: k8s.cni.cncf.io/vl kubectl apply -f config.yaml

kind: NetworkAttachmentDefinition

metadata: kubectl get network-attachment-definition
annotations: kubectl| describe network-attachment-definition left-net

opencontrail.org/cidr: "3.1.1.0/24"
name: left-net
spec:
config: '{ “cniVersion”: “0.3.0”, "type": "contrail-k8s-cni" }'
apiVersion: k8s.cni.cncf.io/vl
kind: NetworkAttachmentDefinition
metadata:
annotations:
opencontrail.org/cidr: "4.2.2.0/24"
name: right-net
spec:
config: '{ “cniVersion”: “0.3.0”, "type": "contrail-k8s-cni" }'
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< @ ScreenFlow File Edit Mark |Insert Font Actions Arrange View Window Help X B & = 69 % @)
10.90.0.100... | Contrail Configur X {@ Overview - Kubernetes Dashb bq +

3 A HeHagexsbiit | 10.90.0.100:

# tungstenfabric

[ahil ~ o Q Configure Networking = Networks = default-domain « k8s-default =

Configure Networks

Q Infrastructure Network Subnets Tags Attached Policies Shared Admin State

k8s-default-pod-networ k8s-pod-ipam application=k8s - Disabled Up

E® Security "

Tags k8s-default-service-netw k8s-service-ipam application=k8s Disabled Up
ork

Physical Devices
k8s-left-net-pod-networ 3.1.1.0/24 . Disabled Up

Networking k

k8s-right-net-pod-netwo 4.2.2.0/24 . Disabled Up
Load Balancing rk

Networks Total: 4 records 50 Records w Page1 w of1
Ports

Policies

Security Groups

Routers

IP Address
Management

Floating IP Pools
Floating IPs
Routing

QoS




K8S: KOHOUTYPALIMA LINUX KOHTEMHEPA CLIENT (YAML)

apiVersion: vl

kind: Pod

metadata:
name: client

annotations: {
"opencontrail.org/network" '"{"domain":"default-domain", "project": "k8s-default",

"name":"k8s-left-net-pod-network"}'

}

spec:
containers:
- image: registry.jnpr.lab/ubuntu-dm
name: cl
securityContext:
privileged: true

| 38

NNNNNNNN

© 2019 Juniper Networks



K8S: KOHOUTYPALLMA LINUX KOHTEMHEPA SERVER (YAML)

apiVersion: vl

kind: Pod

metadata:
name: server

annotations: {
"opencontrail.org/network" '"{"domain":"default-domain", "project": "k8s-default",

"name" :"k8s-right-net-pod-network"}"

}

spec:
containers:
- image: registry.jnpr.lab/ubuntu-dm
name: sl
securityContext:
privileged: true

| 39
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W @ ScreenFlow File Edit Mark Insert Font Actions Arrange View Window

10.90.0.100... | Contrail Config X Qverview - Kubernetes Dashbx

@ A HeHagexHbiii | 10.90.0.10

kubernetes

= Overview

Cluster Workloads

Namespaces

Nodes Workloads Statuses
Persistent Volumes

Roles

Storage Classes

Namespace

default

Overview

Pods
Workloads

Cron Jobs Name -

Daemon Sets Q client

Deployments 0
server
Jobs

Pods Discovery and Load Balancing

Replica Sets

Replication Controllers Services

Node

k8-node2.jnpr.lab

k8-node2.jnpr.lab

Status &

Running

Running

h

X

X B 3

_+_

0 &%

Restarts

* @0

-+ CREATE

Age %
a minute

a minute




K8S: KOHOUTYPALIMA CSRX KOHTEMHEPA (YAML)

apiVersion: vl
kind: Pod
metadata:

name: csrx-pod

annotations:
k8s.vl.cni.cncf.io/networks: '|[

{ "name": "left-net" },

{ "name": "right-net" }
] |
spec:

containers:

- image: hub.juniper.net/security/csrx:19.2R1.8
imagePullPolicy: IfNotPresent
name: CSrx
stdin: true
tty: false
env:

- name: CSRX FORWARD MODE
value: "routing"
securityContext:
privileged: true
restartPolicy: Always
imagePullSecrets:
- name: regcred
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@ ScreenFlow File Edit Mark Insert Font Actions View Window Help O SN

N RBE g

root@client: /

Arrange

10.90.0.100... | Contrail Monitor X csrx-pod - Kubernetes Dashb X root@csrx-pod: / X root@server: / X

0O A HeHagexHbi | 10.90.0.100:8143/#p=mon_networking_interfaces&q%5Bview%5D=list&q%5Btype%5D=interface

Networking v Interfaces v default-domain v k8s-default » all networks »

Monitor
Q Infrastructure

E® Security

i5, Networking

Dashboard
Projects
Networks
Instances

Interfaces

fs- Debug

4

»

Total: 8 records

Throughput In

Name

default-domai...
default-domai...
default-domai...
default-domai...
default-domai...
default-domai...
default-domai...

default-domai...

Interfaces Summary

uuiD

423a1a44-f02...

4f6e18e6-f026...
4f8eeb3e-f026...

4fadf7a4-f026...

4284c1ac-f02...

a2d49226-effe...

a31cee22-effe...

8 Records v

IP Address
3.1.1.252
10.47.255.252
3.1.1.251
4.2.2.251
4.2.2.252
10.47.255.244

10.47.255.243

Instance Name

client__422a62e8-f026-11e9-b8f7-5254..

0 bps

Throughput Out

Floating IPs ( Agg Stats In/Out)

csrx-pod__4f5d7b38-f026-11e9-b8f7-52...

csrx-pod__4f5d7b38-f026-11e9-b8f7-52...

csrx-pod__4f5d7b38-f026-11e9-b8f7-52...

server__422b9d43-f026-11e9-b8f7-5254...

coredns-576cbf47c7-p647g__a27a9855-...

coredns-576cbf47c7-s9tt6__a27d7527-e...

0 bps

Traffic In/Out (Last 1 H... Throughput In/Out

<
Status
Active
Active
Active
Active
Active
Active
Active

@ Inactive

Page1 w of1




CSRX: BA3OBAA KOHOUTYPALLMA (JUNQOS)

set
set

set
set
set

set
set

set

set

interfaces ge-0/0/0 unit 0 family inet address 3.1.1.251/24
interfaces ge-0/0/1 unit 0 family inet address 4.2.2.251/24

security
security
security

security
security

security

security

zones
zones
zones

zones
zones
zones

security-zone
security-zone
security-zone

security-zone
security-zone
security-zone

trust host-inbound-traffic system-services all
trust host-inbound-traffic protocols all
trust interfaces ge-0/0/0.0

untrust host-inbound-traffic system-services all
untrust host-inbound-traffic protocols all
untrust interfaces ge-0/0/1.0

policies default-policy permit-all

© 2019 Juniper Networks
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CIEE S O &® = F s9xm)

root@client: /

@ ScreenFlow File Edit Mark |Insert Font Actions Arrange View Window Help

10.90.0.100... | Contrail Monitor X csrx-pod - Kubernetes Dashb X root@csrx-pod: / X root@server: / X

0O 10.90.0.100:8143/#p=mon_networking_interfaces&q%5Bview%5D=list&q%5Btype%5D=interface

A HeHapgexHbln

default-domain » k8s-default » all networks v

Networking v
Monitor

4 Infrastructure

9 Security

i, Networking

Dashboard

Projects
Networks
Instances

Interfaces

fs. Debug

Throughput In

Interfaces Summary

b

»

Total: 8 records

Name

default-domai...
default-domai...
default-domai...
default-domai...
default-domai...
default-domai...
default-domai...

default-domai...

8 Reco

uuib

423a1a44-f02...

4f6e18e6-f026...
4f8eeb3e-f026...

4fadf7a4-f026...

4284c1ac-f02...

a2d49226-effe...

a31cee22-effe...

IP Address
3.1.1.252
10.47.255.252
3.1.1.251
4.2.2.251
4.2.2.252
10.47.255.244

10.47.255.243

Instance Name

client__422a62e8-f026-11e9-b8f7-5254..

0 bps

Throughput Out

Floating IPs ( Agg Stats In/Out)

csrx-pod__4f5d7b38-f026-11e9-b8f7-52... -

csrx-pod__4f5d7b38-f026-11e9-b8f7-52...

csrx-pod__4f5d7b38-f026-11e9-b8f7-52...

server__422b9d43-f026-11e9-b8f7-5254...

coredns-576cbf47c7-p647g__a27a9855-...

coredns-576cbf47c7-s9tt6__a27d7527-e...

Traffic In/Out (Last 1 H... Throughput In/Out

/s

<
Status

= pie ® Active

-/ - Active

Active

Active

Active

Active

Active

@ Inactive

Page 1 v of1
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® Chrome ®aiin WamenuTb [locMoTpeTs MWcTopus 3aknapku [Nonb3oeateny OkHo Crhpaeka X B fé O W = = savm)r Q =

o200 10.90.0.100... | Contrail Configur X csrx-pod - Kubernetes Dashbo: X root@csrx-pod: / X root@server: / X root@client: [ o -+

&« 2> C O A HeHagexHbiin | 10.90.0.101:31054/#!/shell/default/csrx-pod/?namespace=default % T (7]

kubernetes c + CREATE ©

= Shell

Cluster
Shell in csrx ¥ in csrx-pod
Namespaces
root@csrx-pod=
Nodes

Persistent Volumes e
root@csrx—pod> show security flow session | refresh 2
———(refreshed at 2019-10-16 15:18:20 UTC)———
Storage Classes otal sessions: 0
———(refreshed at 2019-10-16 15:18:22 UTC)—-—
Total sessions: 0
———(refreshed at 2019-10-16 15:18:24 UTC)——
Total sessions: 0
———(refreshed at 2019-10-16 15:18:26 UTC)——-
Total sessions: @
Trrmia ———(refreshed at 2019-10-16 15:18:28 UTC)—
otal sessions: @

———(refreshed at 2019-10-16 15:18:30 UTC)———
Workloads otal sessions: @

—-——(refreshed at 2019-10-16 15:18:32 UTC)——-
Cron Jobs Session ID: 17, Policy name: default-policy-logical-system-00/2, Timeout: 2, Valid

In: 3.1.1.252/33258 ——> 4.2.2.252/80;tcp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 6, Bytes: 393,

Daemon Sets Out: 4.2.2.252/80 -—> 3.1.1.252/33258;tcp, Conn Tag: @Ox0, If: ge-0/0/1.0, Pkts: 4, Bytes: 1075,
otal sessions: 1
———(refreshed at 2019-10-16 15:18:34 UTC)——

Roles

default

Deployments

Nons Total sessions: ©

———(refreshed at 2019-10-16 15:18:36 UTC)——
Pods Total sessions: 0

———(*xmore 100%)---[abort]

Replica Sets

root@csrx-pod=>
Replication Controllers @ P
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@ Chrome @aiin W3ameHUTb

00 /' 10.90.0.100... | Contrail Configur x

c => C 0 A HeHapexHblit

kubernetes

MocmoTpeTb

McTopus

3aknagkn [Monb3oBatenn OKHO

csrx-pod - Kubernetes Dashbc X root@csrx-pod: /

10.90.0.101:31054/#!/shell/default/client/?namespace=default

Cnpaeka

root@server: [

X

CEHE I O &SN

root@client: /

-+ CREATE

Shell

Cluster

Namespaces
Nodes

Persistent Volumes
Roles

Storage Classes

default

Overview

Workloads

Cron Jobs
Daemon Sets
Deployments
Jobs

Pods

Replica Sets

Replication Controllers

Shell in c1

round-trip min/avg/max = 0.4/20.6/1035.8 ms
root@client: /#
root@client:/# curl http://4.2.2.252

~ in client

<title>Welcome to nginx!</title>

<style>

body {

width: 35em;
margin: @ auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

<h1l>Welcome to nginx!</hl>
<p>If you see this page, the nginx web server is successfully installed and
orking. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at
<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</html>

root@client:/#
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PN

.’ Chrome ®aiin Wamenutb [Mocmotperb MWctopusa 3aknagku [Monb3oBaten OkHo CnpaBka X B 3 O @5@ E = 9%E)r Q =

00 /' 10.90.0.100... | Contrail Monitor X Overview - Kubernetes Dashbo: X root@csrx-pod: / root@server: / root@client: / -+

> @ D A HeHapexHbit | 10.90.0.101:31054/#!/overview?namespace=default w T o

kubernetes Q  Search + CREATE ©y

= Overview

Cluster Workloads

Namespaces
Nodes Workloads Statuses

Persistent Volumes
Roles

Storage Classes

Namespace

default

Overview

Pods
Workloads

Status 3 astarts -
Cron Jobs Name Node Status S Restarts Age

Daemon Sets Q csrx-pod k8-node2.jnpr.lab Running 7 minutes
Deployments
R12Y Q client k8-node2.jnpr.lab Running an hour

Jobs

Q server k8-node2.jnpr.lab Running an hour
Pods

Replica Sets .
Discovery and Load Balancing

Replication Controllers
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JMUEH3NPOBAHUE N OOCTYINMHOCTb

[TonHOCTbIO AOCTYNEH A5 3aKa3a U MCNOJIb30BaHMS

Bo3smorkHocTb npoBeaeHmnsa aemo n PoC --> yepes Juniper SE

INocTtyneH B peno3utopun hub.juniper.net (B juniper.net/support/downloads/ cSRX'a HeT)
JInuensuna - nognmncka Ha 1 n 3 roga, Nno nosioce NPonycKaHus

SKU B NMPANUC-JINCTE OINMNMCAHUE

CSRX-1G-ADVO01-1 Upto 1G Throughput, 1 year Subscription License for cSRX including stateful
firewall, IPS, Appsecure, Anti-virus, Web-filtering, & Content Filtering. Support

included

CSRX-1G-ADVO01-3 Upto 1G Throughput, 3 year Subscription License for cSRX including stateful
firewall, IPS, Appsecure, Anti-virus, Web-filtering, & Content Filtering. Support

included
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