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Hoenwuin ceptudukar (ot 16-ro maprta
2017) n noka eANHCTBEHHbLIN MO HOBLIM
TpeboBaHMsAM cpean MHOCTPaHHbIX
npoussoanTeneu

[Mpodurnb 3aWmnTbl MEXCETEBLIX 9KPaHOB
TMna A 4yeTBépToro knacca 3awutbl (PCTIK
Poccum 2016)

[Mpodurnb 3aWmnTbl MEXCETEBLIX 9KPaHOB
TMna b yetBépToro knacca 3awmTbl (PCTOK
Poccum 2016)

Mpodunb 3aWmTbl CUICTEM CUCTEM
oOHapy>XeHNsa BTOPXXEHNN YPOBHS CETU
yeTBepToro knacca sawutbl (PCTIK Poccum
2012)

TpeboBaHus kK cuctemam obHapyXeHus
BTOpXXeHUn (PCTIK Poccum 2011)
Knaccudukaums no ypoBHIO KOHTPONSA
OTCYTCTBUS HeLEeKNapupoBaHHbIX
BO3MOXHOCTEWN — MO 4 YPOBHIO KOHTPONSA
(Foctexkomuccusa Poccun)

Ceptudukauma PCTIK no HOBbIM TpebOBaHUAM

CUCTEMA CEPTU®HUKALUMHU
CPEACTB 3AIIHUTHl UHO®OPMAILIUU

IO TPEBOBAHHSIM BE3ONACHOCTH HHOOPMA LU
Ne POCC RU.0001.015H00
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U3meHeHMe TpeboBaHMU K 3aliMTe nepumeTpa

CDyH,EI,aMeHTaJ'IbeIe N3MEHEHUA B Ll,I/IdeOBOM NPOCTPaHCTBE

S

,
PbIHOK uaeT BCcrnea 3a yrposamm
Stateful + Cloud +SSL
Firewall Sand-Box Inspection
4 N\
50(;y Konunuyecteo nonb3osatenenn NGFW BospacTteT ¢ 50% Ao 90% k 2019
0 (Gartner Enterprise Firewall MQ 2016)
ﬁ
4 )
85(y K 2019 rogy 85% HOBbIX BHEOPEHWI MECOYHUL, OYyAyT MHTErpMpPOBaHbI C
0 NGFW
—
"
MporHo3 IDC no pbiHKY ceTeBon GesonacHocTn Ha 2017 rog, pocT 9%
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FortiGate — cobcTBeHHbIe pa3paboTku

e

Firewall

e

Application Control

¥ ® |

App Control Antivirus Anti-spam Web Filtering

Anti-malware

@ ‘ WAN Acceleration

IPS Web App Database Data Leakage Protection

Wi-Fi Controller

Advanced Threat Protection
Web Vulnerability IP

Filtering Management Reputation
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“Pabpuka besonacHocTn” — noptchonmo

Product List

n FortiADC Application Delivery Controller
[€ FortiAnalyzer Log Analysis

B Fortiap Secure Wireless

B FortiAuthenticator  Authentication
FortCamera PV Sty

[ Forticiient Endpoint Security

! FortiCloud Cloud Logging and Provisioning
B Fortis Database Securiy

B FortibDos DDoS Protection

H FortiExtender Cellular LTE Extension

[ Forticate Core Firewall Platform
FortiMail Email Security

FortiManager Centralized Management
B Forsandbox  Advanced Threat Profection
' FortiToken 2FAToken

. FortiVoice IP PBX Phone Systems
FortiWeb Web Application Firewall
FortiWiFi UTM with Wireless Access

ENTERPISE  roint

uon

FortiGate FortiDB
Top-of-Rack Database
FortiGateVMX Protection
FortiGate SDN, Virtual

FortiAuthenticator
User Identity Management

~ Cloud Firewall

FortiADC
. Application
gorttll\ll_landager Delivery Control
entralize i
FortiWeb
Management Web Application
Firewall
FortiAnalyzer FortiGate
Logging, Analysis, flexiCenll52)
Reporting \
FortiSandbox
Advanced Threat ~J FortiMail
Protection Email Security
FortiAP

FortiDDoS
DDosS Protection

Secure Access

SN 2

|

FortiGate FortiToken
FortiClient NGFW Two Factor
Endpoint Protection Authentication

FortiClient
Endpoint Protection, VPN

FortiExtender
LTE Extension

IP Video Security

- » FortiVoice
IP PBX Phone System
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FortiMail

3aLUMTa NMOYTOBLIX CepBNCOB
MHOrogoyHKUMOHaNbHbIN aHTUCMNaM U aHTUBUPYCHAadA NpoBepKa, C
/) KapaHTUHOM W1 (PYHKUMEN apXuBaLun.

CneunanuanpoBaHHas 3aliuTa Ans no4Thbl

-3aluTa oT BXOASALLEero n ucxogsilero cnama, Mail

BMPYCOB, YepBen, pULLNHIa U LUNMNOHCKUX Nporpamm Servers
*Multi tenant mode

NMpocToe BCcTpanBaHue B Nobylo ceTb
‘[Mpo3payHbIn pexnm, «B paspbiB» U B peXXnme
NOYTOBOro cepsepa. Jlerko agantupyeTtcs nog HyXabl
n BoOXeT opraHmsaumm

3alMLLeHHbIN AoCTyn 6@

‘PaboTa no 3awmiieHHbIM KaHanam

="= Forthall

KapaHTuH n ApxmBauusi noYThbl TOLLY
‘MonuTunka KapaHTUHa CBA3aHa C nonb3oBaTenem @Iabs @Iabs
*ApxuBaumsa onsa aHanuTuUk1 U NpoBepKn BT sonn G v (OB eTeD|  [vimsbtncom

COOTBETCTBUA
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FortiDB

Database Security and Compliance

MOHUTOPUHI aKTUBHOCTK Ba3bl AaHHbIX, BbIBEHNE YSa3BUMOCTeN, BbiCTpoe U
npoctoe BHegpeHne B UT nHppacTpykTypy, obecrneyeHme cooTBETCTBUS
craHgaptam UT u perynsartopos

MOHVITOpI/IHF aKTUBHOCTMU Oa3bl AOadHHbIX
(DAM) =z FortiDB
‘Real-time MOHUTOPWHT KNoYEBLIX Nonb3oBaTenen n 4@\

KPUTUYECKNX TPaH3aKLnn N
*KOHTpOnNb n3MeHeHna akTMBHOCTU MoSb3oBaTenen )
‘BriokMpoBaHue atak Ha 6a3y AaHHbIX B pearbHoM N
peXnme BpeEMEHM ’

BbisBneHue ysAizBUMOCTeN Deployment options:
‘YyBCTBUTENbLHBLIN Nouck B B/ Sniffer, Native Audit and Agents
*CKkaHMpoBaHve ya3BMMOCTEN C COBETAMU MO
3awure

Database Servers

Policy Driven Controls £
ABTOMaTV3MPOBaHHbIE NPOLECCHl ycTaHoBNeHUst UT
KOHTpOnA

Database Audit and Compliance
‘AHanun3 0514 COOTBETCTBUA N SKCMNEPTU3bI
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FortiWeb

n 3awuTta cepBepoB Web npunoxeHun
3 Web application firewall ans 3awmTel, 6anaHcnpoBka U yCKOpPEHUS
Y, web-npunoxeHmn

Web Application Firewall Web Application
-O6ecrneyeHne COOTBETCTBUSA pekoMeHaaumsm PCI DSS 6.6 Servers
‘3awmTta ot top 10 yrpo3 no OWASP

‘3awmta ot DDOS Ha ypoBHE NpunoXXeHumn
-ABTOMaTUYECKasa KoppekTMpoBka npodunen 6e3onacHoCTu
*AHann3 gaHHbIX n 6e3onacHocTb no Geo IP E c

CkaHep Web yszBumocTten - 4
*CKaHvpoBaHve, aHanus3 n BbisiBNeHne yA3BU w
web-npunoxeHni -
[JocTaBKa NnpunoxXeHun
-ObecneyveHne JOCTYNHOCTU N YCKOPEHUS KPUTUYECKU
Ba)KHbIX NPUIOXEHNN
‘banaHcmpoBka Harpysku
‘TepMuHupoBaHme SSL

@Iabs

sts APPLICATION FIREWALL
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FortiDDoS

AnnapaTHoO yckopeHHas 3awmTta ot DDoS
3auwmMTta ocCHOBaHHasA Ha aHasnm3se rnoBeaeHuns

A

3awuTa Ha OCHOBe aHanusa
° BblCOKOI‘IpOVI3BO,EI,I/ITeJ'IbHaFI 3alnTa Ha

6ase ASIC. |SP 1

Camoobyuarowmecs anropmtmbl
-Jlerkoe obcnyxuBaHue

*ABTOMaTMYeCKas nogaepxka Hagnexawen
3alunThl

______________________________________________________________________ T
BescurHatypHasa 3awurta I

‘AnnapaTtHas 3awmTa

Web Hosting Center
$-sFortiDDoS g

Firewall

MonHOCTbLIO NPO3pPaYHbLIN PEXUM ISP 2
‘bes nameHenna MAC agpecaumm

-3 |egitimate Traffic
""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" = = > Malicious Traffic
TouyeyHan 3awmTa

*‘MHOXeCTBEeHHbIE MOPOoru Asis BbIABNEHUS MenbYyanLumx
n3MeHeHnn n obecneveHnss CKopenwen 3amThbl
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FortiSandbox

3awmuTta npotuB APT 1 Hen3BeCTHbIX Yyrpo3

Advanced Threat Protection solution designed to identify and help customers thwart the
highly targeted and tailored attacks that increasingly bypass traditional defenses and lurk
within networks.

Advanced Threat Protection (APT)
*‘MHoroyposHeBas ounbTpaums ¢
amynaumen koga, AV, Cloud query u Virtual
OS sandbox

‘Handles multiple file types, includes files
that are encrypted or obfuscated

‘Examine files from various protocols,
included those that uses SSL encryption

F'MGkoe pa3BepTbiBaHMe

-3arpy3ska pannoB ¢ NOMOLLbIO
FortiGate/FortiMail, sniffer mode n B py4Hom
pexume

Capture files from remote locations using
deployed FortiGates

MOHVITOpVIHr N OTYHETHOCTb
'D,eTaJ'IVI3VIpOBaHHbIe OT4ETbl, MOHUTOPUHT U
onoBelleHne B pexnmMme peasibHOro BpemMeHu
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FortiAuthenticator

Authentication Server

|[dentity Management, KOHTposb 4ocTyna 1 MHOrodpakTopHas
- ayTeHTMdVMKauus
o

AyTteHTndmkauua n ABTopmusauus

- RADIUS, LDAP, 802.1X
AByxdakTopHasa ayTeHTU(pnKauma
‘FortiToken

‘bes token, yepe3z SMS 1 email
YnpaBneHue ceptucpmnkatamm
‘Bbinyck ceptudmkatos X.509,
aHHYNMpoBaHMe cepTUdUKaToB
*YaaneHHble ycTponcTea/ aBTomaTuny
ayTeHTudukaums

=-=FortiToken

Fortinet Single Sign on gnsa
Active Directory
‘RADIUS

FortiAuthenticator

User Database
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FortiManager

Administrative Domains (ADOMs)
[No3Bons0T co3gaBaTh rMaBHbIM agMUHUCTPaTOpam
BMPTyanbHble ynpaBnsieMble JOMEHbI, CoaepXaliue
yCTpoOnCTBa, 0bcnyxuBaemMble 1 ynpasnsemble pyrumm
agMUHWCTpaTopamu
Hierarchical Objects & Policy Management
-CospgaHune rnobanbHbIX 0OBbEKTOB N MONUTUK
‘MpuBsaska k ADOM unu rpynnam ADOM
-CospgaHue wabnoHoB KoOHUrypauumn gnsa 6eiCTpon
KOH(pUrypaumm HOBbIX YCTPONCTB
Web Portal SDK
*JSON-based API no3sonsioT cepsuc npoBangepam
npenocTaBnsATb adMUHUCTPATUBHbIE NOPTarbl
3aKkas3uyukam

[lpoaoykToBas nuH

LleHTpanu3oBaHHOe ynpaBneHue

YcTponcTBo, no3sonstouee 3pdekTMBHO yrnpaensaTb ycTponctBamu Fortinet ot
HECKONbKMX LUTYK OO TbICAY YCTPOUCTB

JlokanbHbIX KOHTEHT

‘Mo3BonseT ny4lle KOHTPONMPOBATL
obHoBneHns 6e3onacHocTn n obecneynBaeT
yCcKopeHHoe o6HoBNeHne 6a3 AaHHbIX.

*3anyck nokanbHbIX 6a3 gaHHbIX C cUrHaTypamm
AV, IPS, URL, A/S.*
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FortiAnalyzer

LI,EHTpanVI3OBaHHbIe oT4yeTbl U aHAJIIN3
JlornpoBaHue, ot4eTbl 1 aHanna no yctpomncrteam Fortinet

LI,eHTpanusoBaHHoe normpoBaHue
‘EonHble oTyeTbl No BceM ycTtpouncTeam Fortinet
‘BcTpoeHHOe apxuBmpoBaHue

‘KapaHTnH nogospuTenbHbIX hannos

LleHTpann3oBaHHble OTYETbI

*OT4eTbl N0 OTAENBbHOMY YCTPOWCTBY UM NO BCEM
yCTpoucTBaMm

'HaCTpaI/IBaeMble npencrtaBJieHUA

AHann3 u B3aMMocBSi3b COObITUMN

*OueHKa ys13BUMOCTEN

*AHanmM3 ceTn n OTYETOB

Pacwupsemble pelueHus

-[JJoCcTynHbl annapaTtHble U BUPTyarnbHblE BEPCUN

‘PeweHns gna 6onblumnx ceten

‘BbicokonpounssoguTenbHas obpaboTka oT4ETOB
‘[Mopaepxka BHELLHUX UM BHYTPEHHUX 6a3 AaHHbIX
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FortiClient

MHoroc¢gyHKuMoHanbHas

Ge3onacHoOCTb

*['mbka nHctannauusa
[MOSTHOCTBLIO MHTErPUPOBAHHbLIN
dyHKUMOHarn — HeT
HeobXoaAnMMOCTM B yCTaHOBKE
pasnnYHbIX PeLLIEeHNN

End Point Control
CooTtBeTcTBME TPpebOBAHUAM U

nonuTukam 6e3onacHoOCTU Ha
MOBUIBbHBIX YCTPONCTBaxX

LleHTpanusoBaHHoOe

ynpaBJieHMe U OTYETHOCTb
Uepes FortiGate ans
KoprnopaTuBHbIX TpeboBaHMin

Bbe3onacHOCTb U KOHTPOSb
BneuyaTtngawowasa 3awmta n 6esonacHoCTb

Protected

FiZATINET.

This Client is Registered to FortiGate(FG600C3912800608).

"W Application Firewall

ol Application Firevall Enablod

Remote Access
(“W VPN is Connected

Vulnerability Scan
¥.2Ufl Vunerabity Scan Enabled

[ Click the lock 1o make changes

{8l robinliao | YrAlerts

VPN Name  (Corp SSLPN

Ll ATST = 2:40 PM o =
Description % FortiMoblle o

Status  Connected
Duration 00:00:20
Bytes Recieved 12.550 K
Bytes Sent  22.467 K

| Disconnect |
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FortiSwitch

~~

<=z FSW-124B-POE

— l'“m == v BblCcokas nfioTHOCTb MNOPTOB
v BctpoeHHoe Power Over Ethernet
E:E FSW-224B-POE
v Toykm goctyna, nepudpepus,

Kamepbl, TeriepoHbl

v TlocTpoeHune 3alnLLeHHON
KOMMYTUpyemMon cpeabl

<= FSW-548B
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FortiGate — noa nobble 3agayumn

30-90 100-900 1000-3000 5000/7000
CEPUA CEPUA CEPUA CEPUA

- —————

= NGFW
= dununansl
» NP + CP Based
» FW Throughput ~ 50 Gbits/s
» NGFW Throughput ~ 5 Gbits/s
» Ports 1Ge 10Ge

= uon
* NGFW

= PacnpeneneHHble

* Oneparopsbl

= Hoa
» Blade NP + CP Based

= HayanbHOro ypoBHsi
» SOC Based
» FW Throughput ~ 4 Gbits/s

» NGFW Throughput ~ 400
Mbits/s

» Ports 1Ge

» Multiple NP + CP Based
» FW Throughput ~ 300 Gbits/s

» NGFW Throughput ~ 30
Gbits/s

» Ports 10Ge, 40Ge & 100Ge

» FW Throughput ~ 1 Tbps

» NGFW Throughput ~ 100
Gbits/s

» Ports 10, 40 & 100G
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HoBbin npoueccop CPY9 ansa FortiGate

(CpaBHeHue npousBoaUTENbLHOCTU Ha NnpuMepe 200 nMHenkn)

..............

i e ap— wwoe  (2) 4x GE SFP
B s:ﬁ Hmﬂ = s (3) PesepBupoBaHWe NO NUTaHUIO

MpounssoautensHocTb FortiGate 200D vs 200E

PekopaHble xapaktepuctuku no TCO 2
1.8
N —~ 1.6
amwa 20 Gbps 5
T\ FW Throughput s 1.4
-
x 1.2
6 Gbps : !
w 038
IPS Throughput _§ 06
BN ® o4 . . .
ll}‘ ) 1 '8 Gbps 0.2 NGFW Threat Prevention  SSL Inspection
BY4Y%4 NGFW Throughput

0
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[Tlogaeprkka BupTyanusaymm

VMware Open Source Microsoft

Virtual Appliance
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NMoaxon komnaHnm Fortinet Kk 6esonacHocTU

FortiGuard
Servicgs

FortiGate
FortiSwitch

FortiWeb FortiAnalyzer
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Peann3oBaHHbIe NPOEKTD
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www.senetsy.ru
twitter.com/senetsy
facebook.com/senetsy




