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NCTOPUA YCIEXA
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KOHKYPEHTHI CISCO
OBbLEM PbIHKA
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MAPLUPYTU3ALIMA KOMMYTALWA BE3OMNACHOCTDb

9,000+ 18§

ALCATEL-LUCENT BROCADE CISCO FORTINET HUAWEI SONICWALL
ARISTA CHECKPOINT DELL FUWJITSU PAN ZTE
BIG SWITCH CUMULUS F5 HP PICA8

OBbEM PbIHKA

$41.8+ MNP
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LLEJIEBBIE PbIHKW U CTPATETNA

MpoAayKTbl

*  MapLupyT13aTopbl U KOMMYTATOPbI 1060
NpPOUN3BOAMUTENBHOCTU.
WANDL, NorthStar — mynbTMBEeHAOPHAA cucTema
MOJeNnpoBaHua u ynpasneHus IP/MPLS cetamu.
OMMNIEKCHbIE peLlleHna 419 OnepaTopoB CBA3M.
O/l onepaTopcKoro Kaacca.
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ROHRYPEHTHbIE MPEMMYLLECTBA

EanHaa OC - JUNOS CobcTBeHHbIe

OAMH NCXOAHBIN KO, MukKponpoueccopbl
EavHbIv nHTepdetic (CLI/API/WEB)
” BknagpiBaem 6onee S1 mapa 8 R&D exerogHo
OpHa nHGpacTpyKTypa (0TKA30yCTOMYMBOCTD,
MpounsBoauTenbHee U cTabuaibHee KOHKYPEHTOB
0bHOBNEHUA, aBTOMATH3ALMA)

l'MbKan LeHoBan NoAMTUKA
MoAfep:KKa anmnapaTHbIX M MPOrPamMMHbIX Cpes,

PeweHuna Juniper co3gaHbl C yHeTOM XKECTKUX
NHTerpauma c MmerLwmmmnca peleHnamm 3 =
TpeboBaHW cepBMC NPOBanaepoB
TONbKO OTKPbITbIE MPOTOKO/bl

Nel B cnucke Trusted Infrastructure Provider
Jlerko macwtabupyemas, rubkas apxuTekTypa .
Nel B KaTeropuu Service and Support cornacHo IHS

Router & Switch Leadership Service Provider Survey

|
OTKpbITAaA apXUTEKTypa Hape)XHOCTb g%
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(32) JUNOS — EZIMHASA OC

' HPA?
OAHa TexHonorna PasnnyHble NPOAYKTbI

*  OAMH 1CXOAHbIN KOA, Mapuwpytusauua, Kommyrtauma n besonacHoctb
* Eaunbii control plane (kommyTaums n Juniper, cropoHHUKe unnbl u X86
MapLIpyTU3aums) Pa3nunyHble NpoAyKTOBbIE NNHENKU:
* OpHa MHOPACTPYKTYpa (OTKA30YCTONUMBOCTD, + AnnapartHble: MX, PTX, ACX, QFX, SRX, EX, NFX

obHoBEHNA) *  BuptyanbHbie: vMX, vPTX, vQFX, vSRX, VRR, vBNG
* [loppep»Ka annapaTHbIX M MPOrPaMMHbIX Cpes,

EAWHAsA LiernoYKka pesnsos
*  OauH Koa Ans Bcex naathopm
EAWHbIE NpaBuia 1 NOAUTUKK pa3paboTku
EAWHaA BUPTYaNM3nMpOBaHHaA M aBTOMATU3MPOBaHHasA
ApPXUTEKTypa TeCTUPOBaHUA

*  EQMHDbIN NONb30BaTENbCKUIN MHTEPPENC
* EpuHas nnatdopma aBTOMaTM3aLMMU

* API, MIHCTPYMEHTbI, yNpaBAeHue, OpKecTpaLua
* EaAuHaa cuctema tenemetpum

|
EpuHoO6pasue OpaHa uenoyka penusos g%
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(32) JUNOS — ABTOMATU3ALMS

Junos no3BonaeT co3gaBaTb NOJIHOCTbIO aBTOMATU3NPOBAHHbIE CeTH, TeM cambiM CHUKasa OPEX, TCO n
0CcBObOOXKAaA pecypcbl A4N1a APYrux 3a4au.

VENDOR API (NETCONF  Structured Device config Atomic Config Config diff Industry
or REST) Operational in structured config rollback standard
Data format changes support
models (IETF,
OpenConfig)

Juniper v v

Arista

Cisco

Brocade

ALU/
Nokia

CpasHeHue onybamkoBaHo lvan Pepelnjak B 6510re blog.ipspace.net
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(32) MAPLLUPYTM3ALMA. YANCET TRIO.

MX240/480/960 system 1.2T MPC

480G MPCT7E

| MX2K system
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(32) MAPLLUPYTU3ALMA

100 Tbhps

10 Tbhps

1 Tbps

100 Gbps

10 Gbps

1 Gbps

EMKOCTb

ACX 500 ACX 4000

ACX1x00 =T
ACX2x00 ‘

MX 104/204

"::"""' P o
(45 o 45 e - :

Aggregation

PTX

Full Rack
MX 2020

Edge

Mbl Bepum B pasHble noaxoabl n peweHma— ASIC, x86,
cneumann3npoBaHHble CUCTEMbI U CTaHAAPTHbIE
cepBepbl. Kaxaoe peleHne MMeeT CBOM
npenMmyLLecTsa.

HacTtoswue MHHOBALMM HAYMHAOTCA NPU
KOMBWHNPOBAHMM JIYYLLETO OT CYLLECTBYHOLLUX
pelleHnit ans co3gaHnsa HOBOW OTKPbITOM CUCTEMBI.

Core
© 2017 Juniper Networks, Inc. All rights reserved JUﬂLE,m%r



(35) MAPLLPYTU3ALMS

MynsTncepBUCHbIE MapLLPYTU3aTOPGI
"oX | One TRIO Architecture * : y cepBuc € MapLIpyTmn3aTtop
| One UNIVERSAL EDGE JUNOS cepumn MX

80T
N x 10(@5 ramai"zsn_]
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vMX g E|
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(#) KOMMYTALMA - ENTERPRISE

Fiveregyy
rr

CORE

DISTRIBUTION

Fe==—=—=—=—
10GbE

ACCESS

EX2200 EX2300 EX3300 EX3400 EX4300

Bce kommyTaTOpbl MMetoT oyHKUMOHan L3, nogaepxky AuHaMmmnyeckon mappytunsauuu, IPv6, Virtual Chassis,
nHTepdencol HaumHasa ot 1GbE. Bce kommyTtaTopbl Juniper Networks pa6otatot nog ynpasneHnem OC Junos.

Hatawntbl Ha ceMencTBo KoMmyTaTopoB EX - http://www.juniper.net/us/en/products-services/switching/ex-series/

Juniper



(#) JUNOS FUSION ENTERPRISE

1l 1I| i

nhihi

CepeepHbie u O KamnycHblie cemu

YcTponctea arperaumu:
EX9200

YcTponcTtea caTtennmTbl.
EX4300, EX3400, EX2300,
EX4600, QFX5100

NMpocToTa
EOvHbIN JOMEH ynpaBneHus
[MogkntoveHne kommyTaTopoB goctyna Plug-and-play
EonHaga koHurypaumsa ¢ 0TkasoyCcTonymnBbIMU
NSIOCKOCTAMM Nepefadun AaHHbIX U ynpaBneHus

UHTenneKkTyanbHOCTb

» PasgeneHnue Tpadmka gaHHbIX, KOHTPOSbHbIX
NPOTOKONOB U ynpaBreHud

* Bblcokas gocTynHoCTb

'MoKoCcTb

+ bonee 6,000 noptoB gocTtyna
* [unbkne mooenb NOAKNKYEHUS
* [logkntoyeHne CyLeCcTBYHOLNX CTEKOB

Juniper



(#) KOMMYTALMA - LOZ. YMN Q5 A5 QFX.

Pa3paboTtaH cneunansHo ansa LLOL

Ucnonb3yroTca B nuHenke QFX

ASIC npoussogutensHocTbo 1Thps
lotoB kK 400GE

Mbkasi n Nnporpammupyemas cpega ansi pasnuyHbIX
NPUNOXEHNN

Mcnonb3yeT BbICOKOCKOPOCTHYO BHELLHIOW NaMsAaTb 414
mMacluTabupoBaHusa n dydepusauymm

MHorocTtopoHHee macwTabuposaHue (I/O and logical scale)

Bbicokasi nonoca nponyckaHns, aHeproaddeKTMBHOCTb,
NamMATb BbICOKOW MIOTHOCTH

lMonoca nponyckanusa namaTtv B 10.2 pasa wmpe no
cpaBHeHunto ¢ DDR3, B 8.5 pas wupe no cpaBHeHuto ¢ DDR4

JUNIEEr



(#) KOMMYTALMS - oA

Ethernet Fabric Multi-tier EVPN /
Virtual Chassis VCF Junos Fusion MC-LAG IP Fabric

Virtual Network

< 450 nopToB <4,260 nopToB < 1,500 nopTtoB <6,000 nopToB 10,000+

. ¥ ¥ @ 0 _‘
JUNOS: eanHas onepaunoHHas cuctema ansi Bcex nnartgopm

JUNIEEr



PeweHna ana LUO/L - CpaBHeHWE C KOHKYpeHTaMu

L2 Ethernet Fabric L2/L3 Fabric with
Overlay

QFX5100, QFX5110,
QFX5200, QFX10008, VCF/QFX + Contrail

JEQ/CI’DSNF‘LJE(CB’” QFX10016, OCX1100 VCF/QFX + VMware NSX
EVPN LAG

' ::':ls'élc;f FEX, DFA, FabricPath Nexus 9500, 9300, 9200 ACI 2.2 (Tahoe)
7500R, 7250X
ARISTA MLAG 7280R. 7060X 7500R + VMware (or partner)

@ FlexFabric OpenFlow, IETF NV03, LISP
/ OpenDaylight (ODL)

CE12800. CE6800/7800 IP Fabric with EVPN/VXLAN

Virtual Chassis Fabric

&2 Huawer



(8) BE30MACHOCTb

SRX Series Features: Firewall, VPN, AppSecure, User Role-Based
Authentication, NAT, IPS, UTM, Threat Intelligence, and Advanced Threat Protection

Maximum Firewall Throughput

10Gb
1Gb

SRX300 SRX320 SRX340 SRX345
T [T E——— | = T |5 ol | | = e el ]
Retail Office Small Branch Mid Mid Large Enterprise
50 Users Upto Branch Branch Branch

50 Users 100 Users 200 Users 500 Users

Firewall Firewall Firewall Firewall Firewall
and Routing and Routing and Routing and Routing and Routing

Fanless LTE MiniPIM for | LTE MiniPIM for | LTE MiniPIM for| LTE MiniPIM for
Device Wireless WAN | Wireless WAN | Wireless WAN Wireless WAN

SRX1500

SRX550M SRX4100 SRX4200

Medium Enterprise,
Campus Service Providers

1000 Users
Firewall Firewall
and Routing and Routing

Combined HW /
SW Architecture

Combined HW /
SW Architecture

2TB

SRX5800

SRX5400
SRX5600
" ‘l

Service Prowders,
Large Enterprise
and Public Sectors.

Firewall
and Routing

High Performance
Line Cards

Managed CPE, CPE, VPN Concentrator, Secure Router, Enterprise Campus Firewall, Datacenter Edge and Core, Secure Gateway and Gl Firewall

Juniper
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YnpaB/ieHMEe N KOHTPO/1b MPUTIOKEHWNI

* 3BPUCTUYECKUI aHANN3
TYHHE/IMPOBaHHbIX
NPUIOKEHNN

* O6wwupHas 6a3a
CUTHaTYpP NPUIOKEHUI

* OTKPbITbIN A3bIK
OMNUCaHWA CUrHaTyp

App Tracking

App Firewall

App QoS

App Routing

SSL Proxy

IPS

= ObecneyeHne NOHUMaHUA pUcCkoB

= AHanu3 nosegeHuUA nonb3oBartenen

[paHynsapHan 6J10KMpPOBKa

NHAMBUAYaNbHbIE NOAUTUKM

= [TpuopuTe3aLma BaXKHbIX NPUIOKEHWI

- OrpaHquHme OCTa/ibHbIX I']pVI!]O)KeHVIﬁ

= OnpegeneHue nNpasua MmapLupyTM3aLmm
NPUNOXKEHUN

= SSL packet inspection

= BJI0KMPOBKa yrpo3 6e30nacHoCTM

Juniper
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SDSN

Juniper
Sky ATP O6HapyxeHue yrpos

> Wcnonb3oBaHue BCEW CETU N SKOCUCTEMbI KAk €4UHON
cucTeMbl 0BHapYXXeHMs1 CIOXHbIX Yrpo3

> Moppepxka 060pyAOBaHUS CTOPOHHUX

Endpoint SRX Series
i Next- ~ ;
Protection Generation npoussoguTteneii (Cisco, HP, etc.)
=== Firewalls
Third-Party
Switches " Monutukn
D?S Security Director MX Series G » Mogenb nonuTuk ocHoBaHHas Ha buaHec-noruke (Intent
o] { g
Protection Policy Enforcer E based policy)
=
(7] £
Sim » BsaumoyBsisaHHOE NPYMEHEHWE MONUTMK B HECKOMBbKUX
and ¥ AOMeHax peanusaunm NosmTuK

QFX Series
Switches
» [lonHasa kapTuHa NPOUCXOASLLErO M TOYHbIA KOHTPOSb

MNpumMeHeHWe NnonNUTUK
JUN R‘As > Vcnonb3oBaHue 06Oro arieMeHTa CeTy BKITHYaHNS
IPER NETWO MEXCETeBbIE 3KPaHbI, KOMMYTaTOPbIl, MapLLPYTM3aTopb,
CTOPOHHMe ycTponcTea, SDN n obnayvHbie nnatopMbl

KaK TOYeK MpuMeHeHna noJinTuk

Juniper
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BE3OINACHOCTb: CYPHORT

@Iabs

Strong
Challengers Contenders Performers Leaders

Cyphort— —pajo Alto
Lastline (-) Networks

Intel Security O C';hgctk
L . oin
Fidelis )
Cybersecurity Blue Coat|
Gisco(*) S——

Trend

ADVANCED
THREAT DEFENSE

() Fortinet

Current L Micro

offering

Certified through independent
testing by ICSA Labs, April 2017

Market presence

Strategy ——— = Strong

FORRESTER

JUNIEEr



BE3OINACHOCTb

Cyphort = Juniper Networks Advanced
Threat Prevention Appliance (JATP)

JUNIEEr



JATP

SPAN Konsektopsbl
JATP (ISO, OVA, HW),
rOPU30OHTasbHbIN U
BepTUKarbHbIi Tpaduk

Konnektopbl NoYThl;
Gmail, Office365,
Exchange, nio6on SMTP

BHeLHWN NHCTpYyMEHT
nepegayn annos u3
JATP (CarbonBlack)

AHanms noros OT
CTOPOHHMX NPOOYKTOB
(API, Syslog): AV, FW,
IPS, EDR, EPP, Proxy,
SIEM

Cbop aaHHbIX

INEIOYE

AOPO JATP
MalumHHoe obyyeHne Ha ocHOBe
noBeaEHYECKMX TPENCOB,
Moaynb cTatMyeckoro aHanuaa,
CobcTBEHHLIE NpaBuna,
Koppensuus,
JA\RJl PenyTaunoHHbIN aHanus
Sl [pvopuTesauus 1 oLeHka pucka

MynbTnBekTOpHbIN AHanu3

EﬂOKMpOBKa yrpo3bl
BrnokunpoBska yrpo3sbl Ha
YPOBHE NpeanpusTs npu

NMOMOLLW CYLLLECTBYOLLMX
peLueHnin oT Opyrmx
npounssoanTenen.

BrnoknpoBka no ogHOMY KITUKY
BPY4HYIO U1 aBTOMaTmn4eckas

API, CLI

Koppensiums cobbiTumn
yrposbl
OTtobpaxeHune noBegeHus 1

- INETOYE
CO6I:ITI/II/I KacaTtesribHO yrp03b| Ha

BPEMEHHOW LiKane ¢
KOpPEnsuuin AaHHbIX OT APYrnX
npoaykToB 6e3onacHocTu: AV,
FW, IPS, EDR, Proxy u T.n.

YcTpaHeHue yrpossbl

JUNIEEr



JATP ®YHKUMOHAT
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Detection

Vectors : Web, Email, Lateral Spread, File Upload

Platforms: Windows, OSX, Android, Linux, iOS

File Types: EXE, DLL, Mach-o, Dmg, PDF, Office, Flash, I1SO, ELF,
RTF, APK, Silverlight, Archive, JAR etc

Adaptive Detection

Heuristics-based Exploit Detection

Payload Analysis, C&C Detection, Custom YARA,SNORT
Rules

Mail: Journal support for Office 365/Gmail and On-Premise
MTAs

SSH Honeypot (lateral spread)

Malware intent (Visualization of malware activity,
Enhancements to malware description)

Analytics

Correlation of events across kill chain stages (phishing,
download, execution, C&C detection),

Risk-based Threat Prioritization,

Complete Incident View with threat response workflow
Host and user timeline view

Carbon Black Response execution verification
SIEM Integration: Splunk, Splunk App, and ArcSight
Crowdstrike execution verification

IBM Qradar Leef format

SkyHigh integration

AD integration

é

Mitigation

Automatic Mitigation

Firewall Integration — Juniper, PAN, Cisco, Checkpoint, Fortinet
Secure Web Gateway Integration — Bluecoat SG

Mail Quarantine — Office365, Gmail

Infection Verification Pack

Deployment

Scale-out collectors & clustered cores - 750K obj/day
Access & Authentication (SAML and RADIUS)
Virtualized & Public Cloud Deployment

Full REST API, Proxy Support

Mail: Large Enterprise Scale (2.5 Million objects/day)
MSSP: Multi-tenancy

ADF: 750k objects/day

Manager of Central Managers,

Access & Authentication using RBAC,

Automated Software and Content Updates,

Full-featured, well-documented public APIs,

Flexible architecture to ingest data from external sources,

Juniper



YT1o Takoe SD-WAN?

Gartner chpopmynnpoBan YeTbipe XapaKTEPUCTUKK

MNoppeprkKa pasnnyHbix Tinos WAN noaknto4eHui
Internet, MPLS VPN, LTE u gpyrune

<

N

ﬂ,MHaMI/I‘-IeCKl/Iﬁ Bbl60p NyTU MmapwpytTmn3aunmu I'IpI/U'IO)-KeHMﬁ
NOMINTUKM pacnpegeneHna Harpyskm no Heckonbknm WAN KaHanam

MpocTton nHTepdenc ynpasneHmna nidppactpyktrypom WAN
I'Iop,p,epMKa dBTOMATU4Y€CKOIo pa3BepTbiBaHMA yOa/1€HHOTO y3/1a
Zero Touch Provisioning (ZTP)

.
A

N

Moaopeprxkka VPN

JononHutensbHble cepsmcbl WAN-ONTUMM3aLUN N MeXCETEBONO IKPAHMPOBAHMUA

HeTtanbHbin 0630p Juniper SD-WAN: https://goo.gl/iSBX5u

JUNIEEr



DWDM: Juniper Packet Optical

OTpenbHble KOPOOKMU UHTerpnpoBaHHOe pelueHue

BTI7814 (14 slots)  BTI7802 (2 slots)

DWDM IiIe cards

2x200G for BTI17800 Line

Kaptel DWDM gocTtynHbl 4ns Bcero noptgens npoaykTos

JUNIEEr



NAKETbl CEPBUCHOW NOAAEPHKKN

KomMnoHeHTbI MakeTt Maket Maket MakeTt
Juniper Care Core Plus Adv Replacement Next-Day Same-Day

TexHudeckas nogaepxka JTAC 24x7

Penusbl MO

OHnanH-nopTan NoaaepXKKu
Service Now / Service Insight T T

OuHnanH-pecypcol 1 e-learning 4 4

OTI'IpaBKa 3aMEHbI OTﬂpaBKa 3aM€EHbI C
C LUeHTpalibHOro LLEHTParibHOro CcKrnaga B

- [octaBka [locTtaBka
ckrnaga B TeYeHue TedeHue 5 pabounx gHewn,
Onumm 3ameHbl HEUCNPaBHOIO - 3aMeHbl Ha 3aMeHbI B
10 pabouunx gHen He JoXuaasicb

obopynoBaHus cnenywoLmm TeyeHue 4
nocne nosny4YeHns nonyyeHus -
pabo4ynin AeHb yacos

HencnpaBHOro HencnpaBHOro
obopynoBaHus obopynoBaHus

Onsite-uHxxeHep Bo3MoXxHO BoamMoXHO

CepaucHbIe Koab! PAR-SUP PAR-RTF PAR-AR5 PAR-ND(CE) | PAR-SD(CE)
s A SVC-COR SVC-CP SVC-ND(CE) | SVC-SD(CE)




CEPBUCHbIE CRZTAAbI
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* MockBa
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