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• Software & reverse engineering (Threat Analysis) background

• 20 years experience in IT

• 15 years experience at Fortinet (FortiGuard)

• Visionary role – threat forecasting and roadmap

• Chief liaison for threat intelligence partnerships & industry

• Sit on steering committee of Cyber Threat Alliance

• Pioneered founding efforts, bylaws

• Designed, Created & Lead Cyber SEAL Team (FortiGuard)

• Seasoned, global threat expertise team

• Incident response to breaking events

• Proactive threat research & intelligence

• Consult to C-Suite worldwide including Fortune 500

• Train talent & capacity
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FortiGuard Labs
Fortinet’s Threat Intelligence & Research 
Organization
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Partnerships
Sharing Intelligence / Collaborating on Research & Investigations

NCCIC

US-CERT

Industry – Collaboration & Innovation

Law Enforcement & Government - Attribution

Enterprise – Threat Research

CERT - Disruption
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Actionable Threat Intelligence –
Q2 2020

17 Million 
Botnet C&C attempts 

THWARTED
PER MINUTE 

18 Million 
NETWORK INTRUSION 
ATTEMPTS           
resisted per minute

195,000 
Malicious Website 

ACCESSES
Blocked Per Minute

565,000 

SPAM 
Blocked Per Day

885 
ZERO DAY 
THREATS DISCOVERED

18 Million 
PHISHING 
Blocked Per Day

609,000

HOURS       
of Threat Research 
GLOBALLY PER WEEK

173,000
MALWARE PROGRAMS 

Neutralized Per Minute

Of Threat 
Samples

1.1
PB
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• Monthly tracked sharing for 
intelligence relationship

• Bidirectional feedback 
capabilities

• Heatmap creation based off 
fabric integrations from 
intelligence 

FortiGuard Labs & BI.Zone Sharing Stats
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Actionable Threat Intelligence
Red & Blue Playbooks
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COMPOUNDED CYBERCRIME

Evolving Threat Landscape
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TTPs

Tools

Network/Host 
Artifacts

Domain Names

IP Addresses

Hash Values

FortiGuard Labs

Next Generation Intelligence

Other Vendors Majority

Threat Research, Intel

Traditional Challenges

Platform adoption

Real time collaboration

False positives

Skills gap

Pyramid of Pain
Tough

Challenging

Moderate

Simple

Easy

Trivial
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$61M of funds stolen in 

3 month period through 

Business Email Compromise

$100k - $10M+ USD 

transactions through 

payment diversion

61 days 

of information reviewed

35-50% payment to money laundering 

on funds transferred through service 

(high amount, high risk); local and overseas

4 main players, including 

kingpin, laundering manager, 

hacker head, and forger

Largest group 

was hacking 

group

Many more 

involved in 

laundering network

Fortinet & INTERPOL: Project Knightrider
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Adversarial Playbooks

The complete collection of tools, 
techniques, and steps that 
adversaries goes through to 
complete their cyber mission.

THREAT RESEARCH

CTA Adversary Playbook:
Goblin Panda

THREAT RESEARCH

Silence Group Playbook

THREAT RESEARCH

Zegost from Within – New 
Campaign Targeting Internal 

Interests

THREAT RESEARCH

Emotet – Jack of All Trades
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Operationalizing MITRE ATT&CK 
Playbook Creation Process

14

Criteria 

1

Collection 

2

Analysis

3

Investigation

4

Dissemination

5

• Determine if candidates meet 

minimum baseline for inclusion.

• Fortinet research

• Hunting via yara rules

• Samples in ST3/VT/OSINT

• Understand the motives & 

distribution of the threat actors

• Analysis and research against 

MITRE ATT&CK

• Reversing for baseline discovery

• Maltego analysis

• OSINT of network IOC's and hashes to 

cluster families

• Stage internal playbook 

viewer via STIX

• Early partner sharing 

• Public release 
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Silence Group 

Intrusion Set 

 5 Campaigns

 436 Indicators 

 15 Vulnerabilities 

 86 Attack Patterns 

Targets

 Banks & Banking Infrastructure 

4 Modules

 Main Module

 Proxy Module 

 Monitor Module

 ATM Module 

Execution Persistence
Defensive 
Evasion

Discovery
Lateral 

Movement
Exfiltration

Command 

Control

Command-
Line 

Interface

Registry 
Run Keys

Disabling 
Security 

Tools

System 
Information

Remote File 
Copy

Exfiltration 
over 

command 
and Control

Commonly 
Used Port

Compiled 
HTML File

Masquerading
Syst. Network 

Config. 
Discovery

Standard 
Application 

Layer 
Protocol

Mshta
File 

Deletion
Remote File 

Copy

User 
Execution

Modify 
Registry

Scripting

PowerShell

May 2018 to December 2018
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Silence Group 

Intrusion Set 

 5 Campaigns

 436 Indicators 

 15 Vulnerabilities 

 86 Attack Patterns 

Targets

 Banks & Banking Infrastructure 

4 Modules
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 Proxy Module 
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Web 
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Control
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May 2018 to December 2018
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Persistence
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Orangeworm Attack—Mitre Attack 
TTPs

Initial Execution Persistence
Privilege 

Escalation
Defensive 
Evasion

Credentials 
Access

Discovery
Lateral 

Movement
Collection Exfiltration

Command 
Control

Service 
Execution 

New Service
Remote 

File Copy

System Network 
Configuration 

Discovery

Data 
Encoding

Timestamp

Command-
Line 

Interface

Rundll32

File and 
Directory 
Discovery

Network 
Share 

Discover

Account 
Discovery

Password 
Policy 

Discovery

System 
Information 

Configuration 

Windows 
Admin 
Shares

cmd.exe /c start /b "" rundll32.exe 
"C:\WINDOWS\system32\wmiamgmt.dll" 

ControlTrace—Embedding -k DcomLaunch

Service Name: WmiApSrvEx

Display Name: WMI Performance Adapter Extension

Path to executable: %System%\{malware name}.exe

Start-up type: Automatic

CreateFile(“\\x.x.x.x\C$\windows\system32\csrss.exe”,...);

cmd.exe/c ‘ipconfig/all”2>nul

cmd.exe/c ‘systeminfo”2>nul

cmd.exe/c ‘netaccounts”” 2>nul

cmd.exe/c ‘netshare” 2nul

cmd.exe/c ‘netusers” 2>nul

cmd.Exe /U /c dir /s /a c:\>> 
“C:\windows\TEMP\
[RANDOM].tmp”2>2
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MITRE ATT&CK Implemented Heatmap on Live Sightings (Fortinet)
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