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Cloud, IoT & BYOD... ngeanbHbIn LUTOPM

* MHorne BYOD & IOT
ycTponctea TpebytoT cloud
cepBuchl ans paboTbl

= OTO AAET WurpovanLmnm
nnaugapm ons atak u
OTKPbIBAET HECKOJSIbKO
Cepbe3HbIX YA3BMMOCTEN B
TpaauuMoHHOM Moaenu
B6e3onacHoCTH

* Hy)XHbl HOBblE NOAXOAbI

BYOD
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«CTpaluunku...»

KoTopble Mbl yXXe 3Haem

The Threats are Real

as Casino Breached Through Conr

ed Fish Tank

& 1oTD

Mirai Botnet Vi

machint
popula

t

The Joy of Tech by Nitrozac & Snaggy

The Internet of ransomware things...

OR I‘LL ONLY
BREW
DECAF!

WIRE MY
HACKER $100
OR I‘LL REVERSE

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

- The Guardian

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU

MY ALARM
SYSTEM IS
GOING TO GO

UNLESS YOU

I‘M TURN
OFF THI

NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-

CONNECTED BROOM/
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«CTpawmnku....»

KoTopble Mbl yXXe 3Haem L ye——

The Internet of ransomware things...

CKS IN
OR NE
SMEGLL
R SMOKE, I MIGHT
ON STRIKE I JUST LET YOU
SLEEP.

30 BU
BITCOIN,
TIME T

— MY ALARM
OR I‘LL ONLY come 1o @0
DBEPEWI | OFF RANDOMLY
CAF; HOUSE, UNLESS THROUGHOUT
THE NIGHT,
UNLESS YOU

The Threats are Real

Las Vegas Casino Breached Through Connected Fish Tank

But the Potential Impact to Patients is Even More Alarming gn' ‘ I

* In October 2016, Johnson & Johnson
issued a warning that one of its
insulin pumps for diabetics was at risk
of being hacked, causing a lethal

overdose. EErydnis
/ CONNECTED BROO,

* In August 2017, 465,000 U.S.
residents received notices to update
the firmware that runs their life-
sustaining Abbott (formerly St. Jude
Medical) pacemakers, or risk falling
victim to potentially fatal hacks.
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Malware, KoTopoe MOXeT «3apa3uTb» Bac Pakom

= Co3paH KOMNbHOTEPHbIU BUPYC, MeHsAwWwUun pesynbratbl MPT u KT.
Bpauu He B COCTOAHUUN 3aMeTUTb NOAMEHY

...BpefoHOCHoe
nporpamMmmHoe obecneyeHue,
KOTOpOEe MO3BOSISANO
aBTOMaTM4eCckn BHOCUTb
N3MEeHeHns

B pe3yneratbl KT n MPT,
npexage Yem mnx ndydar
Bpauun. lNMporpamma morna
no6aBnsaTb B M306paxxeHns
peanuCcTUYHble
3r10Ka4eCTBEHHbIE OMYXOsn
nnm HaobopoT, yaanaTb

N3 HUX HacTosiLme

HOBOOOpa3oBaHus. ..
https://meduza.io/feature/2019/04/04/sozdan-
kompyuternyy-virus-menyayuschiy-rezultaty-mrt-

i-kt-iz-za-nego-vrachi-stavyat-nepravilnye-
diagnozy-the-washington-post
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Dwell Time

i1

Dwell time is the number of
days from first evidence of
compromise that an
attacker is present on a
victim network before
detection.

EMEA MEDIAN DWELL TIME

AMERICAS MEDIAN DWELL TIME |

APAC MEDIAN DWELL TIME

et NOW



KRak ynyJvywnTb 6e3onacHOCTb

Ha ypoBHe AocTtyna ?

Risk Assessment
Isolation / Segmentation
Policy
Application Telemetry
Compliance
Emerging Technologies (Al/ML)

Open Security Ecosystem

me Networks, Inc. All rights reserved EXTREME W




Usonauusa 10T ycTpoUCcTB - 30HbI 6e30nacHOCTH

-\
Tonbko 5% ycTpoucTB 10T a -
iw N =9
cerofHsi CEerMeHTUpPoBaHbI w | Y
Surveillance .j Zone ra;zérl]ce ion

TeM He meHee, K 2021 AOMXHbI Zone
ObITb 60%

loT Solutions Can't Be Trusted and ____f | | _/
Must Be Separated From the App-li-(-:;t-i-o--ri-ﬁ_ ﬁ“

Enterprise Network to Reduce Risk Servers St

- Tim Zimmerman and Barika L Pace.

May 2018
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Extreme Fabric Connect "Worm Hole’ analogy

= Given that Fabric Connect is not based on IP routing but instead on Ethernet switched paths which are
‘dark’ to IP forensic techniques, Fabric Connect might be compared to a worm hole or black hole in

physics.
= The inside of the Fabric is based on BVID, BMAC and I-SID values via Ethernet Switched Paths.
= All service phenomenon's are at the UNI edge could be equated to the ‘Event Horizon'.

= Visibility of the service core from the service edge is not possible

VRF VLAN

UNI Boundary
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“KomMy MOXHO Oeslamb Ymo U 20G

» Network Segmentation Ha 6ase
NONNTUK

« [na IOT ucnonb3oBatb Whitelist
Profile; BANPETUTb Bce 3a
NCKJTIOYEHMEM YKa3aHHOIo

» CTporoe oTcnexmBaHue
nosib3oBaTernien B U U3 30HbI
0e3onacHoCTHU

* OnacTuyHble rpaHnubl

» OdpdektnuBHole CAPEX n OPEX

Customer /
Patient
Records

Application
Financial Servers

Sysems— exTRevE NOW @l



Application Telemetry & Analytics

Kpntnyeckn BaxkHo ans 6e3onacHoCcTu
NHdpacTpyKTyphl

Tpaduka East/West Bce borbLue

LleHTpanbHbin MC3 xopow ana North/South
 Ho He Ha cTonbko ans east/west peer to peer

AHOManbHbLIN TpadUK BHYTPU CErMEHTA MOXET ObITb
OOHapy>XeH nnm 3absiokMpoBaH
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Analytics in 2019

IOT + Wireless + Edge Switching + Campus + DC + Virtual
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[Tog kanoTtom Extreme Security Analytics

lMonumuku NAC Network Ucrionb3yromesi NAC.

ucronb3ytomces Ons & Access Endpoint [aHHble om KOH. ycmp-8 External
KapaHmuHa Control 5 4 and : nomozatom onpedenums : Th_reat
3apaXeHHbIX Ha [DY:17: WA User Data : Credentials Scans u : Intelllg(ance
nobom ceumdye : : : Lateral Movement C60p, dunbTpaLms, Fee
WILAP. % el 0 rveeeees Koppensiuws, : :
Secu”ty OnpeneneHMe' LEERRERR] l llllllllll .llll
Device : [Jaem Security VinenTndpukaums, SecurltyEAnaIg/tlcs
Data ! ‘Analytics Ortnagka, Tpesora ucrnonb3dyem B[] 06 yepo3ax
H Or1s 8bisi8rieHUs 35108PEOHbIX
: i OoronHumenesHbIe IP, DNS u URLS rpu
02/4::; 06 CKAHUPOBAHUU OaHHBIX
yep Analytics
lMpedocmaesnsem
SeCUI’Ity Ana|ythS :- -------------------- -:
OaHHble 0nsi Securlty AnalytICS R Siganecnece:
CKaHuposaHusi U 8 mo xe : loT Co6upaeni u aHanusipyem : Email,
gpems App Telemetry : 5 \(/)i KOHMEKCMHO-3a8LCUMYI0 Quarantine,
071 omyemog J— : EVICES 1ot HGHOPMAULIO O MPUITOXEHUS], Packet Capture
_ i Trouble ticket,
Network : Block 3
Traffic i Application : o ]
: f : .......................... : OnplBinnem 6450600
- SO : ML and Al : nosedeHue ycmpoticme

i ! U MOHUMOPUM UX Ha
Engine : -
g : npedmem aHomanuii

eExTREMENOW @



12:
12:
12:
. 24
8 :
T2
12:

12

12:
12:
12:
1243

30:
30:
35:
40:
:34
45:
50:
:55:
00:
00:
03:
05:

42

00
01
02
01

02
02
03
00
01
12
02

260B
320B
324B
310B

sent -
sent -
sent -
sent -

1KB sent -

324B
330B
310B
260B
308B

sent -
sent -
sent -
sent -
sent -

260B rcvd - NTP - 172.16.0.1:123

74B rcvd — HTTPS - iot.example.org:
72B rcvd — HTTPS - iot.example.org:
70B rcvd — HTTPS - iot.example.org:
1KB rcvd — SNMP - 172.32.0.5:161

90B rcvd - HTTPS - iot.example.org:
70B rcvd — HTTPS - iot.example.org:
80B rcvd — HTTPS - iot.example.org:

260B rcvd — NTP - 172.16.0.1:123

84B rcvd — HTTPS - iot.example.org:

1KB sent - 1KB rcvd — SNMP - 172.32.0.5:1061

330B sent - 85B rcvd - HTTPS - iot.example.org:

443
443
443

443
443
443
443

443
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[loBegeH4Yeckoe MmogenmpoBaHue ¢ Hynesou NnoLaabio

Online-learning

. BE3 orpomHbIX XpaHunuLL, NOTOKOB U MeTaZaHHbIX

. BE3 TexHun4yecknx, onepaumoHHbIX, PUHAHCOBbLIX U

OPUANYECKUX CITOXKHOCTEN

. BE3 «4yBCTBUTENbHbIX» AAHHbBIX (HO €Clin XOTUTE..)
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dalie BoxXHOBEHUE. paClio3HaBaHUE eCTeCTBEHHOM pe4yun

“You shall know a word by

Distributed Representations of Words and Phrases
and their Compositionality

Jeiifysugie

Abstract
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Efficient Estimation of Word
Vector Space
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The

quick

brown

fox

jumps

over

The

quick

brown

The

The

The

The

The

The

fox

quick

brown

fox

quick

quick

quick

quick

quick

Jjumps

Jumps

brown

fox

Jjumps

brown

brown

brown

brown

over

over

over

fox

Jjumps

over

fox

fox

fox

the

the

the

the

the

Jjumps

over

the

Jjumps

Jjumps

lazy

lazy

lazy

lazy

lazy

lazy

over

the

lazy

over

dog

dog

dog

dog

dog

the

lazy

dog

(quick| the, brown)
(brown|quick, fox)
(fox|brown, jumps)
(Jumps | fox, over)
(over | jumps, the)
(thelover, lazy)

(lazy|the,doqg)
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the
quick
brown
fox
jumps
over
lazy
dog

— — o o /o

-

-0.102, -0.229, 1.075, -0.716, 0.004, 0.5660]
-0.298, -0.059, -0.077, -0.010, -0.405, 0.6010]
0.001, -1.198, -0.376, -1.035, -2.240, -0.505]
-0.301, -0.891, -0.187, 1.193, -1.315, 2.083]
0.737, 0.070, 0.887, 1.0674, 0.271, 0.551]
-1.068, -0.177, -1.622, 1.270, 0.775, -0.580]
-0.814, 1.358, 0.745, -0.227, -0.366, 0.403]
-0.379, 0.550, -0.350, -1.228, 0.386, -0.672]
y Y
Each word is a point in multi-dimensional space
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king ) ..

Male-Female

@)

walking

walked

o swam

= W

swimming

Verb tense

Rpain \
Italy \Madrid
Germany ———— D Rome
Berlin

Turkey \
Ankara

Russia ——e 1o =
Moscow
Canada Ottawa

J —_———
apan Tokyo

Vietnam —n ____ Hanoi

china - Beijing

Country-Capital
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6 6363 670 2049 11979 7 7 17 6363 123 123 12001 z 7 17 6363 h 111 11992 7 7
6 6363 878 2049 11979 10 10 6 6363 670 2049 11979 7 7 6 6363 670 2049 11979 7 7
6 6363 670 2049 11979 8 8 6 6363 670 2049 11979 7 7 6 6363 670 2049 11979 12 12

6 6363 N 111 11991 10 9 17 6363 h 1234 11980 7 7 17 6363 h 111 11992 7 7

6 6363 h 2049 11979 9 9 6 6363 h 111 11991 9 9 17 6363 h 2049 11980 8 8

17 6363 h 111 11992 9 9 6 6363 h 2049 11979 10 10 6 6363 h 111 11991 10 10
17 6363 h 53 12818 z 7 6 6363 h 111 11991 10 10 6 6363 h 2049 11979 10 10
17 6363 h 2049 11980 8 8 17 6363 h 111 11992 9 9 17 6363 h 1234 11980 7 7
17 6363 h 111 12 12
5% CNOBO croeo - aTo flow B cetn

6 15169 _h SOMT212 11 9 6 6363 938 2049 11979 7 7 17 6363 h 53 12818 7 7
17_6363_h_53_12818_z_7 17_6363_h_53_12818_z_7 17_6363_h_53_12818_z_7

17 6363 h 53 12818 z 7 6 6363 914 2049 11979 12 12 6 6363 h 111 11991 10 9

17 6363 h 1234 11980 7 M 17 6363 h 111 11992 7 7 6 6363 L o 2049 11979 9 9

6 6363 I5 RAR

o365 A p,oxymeHT 3TO CETEBOE YCTPONCTBO -
17 6363 - h 1234 11950 7 17 6363:h 111 11992 7 7 6 63631890, 2049591979 14080
6/ 6363 914 2049 11979 77 6 6363 914 2049 11979 7 7 6 6363 914 2049 11979 8 8
17_6363_h_53_12818_z_7 17_6363_h_53_12818_7_7 17_6363_h_53_12818_z_7

6 6363 670 2049 11979 7 7 6 6363 670 2049 11979 7 7 6 6363 670 2049 11979 8 8
6 6363 670 2049 11979 7 7 6 6363 670 2049 11979 12 12 6 6363 h 111 11991 10 9
17 6363 h 1234 11980 7 7 17 6363 h 111 11992 7 7 6 6363 h 2049 11979 9 9

6 6363 h 111 11991 9 9 6 6363 670 2049 11979 7 7 6 6363 670 2049 11979 7 7
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OnpepneneHne aHomannn ¢ HyneBbiM CNeaom

i1

[MoBegeHmne KaXxgoro yCTpoMcTBa B KaXAbli MOMEHT BPEMEHMU
~5KB

*  MunnuoHbI yCTPOMCTB MOryT BbITb CMOAENMPOBAaHbI HALLMMU
cepBepamn XMC

e L2-to-L5 flow data, gononHeHHble TexHonornen Extreme DPI

Mbl ncrnonb3yem BEPOATHOCTHYIO MOAENb NPOrpaMMUpPOBaHUS
AnNs onpegeneHns npaBgonogobHOCTM TOro, YTO AaHHOoe
noBepeHue “aHomaribHO”

PEWMA (Probabilistic Exponentially Weighted Moving Average)
ANsi pasMeLleHMs MHOroOMepHOro HopmMarnbHOro
pacnpepneneHus B NPOCTPAHCTBE BEKTOPOB KOHEYHbIX YCTPONCTB

Cneaywowas uenb - BbisiBIIEHNE KOTHUTUBHbIX MPUYMUHHO —
CneacTBeHHbIX CBsI3en BbICLIero nopsaka (aHanorus,
CIy4anHoOCTb, COOTBETCTBUE, etc.) ana UT n b aHanutnkn

Anomalies across dimensions over time for 192 168 236152

anomaly detected

i gven tmestame

Number of anomalies over time for 192.168.236.152

k-]

8

Humber of anomalies in that run
-

20 a0 600 00 1000 100 1400
Time (runs)
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Heckonbko cnoB 00 Al

Al for cybersecurity is a hot new
thing —and a dangerous gamble

We don’t have artificial intelligence (yet)

Algorithms are getting ‘smarter’, but experts are more

Stop throwing algorithms on the wall — they are not spaghetti
Understand your data and your algorithms

Invest in people who know security (and have experience
Build systems that capture “expert knowledge”

Think out of the box, history is bad for innovation

Focus on advancing insights Raffael Marty's findings
BlackHat 2018
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