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EonHaa cuctema ynpasneHus

OT ypoBHSA OocTyna Ao ueHTpa ob6paboTkn gaHHbIX U obnaka

ExtremeControl ExtremeAnalytics ExtremeManagement GovernanceEngine

* [onutukm ans * WHdopmauus o * ABTOMaTM3aUMA CETEBbLIX « ABTOMaTM4yeckas

pasrpaHun4yeHue npas NPUNoOXeHnaAx HacCTpoekK npoBepkKa KoHurypaumm

goctyna nornb3oBarenem - PaboTa co cLeHapnaMm 1 Ha COOTBETCTBUE
* besonacHbI goctyn ans + Bpems oTknmka cKkpunTamm npasunam

rocten n loT ycTponcTs MPUNOXeHnn « GDPR. HIPAA. PCI

* VHdpopmaumnoHHas
BesonacHocTb

ExtremeConnect

*  WHrterpaumsa c VMware, GCP, MS Azure, AWS, OpenStack, Security n gpyrumm cuctemamu
*  Open API — anga co3gaHnsa cOBCTBEHHbIX NPOEKTOB MO MHTErpaumm
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Management Center

Analytics | Wireless | Reports

KnrouyeBble BO3MOXHOCTU:

* ABTOMaTM4yeckoe obHapyxeHne ceTeBbIX
YCTPOUCTB

Logout | Settings | Support | About | Legacy

m Core Networking ~ Site  Site Summary

A\

= N
Status Name v IP Address Device Type Famiy Firmware Updates Policy Domain Boot PROM Base MAC Serial Number
° BM3yanM33 LlMﬂ KaprI CeTVI @  iuniperEx4200 192.168.20.21 EX-4200 Juniper date 00:26:88:68:4E:C0
o [ ] X450e-24p 192.168.20.50 X450e-24p Summit Series 15314 1057 00:04:96:34:96:54 0748G-81140
° BeﬂeHMe n yl'lpaBJ'IeHl/Ie apXM BOM KOH@Mryan‘MM @  Tyerhet 192168200200  Matrix N1 Platin... Matrix N-Series  07.41.02.0014 010021 00:11:83FC:41:08  08476201635)
o ®  SteveNet 10.12087.111 CS5G124.24P2  C-Series 06.42.10.0016 020051 00:1F456B1ADE  10250567905D
yCTpOMCTB @  RuckusZoneDi. 1521682030  ZoneDirector1.. Ruckus C401:7CIFFB86
E ®  PumleRoomds0  10.12087.110  X460-24p Summit Series  157.1.4 2017 00:0496:8F9675  1338N—40215

° yl'lpaBJ'IeHVle (bal‘}‘”_laMM I'IporpaMMHOrO Open Device View WIc- 1921682022 HP 1.08.07 1.08.07 00:08:8307:ABE0  SG342NBOLN

P 10.120.86.106 s3 S-Series 08.32.01.0021 Distribution 00:1F45:3D:21:76 093350616344

~ ® Dst 1012086105  S4 S-Series 08.3201.0021 Distribution 01.03.02a 00:1F45:3D:21:C4 093451106344
O6ecnequMﬂ yCTpOMCTB ® D2 UnderMonior 18216820.16  D2G124-12P D-Series 06.03.11.0004 01.0046 00:F4S29EE  0BS2026905D |
)7 o ¢ ® D2POE 1921682015  D2G124-12P  D-Series 06.03.11.0004 010046 O0:AF4SETFASE 104026619056 ¢
o Eblchaﬂ HadalibHa4a HaCTpOl/lKa yCTpOl/lCTB ¢ ® coes 10.12067.103  SSA-T40S3-0252 S-Series 08.32020009 01.01.00 001F459F:3214  11125144635N
[ ] Core2 10.120.86.3 Matrix N1 Platin Matrix N-Series 07.41.02.0014 00:01:F4:29:10:73 031300663243
° C6 p (*) p L'. 6 p ® Coretl 10.12086.2 Matrix N1 Platin._.  Matrix N-Series ~ 07.41.02.0014 01.00.03 00:01:F429.00:39 031300093243
Op UHMPOPMaLUn O COObITUAX N aBapUAX B ® Cisconc 1921682023  Cisco Cisco 761300 F4:7F:35.57:98:44
AI &E t ® Ciscodrso 1921682020  Cisco3750 Cisco 122(55)SE 122(55)SE 001469490500  CATO21X1ZN
cetu ( arm vent man agement) ® cseFwe 1012086151  PA-3020 Paio Ao 001801014297
[ ] CSE-FW1 10.120.86.150 PA-3020 Palo Alto 001801014311
[ ] C5G124-48P2 192.168.20.17 C5G124-48P2 C-Series 06.61.08.0013 020151 00:1F:45:08:ED:D2 11140004225G
®  Auba3200 1921682040  3200Mobiity C... Aruba 6212 00.08:86:60:1E.68
4 »
Page | 1 of1 2 (@ Reset  [g Bookmark Displaying Devices 1 - 20 of 20
D16 113546 AM Uptime: 15 Days 144909 operations (3 Alamns: () (@ @ @
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Fabric Manager

MOHVITOpVIHI' SPBM (paGPVIKVI: I Extreme Das.hl:uard Devices Discovered Firmware Archives (Configuration Templates Reports Fabric-bir ™ a ¢
» Co6op nHpopmaumm o Tononorum gadpukm : M B © | [ Fabri Topoiony
¢ MOHUTOPUHT coBbITUIN B dhabpuke : SE;ZEZZZIE,?ZZZZ“ T e B ey et
* Wcnonb3yeTtcs BblgeneHHass VM

« ABTOMaTM4eckas BM3yanmsawumst TONosornm

» [HoctynHa B NMS-BASE komnnekrte

W FabriciFA Server (] FA Proxy
—  Fabriclinks FAlinks

e e @

R o 10143 438,50
. lD13315988  10.132.1855400:01:bcib 100,41 VEP-4450GSX-PWR=
ERS455000DTBELLAC02 VSR 44506 7

i =

10123135
- esvs
10122 a5 s T
6.0558.00.00 VSk 4S0GTS PR+ P
— \ R :
~ \ o ‘ :
N \ &S

=

nistatooot ] Lest Updated: 2018/08/28 11:31:07 Uptime: 0 Days 20:27:00 Operations 1 |0 @@E @D

HacTtponka komnoHeHTOB thabpuku:
« Fabric Connect Ha kommyTaTopax VOSS
« Fabric Attach Ha EXOS 1 BOSS kommyTaTopax

* Integrated into Tree structure of
ExtremeManagement

* [JoctynHa B NMS-ADV komnnekrte
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[Togoepkka kommyTtaTtopos Llo/[l

[CNSUTEEN .. .0 Devices Discovered  Fimware Archives  Gonfiguration Templates  Reports  DeviceView - DS-VDXE740

Pa6oTa c kommyTaTopamu cepuit VDX, SLX u MLX E— —_— —— e
«  ABTOMaTM4eckoe o6HapyKeHWe 1 MOCTPOEHME

Overview Map - World/Bangalore Lab/Bangalore Lab  Network Information
DEVDXST40 1013313916

® ContactEstabisned 47 Daye 10.53.48 Interface Details  Historical Performance

CeTeBOW TOMonorum | et
* YnpaBneHue annamu KoHpurypauui n e s b .

BEpCUsIMI MporpaMmmHoro obecrnedeHms B .
« OTo6GpaxeHue cTaTyca ycTpoincTea = == . smomm
e Cbo pu 0T06p aeHne CTaTUCTUKM Mo nopTam :;Lh, e S I s
Dashboard  Dewices Discovered Firmware Archives Configuration Templates  Reports  DeviceView - DS-MLXeB Q * =

yCTpoucTBa = [ e
+ [logpepikka CKpUNTOB AN HACTPOMKMK . T R e e N

DOMLXe8 1013213839

® ComaciEnsiEned 72 Dars 014126

seamies

Locatie: BLR XM Las

amaram ksanan ackplans (MLXs & sit)

ray St

e REal

Last 24 Howrs.
o

[ro
Management Module (BR-MLYXMR2:X Maragermen

it Wodule e

® SPMSit3 rocade Chassis Suich Fabic Modui Slol
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CueHapun ans aBTomatusauum pabdor

Extreme

Network

»

Alarms & Events

Control

Analytics

= Wireless

Govemance

Reports

Administration

= Tasks

Scheduled Tasks ~ Saved Tasks  Scripts
User Workflows +
System Workflows. -
v System

~ Config

~ Basic Support
@ ICX-SLX Config Basic Support
@ MLX Config Basic Support
@ VDX Config Basic Support
» Governance
~ Inventory
~ Backup
@ ICX-MLX Backup Configuration
@ VDX Backup Configuration
- Restart
@ ICX-SLX-MLX Restart Device
& VDX Restart Device
~+ Restore
@ ICX-MLX Restore Configuration
@& VDX Restore Configuration
- Upgrade
@ ICX Upgrade Firmware
& MLX Upgrade Firmware
@ VDX Upgrade Firmware

> Securlty

Workflows
Palette

Activities

Gateways

Boundary

Workflow Dashboard

® ntate Frmvare
iscover Sowmissd
start |- DeeoeE VS
Fabic Cusar oce :‘
Secondary Nede FAL

Upgraze nd suppartss @ @
Event

vsn ves pass o Fasa to s Downisaa
Evdot Evpet
End |

((Ena ) ((Ena)) [

success

Downioad only

conpm .~

nmmi,uaagm,

((Ena )

Device Urpeschaie
Evbt

o Verify » Run

success

»
Waitfor Device
o Reboat

- @
success

t

AL

®-
®

() ((gna )

* [lopoepkka CroOXHbIX CLleHapMeB OS5 HACTPOWKM YCTPOWUCTB
* Habop BCTPOEHHbIX CLEHapueB
* B03MOXHOCTb CO30aHUSA COBCTBEHHbIX CLEeHapueB
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PasrpaHnyeHue npas 4OCTyna K pecypcam

KnroueBble BO3MOXHOCTU:

« Co3sgaHuve NonuTrK No pasrpaHUYeHunio Npas AocTyna
nonb3oBaTenei k CeTeBbIM pecypcam

* PerynupoBaHus npaeB JoCTyna Ha OCHOBe
aBTopu3auumn none3oBatend, MAC-agpeca, BpeMeHu
CYTOK M MecCTa NOAKNIYeHNA

* [etanbHasa nHopmaums 0 Kaxkgom nonb3osaTene,
3aperncTpupoBaHHOM B CETU

* [wnbkas cuctema ans CoCTaBrieHMs1 OTYETOB O
CeTeBbIX MNOoJ1b30BaTeENIAX, NCMOJIb3yEeMbIX
yCTpOVICTBaX N NMPUMEHEHHbLIX MOJINTUK

Access Profile End-System End-System Events Health Results
< Refresh End System

Access Control . Access Type

User Name: kramamoorthy ' AP: 1548Y-1279400000

AuthType: 802.1X n 4 Port Alias: Extreme-Corp

State: ACCEPT ” € AP Port: usnc3935iap118 (D8-84-66-49-E4-60)
Policy: Extreme-Corp *

Profile: Extreme-Corp RDU \ Z

_______________________________________________________________________________________________

Custom Data Top Applications
None YouTube 37 64 MB
Twitter 2.99 MB
Outiook Office365 1.15 MB
Encrypted Web 1.01 MB
iCloud 300.21 kB
............................................ ZZ=
Physical Device Identity Device Family
00:B3:62:CE:-13.EC Apple i0S
106382118 iPhone/iPad/iPod/Watch/ATV
iPhone
Location Health
Zone:

Risk: NO_RISK
Total Score: 0
Last Scan: 3/28/2018 6:23:41 AM

10.6.24 241/usnc3935iap118 Extreme-Corp
2121 RDU Center Drive Suite 300 Morrisville
NC 27560

RDU
Access Control Engine/Source IP- 10.6.1.103

Activity Registration
Last seen 04/03/2018 12:56:53 PM State: Not Registered
First seen 11/27/2017 09:18:15 AM
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CBogHasa nHdopmaumsi 0 CETEBLIX NOMb30BaTENAX

Extreme Dashboard Policy Access Control End-Systems  Reports Q 2

Network Je Overview =

Alarms & Events Search x Q Refresh Off + i

B Windows [4535]

B Extreme-Corp [3922]

=
&
'y
&

o>

Analytics W Accept (3891] 7
B Disconnected [7710] B \/oIP Phone [1028] B Enterprise User [1706]
Wireless B Crror[210] B Apple i0S [955] B Phone-Lync [1555]
B Reject [463] B Android [794] W Extreme-Guest [1214]
™ Governance = Scan[195] T Linux [519] ™ Server{Default] [1089]
B Mac [396] = B Guest [541] -
il Reports
-
= Tasks 5000 - |
M Android M Extreme-Corp [1837]
4000 4
M 502.1X [5408] M Apple i0S W Server Farm Default [1001]
B Guest [472] 3000 4 M Linux M Extreme-Guest Wireless
[389]
W 1AC [6374] 2000 4 W Mac
W Lync IP Phones [852]
H Transient [214 1000 - 4 ™ Other —
214 = s Extreme-Corp Chennai [730]
0O — B windows
W Extreme-Corp RDU [580] =
Authentication Types Device Types Recent Registrations
8000 -
W 802.1X Other Type et @ A
J © e “ ‘ Windows &/ 8.1/ 10/ 2012 127
6000 - B 802 X PEAP Date/Time | Source Information
. e i Lync Phone 1028
4000 - W Captive Portal 2 2018/04/19 9:12:55 Deleted registere.
M Guest Windows 7 SP1 956
2000 - o 2018/04/19 9:12:55 e8:50:8b:4f:75:4f Removed registe
MAC Auth Windows 10 Version 1703 812
2018/04/19 9:12:55 ©8:50:8b:4f.75:4f Delete registered
0 ——————+——1+—+ W Unregistered Android 744 e
- »
ireadonly ] Last Updated: 2018/04/19 9:11:53 Uptime: 15 Days 23:03:10 2 0 B|oE
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[logaepkka MynsTMaAOMEHHOW aBToOpU3aumm

KniouyeBble BO3MOXHOCTH LDAP
ExtremeControl moXxeT nogknto4aTbes K Heckonbkum AD- Domain B
AOMeHaM Ons aBTopu3aunmn nonb3osartenemn

AZMUHUCTPATOP MOXET yKasaTb NocneaoBaTenbHOCTb NS Active Directory
aBTOpM3aLMM B pasHbIX AOMEHaXx Domain A

Onuua poctynHa Ans aBTopusaumm Yepes:
» Active Directory
- LDAP
» Local Password Repository (LPR)

LPR
Local Password Repository

—

Active Directory
Domain C

ExtremeControl
Engine

exTReMe NOW @



YnpaerneHue rocteBbiM 4OCTYMNOM

dencTBua agMUHUCTpaTopa

« CosgaeT 1 HacTpamBaeT Npodansbl Ans rocTeBoro 4ocTyna

« [enernpyet npasa no ynpasneHunto rocTeBbIM LOCTYMNOM rpynne
nosib3oBaTenemn

HdencTBua onepartopa

« Co3spaeT BpeMEHHbIE YYETHbIE 3anncu Asisl rocTen Ha OCHOBE
CO34aHHbIX Npodansios

Administrator
Access

https://<x.x.x.x>/GIM/provisioner/IogiOR https//<x.x.x.x
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AHannTnKa ceTeBbIX NPUNOXEHNN

Y Google Cloud

Extreme Management Center

C6op nHcpopmaLmm no ceTteBbIM NPUITOXKEHUAM
* B npoBoaHoi n 6ecnpoBogHon cetu
+ PabotaeT ons npunoXxeHnn ¢ WINpoBaHMEM AaHHbIX
+ bonee 10,000 curHatyp ons aHanusa

Azure

il \icrosoft
L |

Extreme Analytics

OT4yeTbl NO NPOU3BOAUTENLHOCTU CEeTEBbIX NPUNOXEeHUN
* B pexume peanbHOro BpeMeHu
*  WcTopunyeckume otyeThl

Application
Telemetry

TunoBble cueHapuun ncnosib3oBaHus

« CocraBneHune oT4eToB AS18 CNyX6bl MHOPMaLMOHHON
BesonacHocTu

*  AHanus npon3BoaAnUTENTIbHOCTHA I'IpMJ'IO)KeHI/II7I
* [louck n yCTpaHeHue HeI/ICI'IpaBHOCTeIZ

Data Center

exTReMe NOW @



CBogHasi HopmMaLmsa O CETEBbLIX NPUITOXKEHUAX

Extreme Dashboard Browser Application Flows Fingerprints  Packet Captures  Reports Q ?
Network Ji Insights »

PNV JonsBigShow v © 0O @ (D Today -

%
W Akamai =
W CFS
W CommVault ° 106.16.82/
W Extreme Networks ee
T Microsoft Sharepoint e e

Control Highest Response Times £ ™ %

Top: | 10 @ Today

Analytics

)R e B ]

. W /World/APAC/Bangalore/B.
Wireless AMR

W /Werld/APAC/Chennai

Govemance W /World/APAC/Singapore

W NFS g W /World/APAC/Taiwan
(=i = SSH 2 = WWorld/EMEA/Germany/Be.
o
W VNC 'g W /World EMEA/Germany/Fr. 1
Tasks
W fips port W /Werld/EMEA/Ireland/Shan
W nas port - W /World/NORA/California/San -
Flow Totals - IV 3 Bandwidth Totals - IV 3 Application: All Response Time - 2
15M 1338 GB
O Last 24 Hours ~ | Application: | Al
ALL 159ms o
- | E—
s 1788
488 1K World/APAC/Chennai 248ms
— -
s 564ms
—————— —— -
0 !
108 1109 1108 1108 1108 1108 1170 108 11/09 11/09 1109 1108 1108 1170 World/NORA/New Hampshire/Salem _g8ms
2100 1:00 500 900 13:00 1700 20:5 21:00 100 500 900 1300 17:00 205 - L EE

P Resdonly/rgoel] Last Updsted: 2018/1/09 10:18:41 Up

& 8 Days 23:57:21
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[leTanbHas nHpopmaums o nonb3oBarene

kK = #» 3 i

..,)

®

Extreme

Control

Analytics

Dashboard Browser Application Flows Fingerprints Configuration  Reports

x
PortView: 60:45:BD:66:BA:12 Q

kennedy-surface

Overview Application Summary Details Map -/World/Madison School District/Floorplan

Access Profile End-System End-System Events Health Results

& AddTo Group il Force Reauthentication

4 Force Reauthentication and Scan (g Lock MAC

Access Control

User Name: mkennedy

AuthType: 802.1X

State: ACCEPT

Polic: ict Staff Acc

Prafile: D\slrlct Staff Acces5 Profile (Auto)

Custom Data
None

Physical Device Identity
60 45 BD 66 BA12

kennedy itace

Location

Zaone:
10.11.85.20/AP1-EDUC EDUC-Secure
Default

Access Control Engine/Source IP: 10.11.85.35

Activity

Last seen 04/12/2018 10:30:23 AM
First seen 05/11/2017 03:50:59 PM

NetSight Administrator/oat | Last Updaled: 2018/8412 10:37:26 Uptime: 19 Days 20:12:53

Sessions

Network Information

@ Edit Registration & Refresh End System

Access Type

AP: 1644Y- 11055(}00[10

Part Alias: EDUC-Sect

AP Port: AP1-EDUC (DB 84-66-71-A5- 90)

Top Applications
Teachers Pay Teachers 43.25 MB
Goagle Play 19
Infinite Campus S DB MB
BrainPOP 4.98 MB
peardeck 4.86 MB

Device Family
Windows
Windows Surface

Health
Risk: No Data

Total Score: No Data
Last Scan: No Data

Registration
State: Not Registered

Operations i L@@
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TenemeTpus ceTeBbIX NPUMOXEHNN

KnroyeBble BO3MOXHOCTU:

» CeteBoe 060pygoBaHME Kak UCTOMHUK MHdbOpMaLUKM O
NPUNOXEHNAX

* HeT gononHuTenbHbIX CEHCOPOB
« [leTanbHaa MHGOpPMaLNA O CETEBbLIX MPUNOXEHUSX
*  WHdopmauma o npons3BoaNTENBHOCTU CETEBbLIX NMPUNOXEHUN

NMopanepxuBaemblie ceTeBble YCTPOMUCTBA:
*  KommyTtaTtopbl cepumn Summit
* KommyTtatopbl cepun VSP
* KommyTtatopsbl cepun SLX
* becnpoBogHble cuctembl ExtremeWireless

User name, device

type, location, etc. ?
Analytics

Partial Flows
MetaData
(IPFIX, SFLOW)

o

Extreme

Management Center

170 ‘dNS

—
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NHTerpauna c MS Azure, AWS n Google Cloud

KnrouyeBble BO3MOXHOCTU

EOVHBIM MHCTPYMEHT Ons ynpaBneHns MHpPacTpyKTypoun
MmnopT kommyTaTopoB n3 AWS, MS Azure n Google B XMC

OT1obpaxeHne XO0CTOB, NOAKITIOYEHHbIX K KOMMYyTaTtopam B obnake

CuHxpoHusaumsa nonutuk mexagy XMC n AWS VPC Security Groups,
GCP VPC ACLs un Azure Network Security Groups

OT4eThbl 0 NOTOKax AaHHbIX B 06nake ¢ ykasaHvem: VM, pervoxa,
30HbI M TUMNA MaLLMWHbI

EnvHa naHenb ynpaBneHus ¢ oTobpaxkeHnem nokanbHbIX 1 06nayHbIX
pecypcoB

Agile Data Canta

— IGCP}
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HoBble Tunbl nuueH3nm ana XMC

JlnueH3un gna ynpaBneHus rocteBbiM JOCTYNOM
* JlnueHsuna Ha 1000, 3000 nnmn 12000 rocTeBbIX YY4ETHbIX 3anucen
* He aBnsaetca obaszatensHom
» Tpebyetca Hanuune nuueHsnn Ha ExtremeControl \

INnueH3nn ana ExtremeAnalytics ‘ ‘
* JlnueHsnpyeTcs KONMYECTBO XOCTOB EXt re m e
N3meHeHus1 B cocTaBe naketa NMS-ADV-XXX M a na g e me nt Ce n te r"‘

*  BknouyeHo 500 nuueHsnn Ha ExtremeControl
« BknoyeHo 500 nuueHsnn Ha ExtremeAnalytics
* BknoueHo 50 nuueH3un Ha GIM

MN3meHeHus B cocTaBe naketa NMS-XXX
* BkntoueHo 250 nuueHsun Ha ExtremeControl
* BkntoyeHo 25 nuueHsun Ha GIM Software Licensing
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