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Extreme Smart OmniEdge

Pervasive AganTtaumsa nof Intrinsically
Intelligence 3agayn bnsHeca Secure
> |
Al/ML Consistent experience User security
Extensive APIs Hybrid-cloud flexibility Device security
Actionable Analytics 3awmTta NHBeCTULMmn Application security

Transforming the Edge Experience
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CopepxaHue

EVD gnsa cetn manoro ocpuca
[MocTpoeHne NpoBOAHOIO CErMEHTa CETH

PasrpaqueHme npaB OO0CTYyMNa K ceTeBbIM peCypCam
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PekomeHgauun Extreme Networks no noctpoeHuto ceTu

I= Extreme

EXTREME VALIDATED DESIGN

Extreme Smart OmniEdge for Primary/Secondary Education

Version 1.1

https:/www.extremenetworks.com/extreme-validated-solutions/
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PekomeHOaumnm no ypoBHIO nuueH3npoBaHmnsa EXOS
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ZTPStack ona aBtomatunyeckom Hactponkn VPEX

ZTPStack npegHasHayeH ans:
« BknoyeHns VPEX pexuma, ecrnim obHapyXeH nogkrtoyeHHsin BPE
« ABTOMaTtmyeckas Hactomka MLAG co BTopbiM CB
« BknwoyeHne VPEX-autoconfiguration
Bridge Port Extender

* Slot-1 VPEX X670G2-48x-4q.17 # sh slot

Slots Type Configured State Ports Flags

Slot-1 X670G2-48x-49q X670G2-48x-4q Operational 64 M
Slot-100 V400-48t-10GE4 v400-48t-10GE4 Operational B M
Slot-101 V400-24t-10GE2 V400-24t-10GE2 Operational 26 M
Flags : M - Backplane link to Master is Active
B - Backplane link to Backup is also Active P
D - Slot Disabled /\ -
I - Insufficient Power (refer to "show power budget") ! L I : — L - I )
* Slot-1 VPEX X670G2-48x-4q.18 # (| S— — U (| N | S—

* Slot-1 VPEX X670G2-48x-4q.18 # sh vpex Controlling Bridges

Virtual Port Extender: Enabled

Auto-Configuration: Enabled
Cascade

Port Slot

1:23 100

100:50 101

* Slot-1 VPEX X670G2-48x-4q.19 #
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CuHxpoHusaumsa Hactpoek Controlling Bridges

* Bce HacTpouku BbIMONHAKTCHA HA O4HOM YCTPOUCTBE

* KomaHabl aBTOMaTU4eCcKn KOMMNPYKOTCA Ha BTOpOVI KOMMYTaTOop

» Tpebyetca npeaBaputenbHas HacTponka MLAG napsbl

* MoxeT ncnonb3oBaTbCs A1 HACTPOMKN OPYrMX TEXHOIOTMN

# start orchestration mlag vpex peer

(orchestration vpex peer) # config vpex port 1:23 slot 100

port 100:49.

Do you want to continue? (y/N) Yes
(orchestration vpex peer) #
(orchestration vpex peer) # sh slot

Flags : M - Backplane link to Master is Active
B - Backplane link to Backup is also Active
D - Slot Disabled

(orchestration vpex peer) #

(orchestration vpex peer) # enable sharing 1:23 grouping 1:23 lacp
(orchestration vpex peer) # enable mlag port 1:23 peer vpex peer id 100

I - Insufficient Power (refer to "show power budget"

(orchestration vpex peer) # enable sharing 100:49 grouping 100:49-50 lacp
(orchestration vpex peer) # config vpex port 100:49 slot 101
WARNING: This command will remove VLAN membership from the

Ports Flags

Slots Type Configured State

Slot-1 X670G2-48x-4qg X670G2-48x-4q Operational 64 M
Slot-100 V400-48t-10GE4 V400-48t-10GE4 Operational 52 M
Slot-101 V400-24t-10GE2 Booting 26

Bridge Port Extender

E'T I -] A [:n_||_|]
s i ==

Controlling Bridges
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Co3pnaHune nonb3oBaTtenbcknx VLAN

CuMMeTpUYHbIE HACTPOMKKN OOMKHbI BbITh caenaHbl Ha o6oux CB-koMmmyTaTopax
Honyctnmo ncnonb3oBatb mlag orchestration pexum gnsa CMHXPOHU3aL MM HacTpOekK
IP agpeca v gpyrme nugmeuayasnbHble napaMeTpbl JOMKHbI HACTpamBaTbCs Ha KaXXaoM YCTPOMCTBE

BknroueHune Bootprelay
ans pabotbl DHCP
cepBepa

Jdo6aBneHne VLAN Ha
LACP rpynnbl

create vlan "VLAN_101"
configure vlan "VLAN_101" descri
configure "VLAN_101" tag 101
configure "VLAN_101" add ports 1:45,9:49 ta No6aenexune VLAN Ha
enable bootprelay ipv4 vlan "VLAN_101" 1 nonb3oBaTenbCKUe NopThbl

ion "Wired User

configure vlan "VLAN_101" add ports 1:1-2
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HacTtponka VRRP gna nonb3oBartensckmnx VLAN

CnMMeTpUYHbIE HACTPONKM AO0MKHbI BbITb caenaHbl Ha o6onx CB-kommyTaTopax
[onyctnmo ncnonb3oBatbk mlag orchestration pexxum gna CUHXPOHU3aLMK HACTPOEK
IP agpeca n gpyrue nhgusmnayarnbHble napaMeTpbl AOSMKHbI HACTpanBaTbCA Ha KaXKAOM YyCTPONCTBE

HacTtpouka IP agpeca Ha HacTtpowka VRRP rpynnbl
VLAN Ha VLAN
Controlling Bridge 1 Fabric-routing BKno4aeT oTBeT oT

6nuxanwero MapLipyTusaropa B
configure "VLAN_101" ipaddress 172.16.101.2/24 rpynne
enable ipforwarding "VLAN_101"

create vrrp vlan VLAN_101 vrid 1

configure vrrp "VLAN_101" vrid 101 fabric-routing on MpuoputeT Ans
configure vrrp "VLAN_101" vrid 101 add 172.16.101.1 GanaHcMpoBKM Harpy3ku
configure vrrp "VLAN_101" vrid 101 priority 2

enable vrrp "VLAN_101" vrid 101

exTREMENOW @8



HacTtpouka Loopback nHtepdencos

« [na yopaneHHoro ynpaeneHus Yepe3 XMC
* [na Router-ID B npoToKonax MapLupyTnsawmm
* HacTtpanBaetcs Ha KagoM yCTpOMCTBE NHOUBUAYANbHO

CneuunanbHbIA pexum ans

Controlling Bridge 1
Loopback uHTepcencor

create vlan "100"

configure vlan "1o@" tag 100
enable loopback-mo an "lo@"

configure vlan "10@" ipaddress 192.168.200.1 255.255.255.255—
enable ipforwarding vlan "Lo®@"

/32 macka gns Loopback

Controlling Bridge 2

create vlan "100"

configure vlan "100" tag 1001

enable loopback-mode vlan "1lo@"

configure vlan "100" ipaddress 192.168.200.2 255.255.255.255
enable ipforwarding vlan "Lo@"
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Hactpounka OSPF mapLipytusaumnm

Apnpec Loopback0 B
KavyectBe Router ID

AHoHCUpyem
nonb3oBaTtenbckue VLAN

configure ospf routerid 192.168.
enable ospf
enable ospf export direct ceSt @ type ase-type-1

configure ospf add vlan "100" area 0.0.0.0

configure ospf add vlan "VLAN_101" area 0.0.0.0

configure ospf vlan "VLAN_101" authentication encrypted md5 1 my_ospf_key

ABTOpUM3auua cocenen
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B3anmopencteme ¢ RADIUS cepBepom

* [lnga aBTOpM3auumn ceTeBbiX NogkMYeHun ncnonbadyerca RADIUS cepsep
* HacTtpanBaeTcs B3aumogencTeme ¢ ByMsi cepBepamMu 4S5 0TKa3oyCTONMYMBOCTH
* B kayectBe RADIUS cepBepa ucnonbsyetcs ExtremeControl

Controlling Bridge 1

configure radius 1 server 192.168.250.253 1812 client-ip 192.168.200.1 VR VR-Default

configure radius 1 shared-secret encrypted "My_Radius_Key"

configure radius—accounting 1 server 192.168.250.253 1813 client-ip 192.168.200.1 VR VR-Default
configure radius—-accounting 1 shared-secret encrypted "My_Accounting_Key"

enable radius
enable radius mgmt-access
enable radius netlogin

enable radius-accounting

enable radius-accounting mgmt-access
enable radius-accounting netlogin
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Anropntm co3gaHunsa nonuTUKM gocTyna

Cos3patb
LOOMEH
NMONMMNTUK

Ao6aButb
yCcTpoMCTBa B
AOMEH

Cos3patb
HOBYIO posb

Co3gatb Habop
cepBUCOB

MoxHo co3gaTtb oauH Unun
HECKOITbKO IOMEHOB

[Onsi ucnonb3oBaHNs NONUTHK
YCTPOWCTBO AOIMKHO GbiTb B
LloMeHe

Ponb cosnaeTtcs nopg
Kakablii TUN COTPYOHMKOB

HasHauutb
cepBUCHI Ha
ponb

CoxpaHuTb
M3MEHEHUA B
AOMeHe

MpumeHnTL
M3MEHEHUA B
AOMeHe

Ponb moxeT nmeTtb ntoboe
KONMYeCTBO NPUBS3aHHbIX

CepBucoB

exTREMENOW @8



Co3gaHmne goMmeHa NonUTUK

Extreme Dashboard Policy Access Control End-Syst

» [lomeH 310 — KOHTenHep ¢ Habopom npasun

[@ OpenManage Domain(s) v [ Global Domain Settings

° yCTpOI7ICTBO MOXET npunHaalnexarb TOJIbKO OAHOMY OOMEHY

Domain: lab.extremenetworks.com

K"?B-Iﬂ

Roles/Services + Devices
* [lpaBuna MOXHO MMNOPTUPOBATL/3KCNOPTUPOBATL MEXAY AOMEHAMM Contrl e
ass of Service +
VLANs + Name
: Network Resources +
Assign Device(s) to Domain Devices/Port Groups -

Select from supported devices on the left and add them to the current domain list on the right. N
Devices Port Groups

Devices Current Domain
by IP -
@ Add Device Q Q IP (0 devices) I
Assign Device(s) to Domain...
Device Policy Domain ~ @ lab.extremenetworks.com
Enforce
~ [0 P My Network (4 devices) A x440-G2
+ [0 P All Devices (4 devices) Verify
oe Refresh (Rediscover)
oe Device Authentication Configuration...
e
u] XCA_LAB Unassigned Port Authentication Configuration...
a»
Set/Clear Frozen Ports 3
» (O P Grouped By (4 devices) El
» [0 ® wireless Controllers (1 device)

7 E] — exTREMENOW @



Co3gaHune ponu nonb3oBaTens

Roles/Services - Role: NetworkAdmin

~ @ Roles

= Extreme Dashboard  Policy*  Access Ce e General VLANEgress Mappings Port Default Usage
o ~ & Sevice Repository Name: @ NetworkAdmin
Porb 3T0 — KOHTeHEp ¢ HaBopoMm npaswin, l 5 OpenManage Damain(s) v ) Glok  +  Luoowes T T r—
# Senvice Groups
on peﬂ,eﬂﬂ OLWMNX Xa pa KTepMCTM KN Tpaml/l Ka Domain: lab.exiremenetworks.com (M > @ Senices TCI Overwrite:  Disabled -

- &b Assessment Services
non b3oBaTene M i Roles/Services & Priniing Senvices Default Actions - AC:101[VLAN_101] / COS:Network Management
& Active Directory Services Services

# Roles &% Application Provisioning - ...

@ Add/Remove Show Details

=
&
W
&
o

» Cnuncok paspeLLeHHbIX UK 3anpeLLeHHbIX

~ @ Senig ate Role & i
Y Add/Remove Services
CeTeBbIX CeEpBMUCOB v oL Paste . : . .
— All Services & Service Groups Selected Services & Service Groups
- & Service Groups
@ Create Service v Q

* QO0S mMapkupoBKa nakeToB

» Services

®

& Active Directory Services

» & Global Services (All Domains) & Application Provisioning - A.

* Homep nonb3oBatensckoro VLAN 4 Ao i - B

& Application Provisioning - S.

& Assessment Services

P v v v v v v v v wowowow
I i i ol

Role: NetworkAdmin

General VLAN Egress Mappings Port Default Usage

Name: ® NetworkAdmin
Description: Network admin role. All management traffic is permited. Edit... )
TCI Overwrite: Disabled -
Default Actions - AC:101[VLAN_101] / COS:Network Management -
Services
© Add/Remove } S Details Q
Name T Also Used By Roles

i EJ exTReMe NOW @



Co3ngaHune cepBuca

CepBWuc 3TO — rpynna npasus paspeLuarLLmx unm
3anpeLlaroLLmx paboTy onpeaeneHHoOro CETEBOro cepeuca

[ns cocTaBneHne npaBun UCNOSb3YTCA MHOopMaLna 13
L2 vnn L3 3aronoBska nakera.

CtaHpgapTHble nong

ToYyHble 3Ha4YeHnsa nonem Unn gmanasoHbl 3Ha4YeHUn

E Extreme Dashboard Policy * Access Control End-S

[ OpenManage Domain(s) =+ [G Global Domain Setting

Domain: lab.extremenetwaorks.com (Modified Locally)

Roles/Services
@ Fnnier
% Quarantine
® Server
@ Unregistered
® VoIP Phone
v & Service Repository
~ & Local Services
» & Service Groups
¥ & Services
&b Assessment Services
& Printing Services

&% Active Directory Services

&% Application Provisiening. .

&% Application Provisioning.

&% Application Provisiening. .

&% Deny Spaofing and Oth...

»

»

»

»

» &% Base Services
»

» & Deny Unsupported Prot
»

o Limit Exposure io DoS ..

Alar
Roles/Services — # Show
Control
+ o Roles Service/F
@ NetworkAdmin » & Act
+ & Service Repository » & Apl
« o Local Services » & Ap
% Show Editable Columns v Collaps
Role / Service / Rule ’ Service GFDUPS » & Apl
% Access Point o Services T -
® Administrator Create Service...
» ® Assessing & As at
» ® Deny Access & Pri Create Automated Service...
» @ Enterprise Access
» ® Enterprise User L & Ac EJ(pOrl All Services to File el
@ Failsafe » & Ap 5
» ® Guest Access Paste
» @ Naotification (- Ap, - B
» @ Printer
» @ Quarantine
® Server
» @ Unregistered
® VolIP Phone
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[leTanbHOE onncaHmne cepeuca

Extreme Dashboard Policy* Access Control End-Systems  Reports

Network & Open/Manage Domain(s) + | g Global Domain Settings + | g Tools +

TS BT Domain: lab.extremenetworks.com (Modified Locally)

® » & il

Roles/Services - # Show Editable Columns w  Collapse All
Control
~ & Services Rule Summary
|£ Analytics &b Assessment Services @ Permit- Ethertype ARP [Ether : ARP] -> [Permit Traffic]
&% Printing Services . Permit- IP UDP Port Destination BootP Server [UDP Dst : BootP Server (67)] -> [Permit Traffic]
L—
y » &% Active Directory Services @ Permit- IP UDP Port Destination DNS [UDP Dst : DNS (53)] -> [Permit Traffic]

Governance » &% Application Provisioning...

4

» &% Application Provisioning...

E

Reports » &% Application Provisioning...

+ 4% Base Services
@ Permit- Ethertype A...
@ Permit- IP UDP Port...

Tasks

Administration
@ Permit- IP UDP Port...

» &» Deny Spoofing and Oth...

» & Deny Unsupported Prot...
» &% Guest User 1
» @ limit Cunanirn ta MAC
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Has3Ha4yeHne cepBuca Ha porb

E Extreme Dashboard Policy* Access Control End-Systems Reports
& N ~2 Open/Manage Domain(s) » | Global Domain Settings v | Tools w
‘ Ala Domain: lab.extremenetworks.com (Modified Locally)
: Roles/Services — Role: Guest_User
~ & Roles <
General VLAN Egress Mappings Port Default Usage
|7 @ Guest_User
@ NetworkAdmin Name: @ Guest_User
=
- « & Service Repository
Description:
« & Local Services
v Add/Remove Services
& ~ @ Service Groups TCl Overwrite: | Disabled
Lshsl ~ @& My_App All Services & Service Groups Selected Services & Service Groups

~ @ Services Default Actions

& Creale Service v Q &» Guest_User
& Assessment Services Access Control: | Permit Traj

& Printing Services &% Active Directory Services

» & Active Directory Services & Application Provisioning - A..
» & Application Provisioning... &% Application Provisioning - B...
0 Application Provisioning - S.. IIl
» &% Application Provisioning... ErosieTiEs e & Appl q
» & Application Provisioning... q & Assessment Services
~ & Base Services System Log: Disabled & Base Services
<4
@ Permit- Ethertype A... Audit Trap Disabled & Deny Spoofing and Other A. ..
@ Permit- IP UDP Port & Deny Unsupported Protocol..
Disable Port: Disabled

@ Permi- IP UDP Port... & Guest_User
» & Deny Spoofing and Oth... AP Aware: Disabled & Limit Exposure to DoS Atta...
» &% Deny Unsupported Prot... » & My_App

HTTP Redirect: | Disabled
& My Service
Class of Service +

Traffic Mirror Disabled

VLANs + “ Cancel

Network Resources

Services

+
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CoxpaHeHne N3MeHeHN B IOMEHE N aKTUBaLUS

- E Extreme Dashboard Policy Access Control
* /3ameHeHnsa B napamMeTpax ponen n noJfinTuK Hy>KHO COXPaHUTb —
o Network | Open/Manage Domain(s) v | |} Global Don
° |_|pI/IMeHI/ITb HOBbIE€ MapaMeTpbl AJ1A BCEX YCTPOUCTB B JOMEHE Fh
Open Domain >
‘ Alarms & Events P N
_ & Lock Domain +
s .
E Extreme Dashboard Policy  Access Control || & = Save Domain +
Enf D i
fI‘i Network |%4 Open/Manage Domain(s) v | Global Do o niorce Lomain N
Enforce Preview...
I @ [BYES Domain: lab.extremenetworks.com
A ©  Verify Domain +
& Control Roles/Services Assign Device(s) to Domain... o -
|#* Analytics Class of Service Create Domain...

Delete Domain(s)...

L —J
-

Wireless .
Rename Domain...

+
+
VLANs +
Network Resources +
Governance

«

Import/Export 4
Devices/Port Groups 0-
Reports

Devices Port Groups

Tasks
User Device Groups ¥

28 Administration » My Network (0 devices) EXTREME Now .



Cxema aBTopu3aumm rnorb3oBaTens

[ocTtynHbl Tpu cnocoba aBTopu3aLmm nonb3oBaTenen:
* Ha BHewHem RADIUS cepBepe
* Ha BHewHeMm LDAP cepBepe

* C ncnonb3oBaHMEM BCTPOEHHOM Ba3bl nonb3oBaTtenemn

B

=

R e »

Control

Dashboard Policy Access Control End-Systems Reports

. q RADIUS Servers
Configuration -

w Configurations & Add... < Refresh
»  Default RADIUS Server Auth Port Acct Port Timeout Du... Number of ...
v AMA Add RADIUS Server
Default
LDAP Configurations RADIUS Server IP:
RADIUS Servers Response Window (5-60 sec): = 20 =
» Profiles
" Authentication via XMC or Captive Portal
» Captive Portals
« Notifications Timeout Duration (2-60 sec): 2 b=
Fusion IPC
Number of Retries (0-20) 1 -
Fusion IPC ES Group
Configuration
Auth. Client UDP Port: 1812 -
q
(] Proxy RADIUS Accounting Requests
Accounting Client UDP Fort: 1813 v
Change Server Shared Secret
Server Shared Secret: LA
Advanced..
Save Cancel
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[Mpodhann aBTOPU3aLNK

Habop npasun no aeTopusaumm aboHeHTa
OnpepensieT HazHa4YaeMyr porb
Bbibop ansTepHaTMBHOM ponu ANs aBapuHOIro pexmnma

OrpaHuyeHns anga ncnonb3oBaHNUs TONbKO Ha OTAENBHON
rpynmne ycTpoucTs

BkntoyeHne [ONONHUTENBHbIX PErynsipHbIX NPOBEPOK Ha
COOTBETCTBME YCTPONCTBA NPOGOUIIO

A Extreme Dashboard Policy Access Control

Network Configuration —

Alarms ents » Configurations

P AAA

Control - Profiles

Access Point NAC Profile

Admin NAC Profile

Administrator NAC Profile

Allow NAC Profile
Default NAC Profile

Enterprise Access NAC Profile

Reports

Guest Access NAC Profile
Tasks NetworkAdmin Profile (Auto)

Notification NAC Profile

-' Administration Pass Through NAC Profile

Printer NAC Profile

Quarantine NAC Profile

Registration Denied Access NAC Prof
Secure Guest Access NAC Profile
Server NAC Profile

Unregistered NAC Profile

VolP Phone NAC Profile

End-Systems Reports

Access Control Profile - Administrator NAC Profile

| Reject Authentication Requests

Authorization
Accept Policy: Enterprise User (Administrator)

¥ Replace RADIUS Attributes with Accept Policy

[) Use Failsafe Policy on Error

[C) Restrict to End-System Zone

Assessment

() Enable Assessment

exTREMENOW @8



UepHble n berble CrMCKN YCTPOWUCTB

* Cnunckn OKOHEYHbIX YyCTponcTB Ha ocHoBe MAC-agpecos

* B0O3MOXHOCTb Ha3Ha4YeHUs cneyunarnbHbIX NONUTUK ANS

g Extreme Dashboard Policy Access Control End-Syste
rpynnbl yCTPUCTB

CIAEK Configuration +

@ Add..

* Ha ocHoBe nonHoro MAC-agpeca

Alarms & Events
* OUI npounssoagntens ¢ BO3MOXHOCTbIO MOUCKA MO CNCKY It L Name 1
Control ~ Al Groups

+ O®parmeHta MAC-agpeca » Device Type Groups
Analytics

=
&
2
.

[#”

« End-System Groups

)

Wireless Access Points

Assessment Warning

Select MAC OUI Vendors Gonfiguration + Blacklist
Enter search criteria to populate table: Group Editor _ Printers

Tp-link ®x Q Descript End-Sy o — -

B Registered Guests
MAC OUI  Vendor | User Def... » Device Type Groups
- ’ - Registration Denied Access
74:05:A5  TP-LINK TECHNOLOGIES CO.,LTD. R End-System Entry Editor g
e = Registration Pending Access
C4:71:54  TP-LINK TECHNOLOGIES CO.LTD. R 0 As - Bpot- B g g
EB:DE:27  TP-LINK TECHNOLOGIES CO.,LTD. Bacist Value | Description Servers
BO4B:7A  TP-LINK TECHNOLOGIES CO. LTD. Priniers
Registered Guests VolP Phones

08:1F:71 TP-LINK TECHNOLOGIES CO.,LTD.
Registration Denied Access

i 1
EC:08:6B  TP-LINK TECHNOLOGIES CO..LTD. B Web Authenticated Users

T 3 Full MAC Address - .
90:AEB  TP-LINK TECHNOLOGIES CO.LTD. Servers = - : » Location Groups
10:FE:ED TP-LINK TECHNOLOGIES CO.,LTD. veE e MAC Acgress 2
. Web Authenticated Users ‘ MAC Ul » Time Groups
14:CC:20 TP-LINK TECHNOLOGIES CO.,LTD, - E
b Location Groups P Custom Mask » User Groups

30:B4:9E TP-LINK TECHNOLOGIES CO.,LTD. » Time Groups

o Garc e En - exTREME NOW @




TnNbl OKOHEYHbIX YCTPOWUCTB

Extreme Dashboard Policy  Access Control End-Systems  Reports

Group Editor -

Network 3

» KaTeropusauusi OKOHEYHbIX YCTPOMUCTB B 3aBUCMMOCTU OT
TMna onepaumoHHON CUCTEMBI

Alarms & Events

Control L4 « All Groups

* B0O3MOXHOCTb HazHa4YeHNAa pasHbIX posien B 3aBUCUMOCTU
OT TMna onepalMoHHON CUCTEMBI

w Device Type Groups
Android

R ®= » & (i

Analytics

Device Type Entry Editor
1 = Wireless Apple I0S -
» BcTpoeHHble npodannbl Ans 60nbLworo KonnyecTtea = Wiel szsm ::uu: t Description
pas3yinvHbIX TUMOB yCTpOVlCTB [ Goverance Chrome OS Wf"d"‘”s -
Game Console
* B03MOXHOCTb co3daBaTb COOCTBEHHbIE CNUCKM Ha OCHOBE Ll Reports Linux Windows 7
v Windows 8
nMmerLmMxca npodainnos = Tasks — Windows 8.1
P Windows Mobil Windows 8/8.1/10/2...
‘e stration inaows Mobile
» End-System Groups Windows 85
» Location Groups ] Windows 98
» Time Groups Windows NT
» User Groups Windows Server 2003

Windows Server 2008
Windows Server 200...
Windows Vista
Windows Vista/ 7/ 2008

Windows XP
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ABTOpU3aLnA nonb3oBarengd

YnopsiaoYeHHbIN CNMCOK NpaBui

MpocMoTp crnucka CBepXy BHWU3 4O NEPBOro
COBMNafeHns1 KpUTEPUEB

YepHble 1 6enble CNUCKM YyCTPOUCTB
pynnbl OKOHEYHbIX YCTPOWCTB MO TUMY

OO6Lee npaBuno ANs BCEX B KOHLIE crncka

I= Extreme

% Administration

Dashboard  Policy

Configuration

« Configurations

w Default

Access Control

Rules

AAA: Default
Portal: Default
w AAA
Default
LDAP Configurations
RADIUS Servers
» Profiles
»  Captive Portals
« Nolifications
Fusion IPC

Fusion IPC ES Group

End-Systems  Reports

Q@ Add...
Ena... Rule Name Conditions Actions
¥ Blacklist End-System is in Blacklist Profile: Quarantine NAC Profile

Accept Policy: Quarantine

Portal: Default
User will be redirected to the Blac

v Assessment Warning End-System is in Assessment Warning  Profile: Notification NAC Profile

Accept Policy: Notification

Access Point End-System is in Access Points Profile: Access Point NAC Profile

Accept Policy: Access Point

Server End-System is in Servers Profile: Server NAC Profile

Accept Policy: Server

Printer End-System is in Printers Profile: Printer NAC Profile

Accept Policy: Printer

VolP Phone End-System is in VolP Phones Profile: VoIP Phone NAC Profile

Accept Policy - Role Details: Select a row

Accept Policy: VolP Phone
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HacTpounka aBTopusaunm Ha KommMmyTaTope

E Extreme Dashboard Policy Access Control End-Systems  Reports n
‘-h Network '8 Open/Manage Domain(s) ¥ | Global Domain Settings v [ Tools ¥
‘ Alarms & Events Domain: Group1Wired e
E @] Roles/Services + Ports User Sessions LG l| RADIUS a
Device Port Authentication Status >
l#2 Analytics Class of Service + o Enabling device authentication will effect communications through the Exi
Apply access ports Interswitch links, and any port being used for management Ma
= Wireless should be set to disabled before enabling device level authentication Ce
: VLANs + Tal
Authen| choose from the following options - >
@ Govemance Cot
Network Resources + O Disable authentication on all ports Auth Type Precedence (High->Low): | X/WEBIMAGICEP =
| Reports Au
Devices/Port Groups — MAQ © Disable authentication on interswitch ports ™ ,(D'
%8 Administration
Devi Port G 802. v RFC3580 VLAN Authorization: Disabled
p— S 2 b @ Select ports on which to disable authentication
= Tasks 4
by IP -
Connect ~ @ IP (1 device) CEP| (O Do not disable authentication on any ports i
v @ 10.10.10.x (1 device)
® X440-G2-Group1 (16 ports)
Curren Cancel + The
devi
Autl
Global Authentication Settings o7 t:ﬂt;‘
you
. to
MAGC Authentication Settings
] Enforce | * () Auto Collapse Panel 9 + cont
~ and
= char 7
[ NetSight Administrator/root ] Last Updated: 2018/11/06 16:22:55 Uptime: 0 Days 01:38:18 Operations* Y, | ROl
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E Extreme Dashboard Policy Access Control End-Systems Reports Q B = n
_ —
sta Network [& Open/Manage Domain(s)
Disable authentication on the following port(s):
‘ Alamms & Events Domain: Group1Wired a
Ex
a Control Roles/Services [J Name Default Role Device IP Alias Stats Port T %
0O - A 10.10.10.2 P >_
[## Analytics Class of Service O ~ [§ Switch [16 ports] ExI
o4 w 11 10.10.10.2 v Acc Ma
= Wireless = Ce
- VLANs 4 w12 10.10.10.2 s Inter Tat
~ 13 1010102 v Intel - >
& Governance = = Cor
N R aTESE & - 14 i 4 Al |ocedence (High->Low) | XWEBMAGIGEP >
[l Reports = w5 10.10.10.2 v Acal Au
Devices/Port Groups 4 w16 1010102 v Acci 4(Dr
%8 Administration
) . O - 17 1010102 v Acc | AN Authorization: Disabled
Devices = Port Groups 0 Py P r A
. CCy
= Tasks -
by IP v O w19 10.10.10.2 s Accy
= Connect ~ @ IP (1 device) O w 110 10.10.10.2 % Acc
~ ® 10.10.10.x (1 device)) (J w Tl 10.10.10.2 v Acci
® X440-G2-Groupt| & @ 112 10.10.10.2 r Intel
:]| w113 10.10.10.2 v A
O w 114 10.10.10.2 s Aco + The
O w 115 10.10.10.2 v Aca v devi
3 Autl
+ tab
enal
OK Cancel you
to
MAC Authentication Setti
zu Enforce | v () Auto Collapse Panel uthentication setiings + conl
~ and
= char ™
[ NetSight Administrator/root] Last Updated: 2018/11/06 16:22:55 Uptime: 0 Days 01:38:18 Operal\ons' Aﬂ u . 0 0
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Extreme

Network

Alarms & Events

Control

R ® » & il

Analytics

.)))

Wireless
Governance
Reports
. S
Administration
= Tasks

Connect

Dashboard
|5 Open/Man

Domain: Grt

Roles/Servid

Class of Se

VLANs

Network Re:

Devices/Porl

Devices
by IP
~ @ IP(1dd

- @ 10

P

] Enforce

Policy Access Control

Port Authentication Configuration

1. Device Selection 2. Port Selection

< Reset

Authentication Mode

MAC Auth Status

0O
~
O
O
0
0O

RFC3580 VLAN Authorization
Login Settings
Automatic Re-Authentication

Authenticated User Counts

End-Systems

& Load Port Config Seftings From Template

Reports

3. Port Configuration

Enabled

&¢ Save Port Config Settings To Template.

< Back

Next >

Finish

Cancel

[ NetSight Administrator/root] Last Updated: 2018/11/06 16:33:44 Uptime: 0 Days 01:38:18
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E Extreme Dashboard Policy Access Control End-Systems Reports  End-System Details - pc-tosh-1 Q ? =
‘-:-‘ Network &8 Add To Group. ##| Force Reauthentication & Tools « 2 Live (Current Page) v i All End-System Events Devices: All = Q
MAC Address | MAC OUI Vendor Host Name Device Fam... Device Type  User Name Switch IP Switch Nickname  Switch Port Policy Authorization
Alarms & Events
‘ 30:3A:64:00:7C:06 Intel Corporate pc-tosh-1 Windows Windows 8/ ...  se\student1 10.10.10.12 ewc-groupi.se.c... Group1-AP3... Student Filter-ld="Enterasys:v. ..
E Control 54.EE.75:30:94:22 Wistron InfoCo...  kconway-PC1 Windows Windows 8/ .. 10.10.10.2 X440-G2-Group1 17 loT Device Filter-ld="Enterasys.v..
C0:BD:D1:80:3F:08 SAMSUNG ELE... android-a1ca9a90b Android Android 10.10.10.12 ewc-groupi.se.c... Group1-AP3... loT Device Filter-ld="Enterasys:v.
|i Analytics C4:54:446B:F7:2C QUANTA COM pc-tosh-1 Windows Windows 8/ ... staff1 10.10.10.2 X440-G2-Group1 17 Corporate Filter-ld="Enterasys:v.
DA:84:66:C3:A3:18 Amazon Kindle Amazon Kindle 10.10.10.12 ewc-groupisec.. Group1-AP3._.  Unregistered Filter-ld="Enterasys:v.
— .
= Wireless
& Govemnance
| Reports
%% Administration
4 »
Tasks Page 1 of 1 < | @ Reset el Bookmark Displaying 1 - 5 of 5
Connect End-System Events and Health Results v
% < Refresh Search for Older Events | Q
% ... Time Stamp Access Control ... | Profile IP Address MAC Address User Name Host Name Device Fam... Device Type State Description  Extended St
® @ 20181114 14:24:06 10.10.10.11 Student Prof 10.10.10.109 30:3A:64.00:7C:06  se'student1 pc-tosh-1 Windows Windows 8/ No Error
E @ 2018/11/14 14.24.06 10.10.10.11 Student Prof... 30:3A:64.00.7C.06  se'student1 pc-tosh-1 Windows Windows 8/ ...  This end-system ... No Error
e 2018/11/14 14:24:05 10.10.10.11 Student Prof 30:3A°64:00:7C:06  se\studentd pc-tosh-1 Windows Windows 8/ No Error
@ 2018/11/14 14:24:05 10.10.10.11 Student Prof. 30:3A:64:.00:7C:06  se'student1 pc-tosh-1 Windows Windows 8/ Resolving
2018/11/14 14:23:12 10.10.10.11 Corporate Pr... 10.10.10.109 30:3A64.00:.7C.06  se\stafft pc-tosh-1 Windows Windows 8/ ... No Error
@ 2018/11/14 14:23:12 10.10.10.11 Corporate Pr. 30:3A64:00:7C:06  se'staff pc-tosh-1 Windows Windows 8/ This end-system ... No Error  +
»
[ NetSight Administratoriroot ] Last Updated: 201811/14 14:10:52  Uptime: 0 Days 03:54:31 Operations™ Y, | Bl
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E Extreme Dashboard Policy Access Control Reports  End-System Details - pc-tosh-1 End-System Details - pc-tosh-1 Q 2 =
ita Network Access Profile End-System End-System Events Health Results
3 Add To Grou #l Force Reauthentication ¢l Force Reauthentication and Scan % Lock MAC % Edit Registration < Refresh End System
‘ Alarms & Events 2 - - : g J = ¥
i
Access Control : Access Type
G Control User Name: se\student1 4 i AP: 1648Y-1019200000
AuthType: 802.1X ! Port Alias: GP18021x,
State: ACCEPT H c AP Port: Group1-AP3935i (D8-84-66-7B-8B-91)
5 Policy: Student i
|+ Analytics Profile: Student Profile (Auto) '
L R e Y e
= Wireless Custom Data Top Applications
None No Data
& Governance
|shl Reports
% Administration Physical Device Identity Device Family |
30:3A:64:00:7C:06 Windows
10.10.10.109 Windows 8/ 8.1/ 10/ 2012
-tosh-1
Tasks pe-tos
Connect
Location Health
Zone Risk: No Data
10.10.10.12/Group1-AP3935i GP18021x Total Score: No Data
Default Last Scan: No Data
Access Control Engine/Source IP: 10.10.10.11
Activity 1 | Registration
Last seen 11/14/2018 02:24:06 PM | ) State: Not Registered
First seen 11/14/2018 12:25:52 PM J ; m
i
i
l
[ NetSight nistrator/root] Last Updated: 2018/11/14 14:10:52 Uptime: 0 Days Operations™ Q ‘ 0o 0
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