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HeopHopogHaa UT-nHppacTpykTypa

CtoumocTb BnageHus
U coaepXXaHusA

MHPaACTPYKTYpbI

Mpoueccol ynpaBneHus u
MOHUTOPUHIa

KonnuyectBo 1 TUMbI
NT-cuctem

AOMUHUCTPATUBHBIN
nepcoHan

YnpaBnsiemocCTb,
Npo3pavyHOCTb U
yao6cTBO

A heKTUBHOCTb yrpaBrieHus

O dheKkTnBHOCTD
B3aMMOENCTBUS

CKOpOCTb MPUHATUS
peLleHui

PocT uHhpacTpykTypbl BO BpEeMEHMU
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FortiSIEM — ocHOBHbIe pyHKLMK

7

OO6HapyxeHue U yyeT NpocToTa BHeapeHus, ABTOMaTU3aLuA

dKTUBOB MaCLIJTaﬁl'lpOBaHMe
* PearmpoBaHue Ha NHUMAOEHTDI
* YnpaBneHue kencamu/3asskamm

* Bceobbemniowe & To4HO + Topaepxka COBCTBEHHbLIX YCTPOWCTB 5
« ABTOMaTM3aLMsA NPOTMBOLENCTBUS

*  KoHTekcTHas oueHka  [opusoHTanbHOe MaclTabuposaHme
¢ OueHka ysa3BMMOCTM

(m
ROZ 0\6’0
z N n/ \n

EnouHas Touvka
ynpaBneHUss/MOHUTOPUHra

YHucpunumpoBaHHas FortiGuard

nnarcgopma
« FortiGuard: gaHHble 00 yrposax (threat feed)

« EpuHbin nHtepdenc (GUI) :
. YHudukauusi pyHkumorana NOC/SOC ¢ Multi-tenancy *  Domain, IP and URL — uHaukaTopei
«  MOHUTOPWHT NPOU3BOANTENBHOCTM * Ponesas mopenb poctyna (RBAC) KoMnpomeTaumnn

NHGOPACTPYKTYpPbI
F::=:RTINET © Fortinet Inc. All Rights Reserved.



MacwwTabupyemasn apxuTteKTypa

Supervisor

ba3oBas, ocHOBHas beHKLI,I/IOHaJ'IbHOCTb

OOwee xpaHunuue
* NFS or Elastic

Hypervisor
 Vmware
« KVM e
- AWS
*  HyperV
Hardware *
« 2000F
« 3500F 5
* AnnapaTHbIM KnacTtep noaaepXuBaeTcs, Ha4uMHas ¢ 5.1.3/5.2.1

F:=RTINET

Worker Nodes

[opusoHTaneHoe
mMaclTabupoBaHue (NoBbILLEHNE
CyMMapHOU
NPON3BOANTENBHOCTU CUCTEMBI)
PacnpepneneHune Harpysku

Collectors
AnnapaTHbIn unu
BUPTYanbHbIN
JlokanbHO unu yaganeHHo
C6op cobbiTun
lNpenBaputensHas
obpaboTka
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FortiSIEM konnekTopbl — c60p COOLITUM Ha YAANeHHbIX canTax

« COop cobbITUN YCTPOUCTB Ha
yOaneHHbIX nrowagkax

» [lepegaya no sawmeHHOMY
KaHany

* [lepBn4yHasa obpaboTka

« Cxartue cobbITum nepen
nepenadent

« O6HapyxeHue (discovery)
NHPACTPYKTYPbI yaaneHHou
nrowaaku

* MOHUTOPUHT METPUK
NpPoOnU3BOANTENBLHOCTU
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FortiSIEM: npouecc o6paboTku coobITUN

7. ApxuBaum4

5. CpabatbiBaHue
npasuna n reHepaums

NHUMOEHTa

6. CobbITusA
3anuMcbiBaloTCA B
obLem xpaHmnuiie

FERTINET

3. Konnektop cobupaet

cobbITUA 1 NepeckbinaeT Ha

obpaboTtunk/cynepBunsop

2. Konnektop

NPMMEHSIET NpaBuna

domnnbeTpaumnn
cobbITUI

4. PacnpegeneHue

npoueccoB 06paboTkn

COObITUIN, aHANMUTUKN,
reHepaunm oT4eToB

1. CobbiTHA

pa3bupatoTcs
©F KOMNSIEKTOPOM

NMPUHNMAKTCA U
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ForUSIEI\/I AonorHUTEeNbHbIe UHCTPYMEHTbI

Fortlnet Security Fabric A FortiAnalyzer
00006 5
@
l\\
©000 X3P ; - + xi -
UHdpacTpykTypa WEC
; Microsoft (Windows) Windows El.e:r.]t Collector
Microsoft

UHankaTopbl
. komnpomeTaumm (I0Cs)
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FortiSIEM: nHterpauusa co ckaHepamu yaa3BMMOCTEN

nonne p)KM BaeM ble CKaHepr £ Action ~ | E % [1] Top 10 Vulnerabilities in Last Wee... X [2] Search ® [3] Hest vulnerability found by scann...
yﬂ3BM MOCTeﬁ =~ || Event Type IN EventTypes: Vulnerability Chart for COUNT (Matched Events) ~ [~

° FOI"t]C“ent Host vulnerability found by scanners with details - Last 2 Hours 15m 1h 1d 7d 30d ¢

« Tenable.io (Nessus) N
« Rapid7 InsightVM
« McAfee Foundstone

* Qualys

UHTerpupoBaHo B: °' '
« CMDB

* Queries / Reports
* Host Risk Score

Host Mame Operating System Vulnerability Mame Severity

Microsoft Windows Server 2012 R2 , 64-bit (build  Security Update for Network Policy Server RADIUS
9600) implementation to Address Denial of Service

QA-EXCHG i

Microsoft Windows Server 2012 R2 , 64-bit (build

A-EXCHG
. 9600)

Security Update for CSRSS 1

F::=:RTINET © Fortinet Inc. All Rights Reserved. 12



FortiGuard: rmobdanbHas 0a3a AaHHbIX Yyrpo3

FortiGuard Labs

Global threat research and response

Threat Exchange Machine Learning

Web Crawlers Hacker Forums

Human Analysis Global Sensors

Community Submissions

FERTINET

Domain
IOC - IP ’

URL

FortiISIEM

Koppensauus cobbitnn n
OeTeKTUpoBaHue yrpos

MpeaynpexaeHus u onoselleHUs

AHannTUKa n OTYETHOCTb
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FortiSIEM: obHapyxeHne un NnpoTMBoAenCTBUE Yrpo3am

Threat Intelligence

[ha ANALYTICS A INCIDEN A, MDB |l RESOURCE

— Mcnon b3OBaH Me CETEBI:'X < Resources > Malware IPs > FortiGuard Malware IP
MHAM KaTOPOB » Reports More v | Q  Search... Last updated at Mar 13, 2019 12:05:35 PM

» Rules

KoMn poMeTauMM (l OCS) . Active Low IP Malware Type Country Description

» Networks

1.16%9.112.88 Malware/CnC Spyware and Malware

» Protocols

=STIX v1.2 and v2 Support b Evenc Types

» Malware Domains

= TAXII Support

Emerging Threat Malware IP

= FortiGuard 10C

ThreatStream Malware IP

1.169.194.234 Malware/CnC Spyware and Malware
1.170.194.142 Malware/CnC Spyware and Malware
1.186.218.107 Malware/CnC Spyware and Malware
1.22.119.250 Malware/CnC Spyware and Malware
1.22.155.6 Malware/CnC Spyware and Malware
1.221.157.205 Malware/CnC Spyware and Malware
1.9.150.93 Malware/CnC Spyware and Malware

Hail-A-TAXIl Malware IP 10.0.2.15 Malware/CnC Mot Rated

n 3rd Party CO m m erC i al IOC FortiGuard Malware IP
Feed S TruSTAR Malware IP

ThreatConnect Malware IP

| ] ‘ SV Alienvault OTX

100.1.68.35 Malware/CnC Spyware and Malware
100.16.243.115 Malware/CnC Spyware and Malware
100.17.27.26 Malware/CnC Spyware and Malware

100.33.158.222 Malware/CnC Spyware and Malware

HeRQEQREAYYREAQQEQ

Ungrouped

100.34.98.47 Malware/CnC Spyware and Malware

» Malware URLs

«

100.35.105.159 Malware/CnC Spyware and Malware

» Malware Processes .4 10N 35 147 37 Malwara/CnC Smvware and Malwara

Summary [ Auto expand

b Fanntor Renone

Copyright ©® 2019 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Local

© Fortinet Inc. All Rights Reserved. 14




FortiSIEM: obHapy»xeHne u NnpoTMBOAeNCTBUE Yrpo3am

Rules Framework

Windows Remote Thread in LSASS

cnonb3oBaHune CeteBbix
NHOMKaTOPOB
KOMMpomeTauum

Edit SubPattern

* Acnonb3oBaHue
CUCTEeMHbIX MHOMKATOPOB
KOMnpomMeTaumm

= BcTpoeHHble npaBuna
And npeaynpexaneHus o
noao3puTeribHoun
aKTUBHOCTHU

= Sysmon - Habop npaswun.

Save as Report Run as Query Cancel

F:::RTINET © Fortinet Inc. All Rights Reserved. 15



FortiSIEM: obHapy»xeHne u NnpoTMBOAeNCTBUE Yrpo3am

Rules Framework

Windows Suspicious Regsvr32 Activity

cnonb3oBaHune CeteBbix
NHOMKaTOPOB
KOMMpomeTauum

Edit SubPattern o

Ucnonb3oBaHue
CuCTeMHbIX MHOUKaATOPOB
KOMnpomeTauumm

Name:  |nvake

Filte

Event Type = Win-5ysmon-1-Create-Process
Process Mame REGEXP Wiregsvr32\\.exe$
Command REGEXP Wi Tempiinh
Parent Process Name REGEXP Wipowershell\\.exe$
Command REGEXP fi:http.* scrobjvi.dls
Command REGEXP fi:ftp.* scrobjii.dlls
Aggregate: Paren Attribute Operator Value Paren Mext Row
[+] COUNT( Matched Events ) ¥ 1 [+ AND s O @
Group By: Attribute Row Move
Reporting Device (- I ] L

FE:EHT"’IET Save Save as Report Run as Query Cancel




FortiSIEM: obHapyxeHne un NnpoTMBoAenCTBUE Yrpo3am

FortiSandbox -> FortiSIEM

|l RESOURCE = ( &F ADMIN

cnonb3oBaHme CeTteBbiX
NHOMKaTOPOB ”
KOMMpomeTauum |

Resources > Malware Hash > Malware Hash > FortiSandbox Malware Hash

» Reports Hew Edit Delete More + Q  search. Last updated at Mar 15, 2019 12:50:08 PM

» Rules

Active Botnet Name Hash Code Malware Type
» Hetworks

NUcnonb3oBaHue y SR

} Protocols

CucreMHbIX VIHAVIKaTOpolB. N
KOMrnpomeTauuum } Malware Domains

» Malware IPs

» Malware URLs

P Malware Processes

|} + malware Hash
w Malware Hash

ThreatStream Malware Hash Summary O Auto expand

Fortisandbox Malware Hash I
Botnet Name: {http://www.fortinet.com}File-b4c12e3b-01c1-4555-bcBe-2eb6204c%e16 Algorithm: SHA256

AR A FE HashCode: 275a021bbfb6485e54d471899f7db9d16637co95ec2fe2a2c4538aabis51fdof Controller IP:

TruSTAR Malware Hash Malware Type: File Hash Watchlist Confidence:

ThreatConnect Malware Hash Severity: ASH:

Org: Country:

whitelist Hash Description: Date Found:
Ungrouped Last Seen: 2019-03-15T12:44:56.9532631

==RATINET © Fortinet Inc. All Rights Reserved. 17



FortiSIEM: obHapyxeHue n npoTuBoaeucTBue yrpo3am

A INCIDENT

M CnOJ_I b3OBa H I/Ie CeTeBbIX EE Overview = List l#” Risk 2 1 minute ~ = Select Rows = ‘D Time Range: Last 2 Hours =
Incident By Category * ¥
I/I HﬂlM KaTOpOB Security Perfarmance Availability Change
KOanOMeTaU'MM High High High High
6 v 3 i 4 : 0

cnonb3oBaHmne CUcTeMHbIX

Top Incidents

1+ ¥
ﬂl p Network Device Hardware Critical High Severity Inbound Permitted IPS Exploit Windows PowerShell using Suspicious Param... Scanner found severe vulnerability

KOanOMeTaLlMM SJ-Dev-A-Fdy-Fastlron 190.187.1.130 BOB-PC DESKTOP-MTLIZU1

42.83.201.2 intranet.fortilabs.org

intranet.fortilabs.org

O6HapyxeHue
aHOMarnbHOro noBeAeHus

intranet.fortilabs.org ad.fortilabs.org FGT_Edge ibmaix
BblCOKOpMCKOBble AKTM Bbl le 100 23 Windows 7 |~ 100 Fortios lo” 85 AIX | 14

O High Severity Inbound Permi... Excessive End User Mail To Un... Sudden Increase In System CP... © Server Disk Space Critical

MoryT 6b|Tb nerKo O Windows PowerShell using 5... Excessive End User Mail Sudden Decrease in Reported ...

100 Large Qutbound Transfer 100 85 Multiple Admin Login Failures:... 14

MneHTM*M uM pOBaH bl Large Outbound Transfer To ...

Excessively Slow SQL Server ...

==RTINET © Fortinet Inc. All Rights Reserved. 18



FortiSIEM: obHapyxeHne un NnpoTMBoAenCTBUE Yrpo3am

AHanuntuka — Risk Profile

@ DASHBOARD e ANA () A INCIDENT JB Lt RESO!

Ncnonb3oBaHune CeteBbix Entities by Risk
VHOMKaTOpPOB 48 12 3 56

Devices Users High Risk Low Risk
KOM |-| pOM eTa Lu/l I/I BB Overview | i List 2 5 minutes - 1148 > M
Entity Current Risk 24 hour Trend Incidents in Last 24 hours
Excessive End User Mail
BOB-PC v =0

Sudden User Login Pattern Change and 7 more.

High Severity Inbound Permitted IPS Exploit

cnonb3oBaHne CUCTEMHbIX s
INTRANET v _ = Large Outbound Transfer To Qutside My Country and 3 more.
|

M Hﬂ'M KaTO pOB Multiple Logon Failures: VPN
FG240D3913800441 v n Multiple Admin Login Failures: Net Device and 1 more.

KOM n pOMGTaU:M VI High Severity IPS Exploit
192.168.22.16 v 70 =y —

Multiple Logon Failures: Domain
WINZK8 - =%

Malware found by firewall but not remediated

O6HapyxeHue
aHOMarnbHOro noBeAeHus & don.freeman

Concurrent VPN Authentications To Same Account From Different Cities

Successful VPN Logon From Outside My Country and 1 more.

Server Disk Latency Critical

ORDERS-ERP Manual Service Started and 1 more.
non b3o BaTen M c Bblco KM M TH REATSOCDC v V14 A A PR A A A Manual Serve Started un 1 more.
Lo Demain Controller User/Group Modification
a administrator - 2 =0 Windows Groups Changed and 8 more.

YPOBHEM PUCKa MOIyT

Sudden Decrease in Reported Events From A Host

6 QA' EXCHG - 2 =0 License Issue
bITb nerKo Multiple Admin Login Failures: Net Device
FGT90D3Z13006177 . 20 Sudden Increase in Network Interface Traffic and 3 more.

naeHTUPULNPOBaAHDI.

RTINET
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FortiSIEM: pearnpoBaHue (UcnipaBneHue) B paMKax MHUUAEHTa

CynepBusop
1. CpabaTtbiBaHne npasusia Koppensumm
2. [eHepauus nHumaoeHTa
3. Bbibop gencteus (pemeanaums)

KonnekTtop
1. BbinonHeHue ckpunta pemeguaumm
2. PeKkoHdurypauns UCnonHUTENbHOro YCTPOUCTBa

UcnonHutenbHoe yCTPOUCTBO
1. [llpumeHsieT 3agaHHOE OencTBue
1. bnokunpoBka/kapaHTWH
2. [De-ayteHTndmkauma
nonb3oBaTtens

« BcTpoeHHas bubnmoteka ckpunToB pemeanayum 3. Utn

« [Moppepxka COOCTBEHHbBIX CKPUNTOB pemMeanaumm

« ABTOMaTU4eCKasa nnu py4dyHada pemMeanauna

F::RTINET © Fortinet Inc. All Rights Reserved. 20
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