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Fabric APIs

PearnpoBaHue



OTKpbITaa 3Kkocucrtema

o

FABRIC API

= [apTHepbl Fabric oxeBaTbiBatoT
LLIMPOKUI CNEKTP CETEBbIX
TexHonornn ot loT Ao obnakos

= [lapTHepbI NULLYT Ko C
ncnonb3oBaHuem Fabric APl ans
WHTerpauumn c npogykramu Fortinet

= Fortinet odonupmansHo

NOATBEPKOAET NOAAEPIKKY
NHTerpaumm
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= Co3naHHble B Fortinet ckpunThl
DevOps, aBToMarusnpyot
obecneveHmne 6esonacHoCTM Yepes
FortiManager

= [lonHaa aBTomaTn3auusi
JoYHKLUMOHAbHbIX BO3MOXHOCTEN
FortiGate n ynpasrneHue
KOHoUrypaumemn

= Jlerko BbIMOMHATCA, AOCTYMHbI B
FNDN & GitHub

==RTINET
Fabric-Ready /

FABRIC CONNECTORS

= Fabric Connectors obecnevnBarot
rmyOOKyH MHTErpaLmio C
KOMMOHEHTaMWN 3KOCUCTEMbI
KNMeHTa, rae KpUTUYECKN BaxKHa
aBTOoMaTu3aumsa 6e3onacHoOCTu

= CyLLEeCTBYIOT pasfnyHble TUMbI
Fabric Connectors — cnncok
MOCTOSAHHO MOMNOSTHAETCS

= AKTUBUPYHOTCS NMPOCTbIM HXXaTUEM
Ha GUI



Tunbl NApTHEPCKUX NHTerpaLmmn Fabric-Roady

Fabric-Ready (Fabric APIs)

» [lapTHep paspaboTan pelwieHns ans
nHTerpaunm c npogyktamum FTNT

* Ha ocHoBe cyuwectayowmnx APl n / nnn
ctaHgapTHbIX npoTtokonos (RADIUS,
SYSLOG, SSHwu T a.)

¢ (OBbI4YHO) OTCYTCTBME HANUCAHHOIO
Kogda co CTOpOoHbl FTNT

 FTNT Tectupyet pelieHme, 4tobbl
ybeaunTbca, 4TO HTErpaunst paboTtaer

e
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Fabric Connectors

Fortinet nuweT cneymanmanpoBaHHbIV
Kon

Ynpasnsietca yepe3 GUI / CLI
B ocHoBHOM Ha Oa3e AP

PaspaboTka pyHKUNOHaNbHbIX
BO3MOXHOCTEWN MO UHTEerpaumnm
npounssogntca FTNT

MoxeT noTpeboBaTbCA COBMECTHOE
TECTUpPOBaHME C NapTHEPOM
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ABTOMaTM3aUuA pearmpoBaHus

« OTtnpaBka HTTP 3anpoca

AUTOMATION

. ABTOMaTM3auuga onoseleHnn SOC
ENGINE

« APl / script response
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[lpaBuNna aBToMaTU3aLnu

Trigger

AQ

Compromised
Host

Threat level threshold | Medium Bglfsy

Action
CLI Script Email FortiExplorer Access Layer Quarantine Assign IP Ban AWS Lambda Azure Google Cloud  AliCloud Webhook
Motification  Quarantine FortiClient via VMware N5X Function Function Function
EMS Security Tag

BT e
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Automation (& dev-ops)

B uenom, mHe HyXXHa aghghekmueHOCMb
U asmomMamu3ayus

Tourrep  OKCMiyaTaLMOHHbIE pacxofbl HAMHOIO
npeBbIWaoT Ntobblie NnepBoHavanbHbIe
3arparTbl Ha NPOAYKT ... bornee bbICTpoe

* lMpumep kapaHTUHAa: YCTPOUCTBO, 6€3 NpUMEHEHNSA CPEOCTB

« Jlrobown Tpurrep aBToMatTn3ayun - HH4yero He 3HaA4YUT.
e Jltoboe penctBue

[enctene RIS
https://github.com/Eortinet

[MBKne oyHKUMN

Fortinet Developer Network * Switch VLAN + Host (EMS)  « NSX

« AP VLAN  FortiNAC  Webhook

F::RTINET « Captive Portal « AWS Lambda | « ServiceNow



Network Operations

Pa3BepTbiBaHne



ABTOMaTU3aLMA pa3BepTbIBaHUA

APIs

Zero Touch

Provisioning

. Automation &
22 Deployment Tools
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ABTOMaTU3aUuA pa3BepTbiBaHUA - Ansible

\

71O yTunuTta gns astomartusauymm T

A Takxe ona UT opkectpaumn

HacTpanBaeT n agMUHUCTPUPYET
Bawwly UT-nHdppacTpykTypy

ANSIBLE

e
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Ynpasnsietca RedHat n noggepxnBaetcs
coobuectsom Open Source
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[TonHOCTLIO aBTOMaTU3NPOBaHHOE
pa3BepTbiBaHue — SD-WAN

FMG API

FortiGate

[Tnatdpopma _ FortiManager
opKecTpaLmm Network Security

/@

4

Switchin 1

Wi-Fi

e ==

FortiAP
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Fabric Connectors

YnpaBneHune



Fabric Connectors
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SDN

Automation
Action
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SSO/ldentity
1A

4

EEN
Visibility
AA

9

Threat
Feeds

©
(\) i

Endpoint REST API
CVE
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ABTOMaTU3aLMA NpaBun

F

-

FortiGate VM64-KVM fcassini-fastsecure

@ Dashboard

NA Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Settings
Fabric Connectors
Fabric Demo

s FortiView

% Network

£ System

B Policy & Objects

& Security Profiles

O VPN

& User & Device

= WiFi & Switch Controller

Ll Log & Report

@& Monitor

+ CreateNew | ¢ Edit

Public SDN

il Delete

AWS_VPC

[
%4
GCP Connector

O gcp-dev

-

Endpoint Control

% FortiClient EMS

FortiEMS-dev

B View Policies

alicloud-dev

4% FortiNAC

FortiNAC-dev

€30MNaCHOCTU

NX Accelerate 2019 > [

AN

Azure Connector

azure-dev

atlan]n,
CIsco

2% Cisco pxGrid

pxGrid-dev

Threat Feeds

IP Address Threat Feed

AWS_IP_Blacklist

@~ L@ z fcassini ~
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Private

Fabric Connector: VMware NSX vy e SDN

= ABTOMaTU3MPOBaHHOE pas3BepTbiBaHNE
BUPTYanbHOW MaLUWHbI 1 ynpasBrieHne
OPKECTPOBKOM

= [InHammyeckne obbekTbl (Tern NSX)
aBTOMaTUYECKN UMMOPTUPYIOTCA C
nomoubto Fabric Connector 6e3
HeoBX0AMMOCTIN pasdbupaTbCH B CITOXKHbIX
npoueccax ynpasneHns

= MOHUTOPWHT, MMKPOCErMEHTaLIMS U
6esonacHocTb L4 - L7 ans BupTyansHOro
Tpadomka East-West

=RTINET

Fabric
Connector

“m

FortiManager

NSX \
Objects NSX
Objects

vmware
NSX J1
~ N
- Ny Fort_iGate-VMX
Objects Objects Service Manager
B33
@ s FGT-VMX s @FGT-VMX
—| dvSwitch ]




SSO/Identity

Fabric Connectors: Active Directory, Radius B

=SSO B FortiGate nposepsieT
NOANIMHHOCTbL NONb30BaTenen B
COOTBETCTBMM C npasunom M3, He
3anpaLumBasi UMs rnorb3oBaTtens u

naporb

=Fabric Connector nony4aet
NHPOPMaLMIO C pa3HbIX NCTOYHMKOB —
CUCTEM LIEHTPANIM30BaHHOW
ayTeHTUdMKauum

*['lpy 3TOM aBTOMATUYECKN
NPUMEHSAOTCA NPOodoUn 3aLUnThI,
HasHa4YaeMble KaxgoMy Mnorb30Baresio

=RTINET

v

Secure Access

& Network Entry

AD Collector
Agent

Single Sign on

=
Self-Service
Portal

Radius

FortiGate

Fabric Connector
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Automation

Fabric Connector: FortiClient Quarantine Action

=Bbi3oB Fabric Automation Action ang Fg;gggﬁ?t

nomMeLLeHnsa paboyen ctaHUmmM C
FortiClient B kapaHTUH FortiClient

FortiClient EMS -7 Endpoint

@ FortiClient
Endpoint

=Korpa FortiGate nogo3spesaeTt IOC, oH
3arnyckaet aBToMaTU4eCKUN KapaHTUH
CKOMMPOMETUPOBAHHbIX NN
3apaXeHHbIX KOHEYHbIX TOYEK

=Paboune ctTaHuMn B KapaHTUHE
oTOBpaxatoTCsi B NOrM4eCckom Tornorornm
dbabpukn 6esonacHoCTm
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Fabric Connector: REST API L

*REST API cTtopoHHuMX
npoussoauTenen ans
NoNb30BaTENbLCKUX CLEHapUeB
NCMOSb30BaHUSA

= ABTOMaTU3MpyeT 6e30MacHOCTb Afs
MOMb30BATENLCKUX NPUMOKEHMI 1 [prMepbl NCMONBb30BaHNS KNMEHTaMU:

nnatdopm - Threat Feeds
- Automation Action

=[MpocToTa pasBepTbIBaHWSI, CHYPKEHWE - SSO/ldentity
CJTOXXHOCTW, ynpaBreHne pasHbiMU - Other
MOCTaBLUMKaMWN CPEACTB 3aLLUThI
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ABTOMaTM3aUUA BbINOJTHeHa!

PA3BEPTbIBAHVE
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OBbHAPYXEHUWE

Security Operations
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