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ʇʫʪʠ ʘʚʪʦʤʘʪʠʟʘʮʠʠ
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ʂʆʄʇʃɽʂʉʅʆʉʊʔ
ɿʘʱʠʪʘ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚ, ʩʝʪʝʡ ʠ 

ʧʨʠʣʦʞʝʥʠʡ

ɸɺʊʆʄɸʊʀɿɸʎʀʗ
ɼʝʡʩʪʚʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʦʩʥʦʚʝ 

ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ
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Fabric
Connectors
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Operations

Fortinet Security Fabric
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Fabric Connectors

Security Operations

Fabric APIs

Network Operations
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ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʩʪʨʫʢʪʫʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ
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ʆɹʅɸʈʋɾɽʅʀɽ

Network
Security

Fabric APIs

Security Operations

ʈɽɸɻʀʈʆɺɸʅʀɽ
ʋʇʈɸɺʃɽʅʀɽ
Fabric Connectors

ʈɸɿɺɽʈʊʓɺɸʅʀɽ
Network Operations



Fabric APIs
ʈʝʘʛʠʨʦʚʘʥʠʝ
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ʆʪʢʨʳʪʘʷ ʵʢʦʩʠʩʪʝʤʘ

ÁFabric Connectors ʦʙʝʩʧʝʯʠʚʘʶʪ 

ʛʣʫʙʦʢʫʶ ʠʥʪʝʛʨʘʮʠʶ ʩ 

ʢʦʤʧʦʥʝʥʪʘʤʠ ʵʢʦʩʠʩʪʝʤʳ 

ʢʣʠʝʥʪʘ, ʛʜʝ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʘ 

ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ

Áʉʫʱʝʩʪʚʫʶʪ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ 

Fabric Connectors ïʩʧʠʩʦʢ 

ʧʦʩʪʦʷʥʥʦ ʧʦʧʦʣʥʷʝʪʩʷ

Áɸʢʪʠʚʠʨʫʶʪʩʷ ʧʨʦʩʪʳʤ ʥʘʞʘʪʠʝʤ 

ʥʘ GUI

Áʇʘʨʪʥʝʨʳ Fabricʦʭʚʘʪʳʚʘʶʪ 

ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʩʝʪʝʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʦʪ IoTʜʦ ʦʙʣʘʢʦʚ

Áʇʘʨʪʥʝʨʳ ʧʠʰʫʪ ʢʦʜ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ FabricAPI ʜʣʷ 

ʠʥʪʝʛʨʘʮʠʠ ʩ ʧʨʦʜʫʢʪʘʤʠ Fortinet

ÁFortinet ʦʬʠʮʠʘʣʴʥʦ 

ʧʦʜʪʚʝʨʞʜʘʝʪ ʧʦʜʜʝʨʞʢʫ 

ʠʥʪʝʛʨʘʮʠʠ

Áʉʦʟʜʘʥʥʳʝ ʚ Fortinet ʩʢʨʠʧʪʳ 

DevOps, ʘʚʪʦʤʘʪʠʟʠʨʫʶʪ 

ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʯʝʨʝʟ 

FortiManager

Áʇʦʣʥʘʷ ʘʚʪʦʤʘʪʠʟʘʮʠʷ 

ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ 

FortiGateʠ ʫʧʨʘʚʣʝʥʠʝ 

ʢʦʥʬʠʛʫʨʘʮʠʝʡ

Áʃʝʛʢʦ ʚʳʧʦʣʥʷʶʪʩʷ, ʜʦʩʪʫʧʥʳ ʚ 

FNDN & GitHub

FABRIC API DEVOPS FABRIC CONNECTORS
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ʊʠʧʳ ʧʘʨʪʥʝʨʩʢʠʭ ʠʥʪʝʛʨʘʮʠʡ

Fabric Connectors
ÅFortinet ʧʠʰʝʪ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʡ 
ʢʦʜ 

Åʋʧʨʘʚʣʷʝʪʩʷ ʯʝʨʝʟ GUI / CLI

Åɺ ʦʩʥʦʚʥʦʤ ʥʘ ʙʘʟʝ API

Åʈʘʟʨʘʙʦʪʢʘ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ 
ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʦ ʠʥʪʝʛʨʘʮʠʠ 
ʧʨʦʠʟʚʦʜʠʪʩʷ FTNT

Åʄʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʩʦʚʤʝʩʪʥʦʝ 
ʪʝʩʪʠʨʦʚʘʥʠʝ ʩ ʧʘʨʪʥʝʨʦʤ

Fabric-Ready (Fabric APIs)
Åʇʘʨʪʥʝʨ ʨʘʟʨʘʙʦʪʘʣ ʨʝʰʝʥʠʷ ʜʣʷ 
ʠʥʪʝʛʨʘʮʠʠ ʩ ʧʨʦʜʫʢʪʘʤʠ FTNT

Åʅʘ ʦʩʥʦʚʝ ʩʫʱʝʩʪʚʫʶʱʠʭ API ʠ / ʠʣʠ 
ʩʪʘʥʜʘʨʪʥʳʭ ʧʨʦʪʦʢʦʣʦʚ (RADIUS, 
SYSLOG, SSH ʠ ʪ. ʜ.)

Å(ʆʙʳʯʥʦ) ʦʪʩʫʪʩʪʚʠʝ ʥʘʧʠʩʘʥʥʦʛʦ 
ʢʦʜʘ ʩʦ ʩʪʦʨʦʥʳ FTNT

ÅFTNT ʪʝʩʪʠʨʫʝʪ ʨʝʰʝʥʠʝ, ʯʪʦʙʳ 
ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʠʥʪʝʛʨʘʮʠʷ ʨʘʙʦʪʘʝʪ
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ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʨʝʘʛʠʨʦʚʘʥʠʷ

8

ʆʪʧʨʘʚʢʘ HTTP ʟʘʧʨʦʩʘ

ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʦʧʦʚʝʱʝʥʠʡ SOC

API / script response 

AUTOMATION 

ENGINE
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ʇʨʘʚʠʣʘ ʘʚʪʦʤʘʪʠʟʘʮʠʠ
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Automation (& dev-ops)

10

Åʇʨʠʤʝʨ ʢʘʨʘʥʪʠʥʘ:

Åʃʶʙʦʡ ʪʨʠʛʛʝʨ

Åʃʶʙʦʝ ʜʝʡʩʪʚʠʝ

ʊʨʠʛʛʝʨ

ɼʝʡʩʪʚʠʝ

0-day

IOC

Bot Infection

HostSwitch 
(VLAN)

SSID 
(VLAN)

ʂɸʈɸʅʊʀʅ

ÅHost (EMS)

ÅFortiNAC

ÅAWS Lambda

ɻʠʙʢʠʝ ʬʫʥʢʮʠʠ

ÅSwitch VLAN

ÅAP VLAN

ÅCaptive Portal

ÅNSX

ÅWebhook

ÅServiceNow

èʃʶʙʦʡ ʞʫʨʥʘʣ

èʃʶʙʦʝ ʩʦʙʳʪʠʝ

èʃʶʙʘʷ ʢʦʨʨʝʣʷʮʠʷ

ʊʨʠʛʛʝʨʳ

ʂʘʢʠʝ-ʪʦ ʢʦʥʢʨʝʪʥʳʝ 

ʦʙʣʘʩʪʠ?

ʂʦʥʝʯʥʦ:
Å ʀʜʝʥʪʠʬʠʢʘʮʠʷ

Å ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ

Å ʄʦʥʠʪʦʨʠʥʛ

Å ʂʦʥʪʨʦʣʴ ʠʟʤʝʥʝʥʠʡ

ɺ ʮʝʣʦʤ, ʤʥʝ ʥʫʞʥʘ ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

ʠ ʘʚʪʦʤʘʪʠʟʘʮʠʷ

ʕʢʩʧʣʫʘʪʘʮʠʦʥʥʳʝ ʨʘʩʭʦʜʳ ʥʘʤʥʦʛʦ 

ʧʨʝʚʳʰʘʶʪ ʣʶʙʳʝ ʧʝʨʚʦʥʘʯʘʣʴʥʳʝ 

ʟʘʪʨʘʪʳ ʥʘ ʧʨʦʜʫʢʪ ... ʙʦʣʝʝ ʙʳʩʪʨʦʝ 

ʫʩʪʨʦʡʩʪʚʦ, ʙʝʟ ʧʨʠʤʝʥʝʥʠʷ ʩʨʝʜʩʪʚ 

ʘʚʪʦʤʘʪʠʟʘʮʠʠ - ʥʠʯʝʛʦ ʥʝ ʟʥʘʯʠʪ.

https://github.com/Fortinet

Fortinet Developer Network



Network Operations
ʈʘʟʚʝʨʪʳʚʘʥʠʝ
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ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ
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APIs

Automation & 
Deployment Tools   

Created by vectoriconset10
from the Noun Project

Zero Touch 

Provisioning
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ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ - Ansible
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ʕʪʦ ʫʪʠʣʠʪʘ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʀʊ

ʅʘʩʪʨʘʠʚʘʝʪ ʠ ʘʜʤʠʥʠʩʪʨʠʨʫʝʪ 
ʚʘʰʫ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ

ʋʧʨʘʚʣʷʝʪʩʷ RedHat ʠ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ 
ʩʦʦʙʱʝʩʪʚʦʤ Open Source

Created by Adriano Emerick
from the Noun Project

ɸ ʪʘʢʞʝ ʜʣʷ ʀʊ ʦʨʢʝʩʪʨʘʮʠʠ
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System SecurityNetwork
ʇʣʘʪʬʦʨʤʘ 

ʦʨʢʝʩʪʨʘʮʠʠ
FortiManager

FMG API

ʇʦʣʥʦʩʪʴʶ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ 
ʨʘʟʚʝʨʪʳʚʘʥʠʝïSD-WAN

14

System SecurityNetworkNetwork

FortiGate

FortiSwitch

FortiAP

Switching

Wi-Fi



Fabric Connectors
ʋʧʨʘʚʣʝʥʠʝ
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Fabric Connectors

16

Threat 

Feeds

Private 

SDN

Public

SDN

Automation

Action

IaaS

Visibility

SSO/Identity

ITSM

Endpoint

CVE

REST API
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ɸʚʪʦʤʘʪʠʟʘʮʠʷ ʧʨʘʚʠʣ ʙʝʟʦʧʘʩʥʦʩʪʠ
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